Phan 2. YEU CAU VE KY THUAT
Chuwong V. YEU CAU VE KY THUAT
Y8u cdu vé ky thudt bao gom céc néi dung co ban nhur sau:
1. Giéi thiéu chung vé dv an, géi thau:
- Chu dau tu: Trung tam Cong nghé thong tin, B Noi1 vu
- Dia chi: S6 8 Tén Thit Thuyét, Cau Gidy, Ha Noi
- Dy toan mua sam: Thyc hién Quyét dinh s6 88/QD-CNTT ngay 06/11/2025 cta Gidm ddc Trung tam Cong nghé
thong tin vé viéc phé duyét di€u chinh Ké hoach Iya chon nha thau Mua sam tai san va thué dich vu nam 2025 ctua Trung
tam Cong nghé thong tin.

- Tép goi thau: Thué dich vu van hanh ha tang cong nghé thong tin tai Trung tim tich hop dit liéu caa Bo s6 8 Ton
That Thuyét.

- Cong vige chinh cua goi thau: Van hanh ha tang cong nghé thong tin tai Trung tAm tich hop dir liéu cua Bo s6 8
Ton That Thuyét.

- Thoi gian thuc hién géi thau:

+ Tho1t gian ban giao va t{ién khai phan mém giam sat hiéu nang cho hé théng cong nghé thong tin tai Trung tdm tich
hop dir liéu cua Bo la 30 ngay ké tir ngay Hop dong c6 hiéu luc.

ot Tl}c‘ri gian thuc hién dich vu van h‘émh ha tﬁng cong nghé thong tin tai Trung tam tich hop dir liéu cua Bo s6 8 Ton
That Thuyét la 12 thang ké tir ngay Hop dong c6 hiéu luc.

2. Muc tiéu cong viéc:

, Thué dich vu van hanh ha tﬁng cong nghé thQng tin tai Trung tam Tich hop q& liéu cua BC) Noi Vuonhém quan ly va
khac phuc kip thoi, ddm bao hoat dong cua hé thong duoc ho trg ky tl}uét va khac phgc su cO 24/7; kiém tra dinh ky va
phan tich tinh trang hoat dong cua cac h¢ thong cong ngh¢ thong tin dé tur do dua ra d€ xuat phuong an xu ly; ngan chan
va gidm thiéu nhiing rui ro thong qua viéc canh bado sém dé han ché nhiing su ¢6 anh hudng dén an toan ctuia hé thong.

3. Yéu cau k¥ thuit ciia goi thau:
3.1. Yéu cau chung:
- Nha thau cam két bao mat tuyét ddi véi cac thong tin luu trit trén hé thong thiét bi cong nghé thdng tin ctia B6 Noi vu.
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Nghiém cAm moi hanh vi tiét 19, phat tan, sao chép luu trir thong tin.
- Cam két chap hanh ding cac ndi quy, quy dinh ctia bén moi thiu trong qué trinh hd trg van hanh ha tang cong nghé
thong tin tai Trung tam Tich hop dir liéu ctia B6 Noi vu.
3.2. Yéu cau k¥ thuit chi tiét:
3.2.1. Danh sach ha tang cong nghé théng tin tai Trung tim Tich hop dit liéu ciia B Noi vu

STT Tén thiét bi SL Ghi cha

| | Thiét bi mang, thiét bi an toan théng tin
1 | Switch Core: HPE Aruba 5406R zl2 2
2 | Switch Distributed: Catalyst 3750 Series 2
3 | Cisco Catalyst 2960 Series (48-port) 16
4 | Switch DMZ: HPE Aruba 2920 24G Switch 2
5 | Switch Management: HPE Aruba 2920 24G Switch 1
6 | SAN Switch: HPE SN3000B 24/12 FC Switch 2
7 | Aruba 2930F 48G 4SFP Switch 2
8 | Hé thong Wifi

8.1 | Aruba 7010 Mobility Controller 2

8.2 | Access Point HPE Aruba AP-215 20
9 | Thiét bi chuyén mach ving quan tri SW-MGMT/ S3148 DELL 2
10 | Thiét bi chuyén mach ving bién SW- EDGE / S3148 DELL 2
11 | Thiét bi chuyén mach ving 156i SW-LEAFB/ S4128F 2
12 | Thiét bi can bang tai ving DMZ LB: FAD1200F 2
13 | Thiét bi chuyén mach ving mang 161 SW-SPINE/Z9264F 2
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14 | Thiét bi chuyén mach ving mang 16i SW- LEAF/ MX9116n 6
15 | Thiét bi chuyén mach ving may chu SW-LEAF/S4128T 4
16 | Thiét bi chuyén mach vung mang ndi bd SW/S4148 DELL 2
17 | Thiét bi chuyén mach két ndi thiét bi luu trit SAN SANSW/ DS-6610B DELL 2
17 | Firewall Checkpoint 5200 Appliance 2
18 | Firewall Checkpoint 5400 Appliance 2
19 LFJi _:_e'\\;lv_allllc(;]?ec():kpoint 1
20 | Fortinet FortiADC-1000F 1
21 | Fortinet FortiMail 400E 1
22 | Draytek Vigor 3900 1
23 | McAfee NS3200 1
24 | McAfee M1450 1
25 | Firewall Fortigate 1101E 2
26 | Firewall Fortigate 601E 2
27 | Tudng lira va can bang tai tng dung FortiADC 1200F 2
0 Hﬁe thong may chi cloud, may chii 40 ho4, may chit AD, hé thong thw dién tir
cong vu
May chu cloud

1 | NEC Express 5800/R120a-2 3
2 | IBM System x3650 M4

3 | Server IBM X3300 M4 1




IBM x3250 M4

Server HP ProLian DL380p Generation 8

Dell Power Edge 730 R

HP ProLiant DL80

HP ProLiant DL80 Gen9 Server

Server Dell Power Edge R720

Server IBM X3650 M3

HPE HPE DL580P G9 ProLiant DL580 Gen9

AP IPOINOIELDN

May chii Dell M640

R
N

M4y chu 40 hoa MX740C

=
(00]

Khung chira may chu

May chu quan tri R640

16

May chu vat 1y cap phét cho cac hé théng nghiép vu (thuc hién 4o héa) - PowerEdge
R650xs

17

May chu PowerEdge R650xs

18

May chu PowerEdge R750xs

19

May chu OCR - PowerEdge R650

20

May chu 4o hoa

100

21

Hé thng AD/DHCP/DNS server/File

1 Hé thong

22

Hé thdng thu dién tir cong vu (Mail Exchange)

01 Hé thong

Hé thong lwu trir

Hé théng Type Backup




Hé théng may chit SAN

Hé thong QNAP

Hé théng SAN IBM V7000

Hé théng SAN - Unity 480

Thiét bi NAS Dell EMC NX3240

~N oo~ WIN

R I[N R P|-

Thiét bi bang tir Dell ML3

3.2.2. Yéu cau chi tiét pham vi dich vu quén tri, vin hanh:

a. Qudn tri vdn hanh Hé théng mang, dwong truyén: thiét bi mang, thiét bi an toan thong tin:

- Van hanh dam bao thiét bj hoat dong binh thuong 24/7.

- Xay dung hé théng giam sat thiét bi va canh bao.

- Binh ky kiém tra tinh trang hoat dong cta thiét bi: Thuc hién kiém tra tinh trang thiét bi thong qua cac phan mém
theo doi 1 1an/1 ngay.

- Giam sat tai nguyén hé théng (CPU, Ram, O cing, bang thong ...)

- Thyc hién céc cong viéc phat sinh d6i voi thiét bi mang trong quan tri, van hanh:

+ Thiét lap chinh sach dinh tuyén, cAn bang tai cac kénh truyén Internet, Wan khi nghén bang thong tai bat ky diém
nao.

+ Thyc hién cdu hinh thiét bi theo yéu cau van hanh

+ Ra soat thiét bi va thuc hién viéc xur 1y khi phat hién céac 161 phat sinh.

- Thyc hién cac cong vi¢c phat sinh ddi voi hé théng thiét bi bao mat trong quan tri, van hanh:

+ Thyc hién thay d6i thong tin, ciu hinh cac chinh sach cac ludng dit liéu truy cap ra, vao toan bd hé thong trung tdm
dir li€u va trung tdm dir 1iéu du phong.

+ Cé}u hinh céc tinh nang cua Firewall: User, Object, IP/VLAN, Interface, NAT, Polices, két ndi VPN tdi cac co s&
theo yéu cau.

+ Lén phuong an, thyc hién ngin chin cac goi tin trong hé thong truy cip dén cac trang web doc hai.
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+ Ra soat thiét bi va thuc hién viéc xur 1y khi phat hién cac 16i phat sinh.

- Thyc hién sao luu cu hinh thiét bi 3 thang/Ian. Khoi phuc c4u hinh thiét bi khi ¢6 yéu cau.

- Hb tro xr Iy su cd hé théng khi c6 yéu cau hodc tir hé théng canh bao.

- Thuc hién cong viéc cap nhat, nang cap:

+ Lén phuong 4n danh gia tac dong trude khi cap nhat, nang cap.

+ Cap nhat ban va 16i/15 héng bao mat, nang cép firmware.

+ Béo céo dinh ky va bao cdo ndi dung cong viéc ngay sau khi thuc hién cip nhat, ning cip.

+ Cap nhat nhat ky cong vi¢c hang ngay.
- H tro 24/7, truc van hanh:
+ Cam két hd trg van hanh tai moi thoi diém.

+ Luon san sang it nhat 01 nhan sy tryc van hanh tai dia diém cua Bén mo1i thau, xir 1y sy ¢6 theo yéu cau cua Bén
moi thau.

b. Qudn tri, van hanh Hé thong may chii cloud, mdy chii do hod, mdy chit AD, hé thong thw dién tir cong vu

Van hanh dam bao hé théng may chu hoat dong binh thuong 24/7
Dinh ky kiém tra tinh trang hoat dong ctia hé théng may chii: Thuc hién kiém tra tinh trang hé théng mdy chu thong

qua cac phan mém theo ddi 1 1an/1 ngay.

+ o+ + + + + + o+

Thuc hi¢én cac cong viéc phat sinh trong van hanh:

Téi wu cac cu hinh, tai nguyén st dung ctia cac thiét bi trong hé thong

Thuc hién viéc cép phat, cai dat may chu

Thuc hién diéu phdi phan bo tai nguyén CPU, RAM, DISK cho cic may chi1 40 hoa

Thue hién cdu hinh thém, x6a, stra cac thong tin lién quan dén: mang, store... trén cic ving may chu
Pam bao hé thong AD ludn ludn & trang thai sin sang, va an toan

Thuc hién thém, x06a, stra thong tin vé user clia nguoi dung

Thyc hién thém, x06a, stra thong tin cac group user nguoi dung

Thuc hién viéc sép Xép, chuin hoa lai cac user, computer cua nguoi dung
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Pam bao hé thong DNS ludn ludn ¢ trang thang sin sang va an toan
Thuc hi¢n thém, xda, stra cac ban ghi DNS
Thuc hién ra soat 1ap danh séach, loai bé cac ban ghi DNS khong sur dung
Pam bao hé thong DHCP 1udn ludn & trang thang sin sang va an toan
Thuc hién thém, x6a, stra cac zone cép phat IP
Ra soat may chu va thyc hién viéc xir Iy khi phét hién cac 16i phat sinh
Sao luu hé théng, cAu hinh hé théng 1 tudn/lan vé&i hé théng AD, DNS, DHCP
Sao luu hé thong, cau hinh hé thong 3 thang/lan vai hé thong quan tri 4o hoa

+ o+ + + + + + +

Thuc hién cong viéc cap nhat, nang cap:

+ Lén phuong an danh gia tac dong trudc khi cap nhat, nang cap.

+ Cap nhat ban va 16i/ 16 héng bao mat, nang cép firmware.

- Cap nhat nhat ky cong viéc hang ngay

- H6 tro 24/7, truc van hanh:

+ Cam két hd trg van hanh tai moi thoi diém.

o7 Ludn san sang ig nhét 01 nhan sy tryc van hénh tai dia diém gﬁa Bén moi thau (khac nhan sy truc van hanh Hé

thong mang, duong truyén), xur ly su c6 theo yéu cau cua Bén moi thau.

C. Quan tri, vdan hanh hé thé’ng lwu trie

- Van hanh dam bao thiét bi, hé thong hoat dong binh thudng 24/7

- B‘inh ky kiém tra tinh‘trang hoat dong cua thiét bi, hé théng: Thuc hién kiém tra tinh trang thiét bi, hé théng thong
qua cac phan mém theo doi 1 lan/1 ngay.

- Thuc hién cac cong viéc phat sinh trong van hanh:

+ Tbi wu cac cau hinh, tai nguyén sir dung ciia cac thiét bi, hé thong trong hé théng mang

+ Kiém tra tinh trang hé théng thong qua cac phan mém theo ddi

+ Kiém tra trang thai hoat dong cua cac tién trinh backup

+ Thuyc hién viéc thém, xda, sira cac tién trinh backup cho cac thiét bi, hé théng
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Thue hién viéc thém, x0a, stra cdu hinh két ndi cho hé théng may chil véi hé thong luu trit
Ra soat hé théng va thuc hién viéc xtr Iy khi phat hién cac 15i phét sinh.
Thue hién sao luu cau hinh thiét bi, hé thong 3 thang/lan véi thiét bi, hé thng luu trit
Thue hién sao Iuu cau hinh thiét bj 6 thang/1an véi thiét bi SAN Switch

- Thuc hién cong viéc cdp nhat, nang cép:

+ Lén phuong an danh gia tac dong trudc khi cap nhat, nang cap.

+ Cap nhat ban va 16i/15 hong bao mat, nang cap firmware.

- Cap nhat nhat ky cong viéc hang ngay

- H tro 24/7, truc van hanh:

+ Cam két hd tro van hanh tai moi thoi diém.

o7 Lu6n san sang i‘g nhét 01 phén su truc van hanh tai dia diém cta Bén moi thau (kh;'u: nhan su trie van hanh Hé
théng mang, (jtub’ng truyén; H¢ ‘ghéng may chu cloud, may chu 4o hoa, may chu AD, h¢ thong thu di¢n tr cong vu), xur ly su
co theo y€u cau cia Bén moi thau.

2.2. Yéu cau vé phwong thirc thuwe hign cong vigc:

Dich vu hé tro 24/7, chuyén gia onsite khi can thiét:

+ Yéu cau DPVHT (Pon vi hd trg) c¢6 nhan su truc 16p 1 (Layer 1) dé giam sat hé thong va tiép nhan cac yéu cau hd tro
tor quan tri.

+ Nhan su c6 mit truc tiép (onsite) tai hé thong dé xir Iy cac cong viéc khong thé xtr Iy duoc tir xa (online).

HO tro giam sat hé théng 24/7

+ Giam sat hé thong 24/7 trén cac cong cu giam sat (Monitoring) hodc DPVHT trién khai b6 sung néu can thiét.

+ Guri thong bao cac su kién hé théng cho quan tri.

HO trg xtr Iy su ¢d do van hanh va phéi hop hing xir 1y bug thiét bi.

+ Yéu cau DVHT dua phuong an xur 1y su ¢6 va giri phuong an phé duyét.

+ DVHT thyc hién viée xtr Iy su ¢b theo phuong 4n di dugce Trung tim thong tin phé duyét.

+ Cap nhat thong tin vé su ¢ vao bang dit liéu vé sy cb.
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HJ tro cai dat, ciu hinh, cap nhat phr:in mém, tinh chinh hé théng
+ DVHT thyc hién theo danh muc hé théng/thiét bi trong pham vi danh muc thué hd tro.
+ Khao sat chi tiét, 1én phuong an, ké hoach thuc hién yéu cau hd tro va dua Trung tAm thong tin xem xét phé duyét.

+ Phéi hop thyuc hién yéu cau hd trg dua theo phuong an, ké hoach da dugc Trung tam thong tin phé duyét.

+ Cap nhat trang thai cong viéc va cdc tai liéu lién quan

2.3. Yéu cau vé chit lwong, thoi gian ddp iing

Hang muc Yéu cau ky thuit Thoi gian dap ing
) x - Yéu cau hd trg van hanh tai moi thoi diém.

Dich vu ho trg 24/7 - C6 chuyén gia onsite hd trg xtr Iy khi can thiét hodc khi co yéu cau. 2401
Truc giam sat 24/7: o4/7
- Yéu cau DPVHT c¢6 nhan sy truc gidm sat h¢ thong tai moi thoi diém.

1;11(2 tro giam sat he Phat hién va théng bao s cb:

thong - Phat hién canh bao tir h¢ thong gidm sat 15 phit
- Phan loai canh bao, su cO. P
- Thdng bé&o cho Trung tdm thdng tin
Thoi gian phan hoi thong tin: 15 phit
- Tinh tir tho1 di€m nhan dugc yéu cau ho trg xur ly sy ¢6 tir Trung tdm thong tin P

HAO tlrlq X}? l.y sy(ri c0 do Thoi gian giai quyét su ¢ tir xa (remote)

van a? (incident - Tinh tir thoi diém tiép nhan yéu ciu hd tro xir Iy sy cb.

request) - Vi cac su ¢0 ¢o thé xur Iy duoc tir xa. 60 phut

- Ngoai trur cac sy co dac thu, doi héi thoi gian xur Iy yéu cau 1au, hodc su ¢6 can phoi
hop v&i1 doi ngli quan tri, k¥ thudt cia hang. ..
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Hang muc

Yéu cau ky thuat

Thoi gian dap ung

Thot gian giai quyet su cd tai chd (onsite)

- Tinh tr thoi dlem tiép nhan yéu cau hd tro xu 1y su cb.

- Vi cac su ¢d khong thé xir 1y dugc tir xa.

- Ngoai trir cac su ¢ dic thi, doi hoi thoi gian xir 1y yéu cau lau, hodc sy ¢b can phdi
hop voi doi ngli quan tri, k¥ thuat cua hang...

120 phat

Xt 1y yéu cau dich vu
(service request)

Phan hoi yéu cau hd trg
- Tinh tir thoi diém nhén yéu cau chinh thue.
- Phéan hoéi cho Trung tam Cong nghé thong tin dé xac nhan yéu cau dang dugce xtr 1y.

15 phat

Xay dyng phuong an xur Iy yéu cau hd tro don gian

- Tinh tr thoi diém nhén yéu cau hd tro dich vu.

- Cac yéu cau hd tro don gian, c¢6 thé thuc hién duoc ngay va khong giy downtime cho
hé thong.

-Xay dung phuong an xir 1y yéu cau hd tro.

120 phat

Xay dung phuong an xu ly yéu cau hd trg phirc tap.

- Tinh tir thoi diém nhén yéu cau hd tro dich vu.

- Cac yéu cau hd tro phirc tap, tic dong 16n 1én hé thong, can thoi gian xay dung phuong
an dé han ché downtime cho hé thong

- Théng nhét ké hoach thuc hién gitra hai bén.

- Xay dyng phuong an theo ké hoach da cam két.

Theo ké hoach di duogc
phé duyé¢t
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Hang muc

Yéu cau ky thuat

Thoi gian dap ung

Xt Iy yéu cau hd trg
- Xur 1y yéu cau theo phuong an, ké hoach da dugc Trung tam Cong nghé thong tin xem
x€t va phé duyét

Theo ké hoach di duoc
phé duyét

Bél,O cdo tinh trang h¢
thong dinh ky

Bio céo sy ¢b (Incident Report)
- Bdo cao tong hgp cac sy ¢o h¢ thong da xay ra trong 1 thang.

1 thang/lan

Bao c4o xir 1y yéu cau hd tro (Service Request Report)
- Thong ké so lugng ticket/case da xur 1y va van dé ton dong.

1 thang/lan

Béo cao danh gia, toi uu hé thong

- Bdo cao hién trang st dung hé théng.

- Bdo c4o cac van dé, rui ro hé thong

- Pua khuyén nghi tdi uu hé théng.

- Bdo c4o cong viéc t6i wu da hoan thanh.

1 thang/lan

Yéu cau khac vé dich
vu ho trg k¥ thuat

Nha thau phai cung cip thong tin cac hinh thirc tiép nhan yéu cau hd trg day du nhu:
bién thoai duong day nong, Website Support, Email Support.

Cam két thue hién hd tro 24/7 bao gdm ca ngay nghi, ngay L&, Tét.

Cam két hudng dan, chuyén giao cong nghé: Ddi véi cac cong vige hd trg, can bo ho tro
chuyén giao toan bg thu tuc thyc hién, script, ma 1énh, cac phan mém tich hop, ban va,
driver, firmware lién quan va huéng dan can bo quan tri vé cac ndi dung cong viéc hd tro
da thuc hién.
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4. Giai phap va phwong phép luin:
Nha thau chuan bi dé xuét giai phap, phuong phap luan tong quat thuc hién dich vu theo cac ndi dung quy dinh tai
Chuong V, gdm cac phan nhu sau:
1. Giai phap va phuong phép luan;
2. Ké hoach cong tac.
5. Quy dinh vé kiém tra, nghiém thu sin pham:

Thuc hién kiém tra, nghiém thu dich vu theo khdi luong cong viéc da thuc hién.



