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Phian 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT

Yéu cdu vé ky thudt mang tinh ky thuqt thuan tiy va cac yéu cau khdc lién
quan dén viéc cung cap dich vu (trir gid). Yéu cau vé ky thudt phdi dwgc néu day
dii, 16 rang va cu thé dé lam co s cho nha thau ldgp E-HSDT.

Trong yéu cau vé kj thudt khéng dwoc dwa ra cac diéu kién nham han ché
sw tham gia cua nha thau hodc nham tao loi thé cho mot hoac mot so nha thau
gay ra sy canh tranh khong binh dang.

Yéu cau vé ky thudt bao gom cac noi dung co ban nhw sau:

1. Giéi thiéu chung vé dv an/dw toan mua sim, géi thiu:
- Du an: Thué tan cong (Redteam) vao Trung tam dit liéu va Trung tam
CSKH cua EVNSPC nham phat hién cac 16 hong va khac phuc
- Pia diém thyc hién du &4n: Try s& Tong cong ty Dién lyc mién Nam,
72 Hai Ba Trung, Phuong Sai Gon, Thanh pho H6 Chi Minh
- Quy mo du an:
Yéu ciu
Pon ; vé cung .. .
STT Noi dung yéu ciu vi | 59 | cipdjch | Lhoigian thuc | Ghi
, lwgng N hién goi thau chu
tinh vu thugc
goi thau
Theo yéu Tr9ngk ;V(t)‘n £ ?6
| |- Dich vy Redteam Goi | o1 chuky | D88y Xe U neay
A hop dong co6 hi¢u
thuat lue

2. Muc tiéu cong viéc:

e Kiém thtr xdm nhdp Red Team dé phat hién cac diém yéu bao mat ton

tai bén trong hé théng thong tin va ung dung thong qua viéc thuc hién:
Panh gid diém yéu, kiém thir xdm nhdp cua hé théng CNTT cua
EVNSPC tai TTDL va TT CSKH.

Cung cap cho ddi ngii quan tri, van hanh hé théng CNTT caa SPCIT,
TT CSKH thuc hién va cac 16 hong va quan tri, van hanh an toan cho
hé théng CNTT. DPic biét cung cap cho doi ngii quan tri van hanh hé
théng AD evnspc.vn cac diém yéu dé tranh bi tn cong, ndng quyén dé
chiém quyén quan tri.

Cung cip bao cdo chi tiét vé cac 16 hong phat hién duoc dé tu van cho
doi ngt 1ap trinh cua SPCIT va TT CSKH céac phuong phap 1ap trinh
phan mém an toan, cach bao vé mi ngudn phan mém trudc viée dich
nguoc ma nguon.
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e Cung cép cho Lanh dao vé tinh hinh 16 lot cac thong tin khach hanh,
nhan vién, cac thong tin nhay cam, tai li¢u ndi by cia EVNSPC, thong
tin tai khoan cua CBCNYV trén internet.

3. Yéu cau ky thuat cua goi thau: dap ung theo yéu cau ky thuat va tiéu
chuan danh gia chi tiét
4. Giai phap va phwong phap luin: khong

Nha thau chudn bi dé xudt gidi phdp, phwong phdp ludn tong qudt thuce hién
dich vu theo cac noi dung quy dinh tai Chuwong nay, gom cac phan nhw sau:

1. Giai phap va phwong phap lugn,
2. Ké hoach céng tdc.

5. Quy dinh vé kiém tra, nghiém thu san pham: Thuc hién t6t cac ndi
dung yéu cau
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TONG CONG TY CONG HOA XA HQI CHU NGHIA VIET NAM
DPIEN LUC MIEN NAM Poc lap - Tw do - Hanh phiic
_ CONG TY CONG NGHE
THONG TIN PIEN LUC MIEN NAM

BIEN CHE BAO CAO KINH TE KY THUAT

DU AN: “Thué tdn cong (Redteam) vao Trung | tAm dir liéu va Trung tim
CSKH ciia EVNSPC nhiam phat hién cic 16 hong va khic phuc”

Du 4n dau tu “Thué tn cong (Redteam) vao Trung tdm dit liéu va Trung tdm
CSKH cua EVNSPC nhidm phat hién cac 16 hong va khéc phuc” la du an dau tu
sir dung vbn San xuét kinh doanh, thuc hién kiém tra tim kiém 16 hong bao mat
va muc d6 bao mat cia cac hé thong CNTT cia Trung tAm dit liéu (TTDL, Data
Center) va Trung tdm Cham s6¢ Khach hang (TT CSKH) véi gée nhin cua hacker,
gitip cho EVNSPC déanh gia va khéc phuc cac diém yéu ctia hé théng.

Cin ¢t theo Khoéan 2 Diéu 10 cua 73/2019/ND-CP ngay 05/09/2019, hd so
du an duge thiét ké 01 bude.

Theo dé, Hd so du 4n c6 bién ché hd so thanh 03 tap nhu sau:
e Tiap 1 : Thuyét minh Bao cdo kinh té k¥ thuat

e Tip 2 : Yéu cAu ky thuat va tiéu chi danh gia chi tiét




TAP 2 - YEU CAU KY THUAT
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I. PHAM VI CUNG CAP:

1. Pham vi cia du an

Stt Hang muc

MO ta

Pon
vi
tinh

S6
lwgng

1 | Dich vu Red Team

Kiém thir xdm nhap Red Team trén
cac ung dung, thiét bi tir bén ngoai
internet. Pon vi thuc hién phai tim
kiém, khai thac, dénh gid va tu vén
céc giai phap dé bao vé cac cic thong
tin nhay cam cia EVNSPC:

- Thong tin khach hang: Dt liéu ca
nhan cua khach hang, nhan vién

- Théng tin tai chinh: Thong tin vé tai
chinh, hop ddng va cac giao dich
ngan hang.

- Thong tin hé théng: Ciu hinh hé
thdng, thong tin vé mang ndi bd, danh
sach cac thiét bi va dich vu dang van
hanh

+ Ha tAng mang: Kiém thir cac thiét
bi mang, tudng lira, va céc thanh phan
ha ting d& dam bao ching khong c6
16 héng bao mat.

+ Ha ting vat ly: Kiém tra cac hé
thdng vat ly nhu may chu, thiét bi luu
trit va cac thiét bi khéc.

- Thong tin dang nhép: Tai khoéan va
mat khiu cta nhan vién, dic biét 1a
nhitng tai khoan c6 quyén quan tri,

- Thong tin nhay cam khéc: Thu tin
ndi bo, chinh sach bao mat va cac tai
liéu noi bd khac.

Goi
dich
vu

01

2. N§i dung cong viéc




Nham mo phong thuc t& nhét cac cudc tin cong tir khong gian mang, don vi
thuc hién phai xay dung mot quy trinh kiém thtr xdm nhap dua trén nhiing tiéu
chudn va tai liéu cia cic td chirc bao mat trén thé gidi bao gém MITRE ATT&CK,
OWASP, PTES, OSSTMM va ISSAF.

Khi thuc hién du 4n, don vi thuc hién phai xay dung céc kich ban thir nghiém
xam nhép. Cong tac kiém thi, tn cong hé théng duoc két hop gitra cac cong cu
tu dong va danh gia thu cong boi cac chuyén gia.

Céc cdng cu st dung trong qua trinh kiém tht, tAn cong phai duge phé duyét
bdi EVNSPC. Ngudn sir dung cong cu bao gdm: céc cong cu thuong mai c6 ban
quyén ctia RedTeam, cdc cong cu mi ngudén md, cac cdng cu do RedTeam phat
trién.

Cac hang muc bao gém, nhung khong gidi han cac giai doan sau:

Giai doan 1: T4n cong cac dich vu bén ngoai internet

Muc tiéu:

_ MBb hinh c4c dbi tuong tAn cong tir bén ngoai internet khi khong c6 bat ky
thong tin dén hiéu toan b6 dich vu dang public ra Internet.

_ Tén cong kiém soat cang nhiéu méy chu dich vu dang public cang tt va
duy tri backdoor hodc webshell trén cadc mdy chu nay, két ndi vao CnC dé
kiém soét, duy tri truy cap

Tiéu chi can dat:

_ Tén cong kiém soat bat ky dich vu dang public ra Internet (RCE, Webshell,
FileUpload), cac 16 hdng c6 thé cho phép chiém quyén kiém soat img dung
hoac may chu ung dung.

- Tao ra backdoor hodc webshell trén cac may chu dich vu public Internet.

_ Panh cip thong tin truc tiép cac dit liéu ngudi dung, dit liéu khach hang ma
khong can sir dung bét ky tai khoan nguoi dung (BlackBox 100%)

- Panh cdp ma ngudn tng dung.

- Xa4c dinh kha nang phong thu, ty phong vé trudce cac tdn cong tir bén ngoai,
ngan chan hodc phat hién céc ky thuét khai thac 16 héng, danh gia hi¢u qua
cac giai phap phong thu viung bién.

Tiéu chuin ap dung: OWASP, PTES, BlackBox

Giai doan 2: T4n cong ngudi diing cudi (phi k¥ thuét va lira déo)

Muc tiéu:

_ Xam nhdp ban dau thanh céng vao hé théng mang cua t6 chirc théng qua
huéng tiép cén khai thac diém yéu vé& mét nhan thirc cling nhu quan ly thong
tin c4 nhén clia ngudi ding cudi.



Tir céc thong tin thu thap dugc cb ging kiém soat va chiém quyén thanh
cong cang nhiéu may tram, tai khoan ngudi ding ndi b, may chu hé thong
tiép can duoc thong qua tai khoan nguoi dung ndi bd cua t chirc cang nhiéu

cang t6t

Tiéu chi cén dat:
X4am nhdp thanh cong vao tai khoan nguoi dung cudi.

Thu thap nhiéu nhét c4c tai khoan ngudi ding, may tinh nguoi dung bi tAn
cong chiém quyén va céc ung dung ndi bg, phuc vu hoat dong hing ngay
ma nguoi dung duge phép truy cap.

Kiém tra kha ning vuot qua co ché phong thii (Endpoint Protection).

Thu thap thdéng tin va md& rong thanh cong quyén truy cip sang céc hé théng
lan can cang nhiéu cang tbt

Tiéu chuén ap dung: OWASP, PTES
Giai doan 3: T4n cong hé théng Active Directory (AD) evnspc.vn

Muc tiéu:

X4am nhép va chiém quyén kiém soat cao nhét trong mdi trudng quén ly tap
trung Active Directory
Str dung tAt ca két qua dat dugc tir 02 giai doan 1 va 2

Tiéu chi can dat

Chiém quyén thanh cong cdc mdy chu dich vu théng qua céc cac diém yéu
bao mat tir cac hé théng co thé tiép dugc thong qua tai khoan nguoi dung
cubi da duoc kiém sodt, thu thap, chiém quyén truy cap.

M rong quyén kiém soat quan tri trén dién rong hé théng. Duy tri quyén
truy cap trén cac may chi, hé thong, tai khoan ngudi ding tiép can dugc.
Tén cong céc giai phap bdo mat

Vuot qua cac co ché phong thi hodc chinh sach truy cap

Thu thap dugc tai khoan quan tri Domain Admin

Thu thap dugc gia Hash cta tai khoan quan tri

Thu thap dugce vé xac thuc (ticket) dich vu

Chiém quyén truy cép vao may chit Domain Controller thong qua giao thirc
quén tri (RDP) hoc khai thac 16 héng.

Tiéu chudn ap dung: PTES, OSSTMM, ISSAF

Qua trinh thuc hién bao gdm nhung khong gi6i han cac giai doan sau:

STT | Cong viéc

Pon vi thuce hién EVNSPC

: Két qu3
RedTeam phoi hop ctqua




Pon vi RedTeam
thuc hién chuin bi

EVNSPC cung
cdp thong tin

Pham vi va Ké

i B cic ndi dung can|lién quan dén
thong ti i . . . | hoach thyc hién
Ongtin | 140 sit dén hé|hé théng cAn| oo ron
théng danh gia.
Bao cédo cac
diém yéu bao
. gém, nhung
Pon vi RedTeam .
o ., ., khong gidi han,
thuc hién dénh gia an ;o ora ,
3 _— NPT VT cac bang ching
DPanh gi4 1an | toan thong tin lan thir | EVNSPC theo hin minh
: " c inh,
thir nhat nhat theo cac pham | ddi , g P
. & . cac khuyén
vi va ké hoach da o n ,
N nghi hiéu chinh
S cAu hinh, lap
trinh cho Ung
dung, hé théng
EVNSPC thuc X
n , . | Hé thong dugc
_.|hién va, khac| [ _
RedTeam theo doi hue 13 hd va hodc va tam
. . u ong, | ..
Khic phuc, | quéa trinh khac phuc P B p g thoi theo
L1 LA \ X . ..l diém yé€u bao P . o
va 10 hong va ho tro tu van, giai " d khuyén nghi dé
ma 0
dap thong tin. i da bdo a
P . RedTeam phét ) m =3 2F
oan

hién.

Téi dénh gia

RedTeam thuc hién
tai danh gia.

EVNSPC theo
doi

Bao cao tinh
trang khic phuc
céc diém yéu da
phéat hién, cac
diém yéu moi
phat hién va

bao gom,
nhung khong
giéi han, céac
bang chung
ching  minh,
cac khuyén

nghi hiéu chinh




cdu hinh, lap
trinh cho Ung
dung, hé thong

Bao céo két
qua danh gia

EVNSPC

RedTeam giri két qua
danh gia

EVNSPC tiép | Béo cdo két qua

cho 3 :
nhén bao cdo. | tong ket

3. Pham vi kiém thu’, tin cong
Céc hé théng public mat ngoai internet cia TTDL va TT CSKH
Ngudi dung cudi clia EVNSPC (tAn cong phi k§ thuat va lira dao)

O
o
o

Heé théng AD evnspc.vn

II. CACYEU CAU:

N§i dung yéu cau
Bl Mo ta Yéu ciu
I Thoi gian thue hién dich vu
1 Thoi gian thuc hién dich vu I 8 tuén
II. | Ning lwc nha thiu
Nha thau phai c6 “Gidy phép kinh doanh san
Gidy phép kinh doanh san pham, dich vu an toan thong tin mang” vé dich
1 pham, dich vu an toan vu dugc cép 1a Dich vu tu van an toan thong
thong tin mang tin mang va Dich vu kiém tra, danh gi4 an toan
thong tin mang
g A Nha thau duoc cap cac chiing nhén ISO 9001
2 | Chimgnhan 18027001 | Yo S0 00T R e e hodic twong duong
Kinh nghiém thyc hién P4 ¢6 kinh nghiém thyc hién kiém thir xam
3 kiém thtr xAm nhap, danh nhap, dénh gid an toan thong tin
gia an toan thong tin (Tt ndm 2020 dén thoi diém dong thau)
III | Nhan sy thuc hién dy an
+ 86 luong: téi thiéu 01
+ Kinh nghiém: t6i thiéu 10 ndm trong linh
vuc ATTT; da tham gia it nhét 1 du an
redteam hodc danh gid ATTT
1 Truéng du 4n + Tc”')tA nghi‘ép tu fiai hoc Eré {én mc}t trong‘ cac
chuyén nganh cong nghé thong tin, an toan
thong tin, dién tir, vién thong, tin hoc, toan tin,
khoa hoc mdy tinh, k¥ thuat mdy tinh, hé
théng thong tin, mang may tinh va truyén
thong




+ ¢6 chung chi vé quéan 1y du 4n PMP hodc
tuong duong

+ S luong: tdi thiéu 01

+ Kinh nghiém: t6i thiéu 05 ndm trong linh
vuc ATTT; da tham gia it nhét 1 du 4n
redteam hodc danh gid ATTT

+ Tt nghiép tir dai hoc trd 1én mot trong cac
chuyén nganh cong nghé thong tin, an toan
thong tin, dién t, vién thong, tin hoc, todn tin,
khoa hoc may tinh, k¥ thuat méy tinh, hé
thdng thong tin, mang mdy tinh va truyén
Truéng nhom lam viéce thong

+ ¢6 it nhat mot trong cac chimg chi vé dénh
gia an toan thong tin hé théng nhu CompTIA
Security+, ISC2 Certified in Cybersecurity
(CC), CISA (ISACA), GSEC (SANS) tr¢ 1én
ho#c tuong duong

+ 6 it nhat mot trong céc chimg chi vé kiém
thtt xAm nhép nhu eJPT (INE), CompTIA
PenTest+, CEH (EC-Council) , OSCP
(OffSec) tré 1én hodc twong duong

+ S luong: tbi thiéu 05

+ Kinh nghiém: t6i thiéu 01 nam trong linh
vuc ATTT; da tham gia it nhét 1 du 4n
redteam hoac danh gid ATTT

+ Tt nghiép tir dai hoc trd 1én mot trong cac
i chuyén nganh cdng nghé¢ thong tin, an toan
Chuyén vién kiém thir xdm | thong tin, dién tir, vién thong, tin hoc, toén tin,
nhép khoa hoc mdy tinh, k§ thuét mdy tinh, hé
thdng thong tin, mang may tinh va truyén
thong

+ ¢6 it nh4t mot trong céc chimg chi vé kiém
thir xdm nhdp nhu eJPT (INE), CompTIA
PenTest+, CEH (EC-Council) , OSCP
(OffSec) trd 1€n hodc tuong duong

+ 86 luong: téi thiéu 03

+ Kinh nghiém: t6i thiéu 01 nam trong linh
vuc ATTT; déa tham gia it nhat 1 du 4n
redteam hodc danh gid ATTT

+ Tt nghiép tir dai hoc tré 1én mot trong cac
chuyén nganh cong ngh¢ thong tin, an toan
thong tin, dién tu, vién thong, tin hoc, todn tin,

Chuyén vién danh gia an
toan thong tin

W




khoa hoc mdy tinh, ky thudt mdy tinh, he
théng thong tin, mang mdy tinh va truyén
thong

+ ¢0 it nhat mot trong céc chung chi vé danh
gié an toan thong tin hé théng nhu CompTIA
Security+, ISC2 Certified in Cybersecurity
(CC), CISA (ISACA), GSEC (SANS) tr¢ lén
hoic tuong duong

1V

Yéu ciu ky thuit

Phuong phap luan

C6 phuong phép luén thuc hién trong do mo ta
phuong thire, k§ thuat tén cong nham dat duogc
muc tiéu, phat hién duoc cac dlem yéu bao
mat trong hé théng CNTT, bao gbm nhung
khong gidi han nhu sau:

- Reconnaissance

- Resource Development

- Initial Access

- Execution

- Persistence

- Privilege Escalation

- Defense Evasion

- Credential Access

- Discovery

- Lateral Movement

- Collection

- Exfiltration

- Impact

Nha thau mé ta quy trinh thuc hién Red Team,
trong d6 néu rd phuong én quén ly, giam thiéu
rui ro.

Nha thau cam ket khdng sir dung cac phuong
thirc, k¥ thuét tAn cong co thé gdy nguy hai,
gidn doan hoat dong cia hé théng CNTT nhu
tdn cong DoS hay DDoS, ...

Pham vi va hinh thic

Pham vi: Trung tam D liéu va Trung tam
CSKH ctia EVNSPC

Hinh thuec:

- tAn cong hé thdng tir bén ngoai internet trén
bat ky dich vu véi cach thirc ctia hacker
(redteam) khai thac 16 hong va di sdu vao hé
thdng bang cach khai thac céc 16 hong da phat
hién

- lra d40 ngudi ding (phishing) dé chiém tai

s
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khoan/ cai dit malware phuc vu khai thac sau
vao hé thong

- ndng quyén tAn cong vao hé théng AD
evnspe.vn

Nha thdu ¢6 quy trinh kiém thir xAm nhap dua
trén nhitng tiéu chuan va tai liéu cua cac tb
offime-selon A chitc bio mat trén thé gidi bao gdm MITRE

. ATT&CK, OWASP, PTES, OSSTMM va
ISSAF

Tiéu chuan ki€m thu, tan

Nha thau liét ké cac cong cu dugce st dung dé
thuc hién kiém tra, khai thac trong pham vi géi
théu t6i thidu bao gdm: tén cong cu, nha phat
trién, chure nang. Su dung cac cong cu:

- phan mém thuong mai ¢ ban quyén ctia nha
thau

- phdn mém nha thau tu xay dung (6 ho so
ching minh)

- phan mém open source

Trong do, ddm bao co tbi thiéu cac cong cu
sau:

+ Cong cu c6 kha néng cung cap Cong cu
quan 1y 16 hong bao mét cho phép cp nhat
thong tin 16 hong theo thoi gian thuc khi duge
yéu cau. Céc 16 hdng dugc quan ly theo trang
thai (m&i phat hién, da khéc phuc, ...), va phai
Cong cu thuc hién cung cap it nhat mé ta, cach thirc khai thac,
tham sd, diéu kién khai thac, mic d6 nghiém
trong, bang chl’mg,

+ Céng cu cung cap kho 16 héng CVE, thong
tin 10 lot, cho phép tim kiém ngudn thong tin
16 lot (tai khoan, mat khau), thong tin bé mat
tén cong cua dbi twong dénh gid, thong tin cac
nhém APT c6 néu rd cac k§ thuat tAn cong
theo MITRE va céc 16 hong CVE lién quan
dén ha ting cong nghé thong tin ctia chu dau
tu.

+ Céng cu cung cap kho ma khai thac 16 hong,
cho phép quan 1y, kiém tra cac ma khai thac
cong khai va hd tro xdy dung ma khai thac
md&i bang Al Pdng thoi cung cap kha nang
cha dong thuc hién do quét, khai thac 16 héng
tir bén ngoai, ¢6 tinh néng tro ly 4o cho phép

@?@’Q
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tim kiém thong tin 15 hdng, ma khai thac bang
ngon ngtt tu nhién.

Nha thiu cam két cung cép két qua demo cong
cu dé dénh gié tinh nang va kha nang anh
huong dén hé thong CNTT.

Céc giai doan thuc hién

Bao gdm nhung khéong gi¢i han:

GD 1: tn cong khai thac c4c dich vu bén
ngoai internet.

Nha thau tin cong cac dich vu public ngoai
internet cia EVNSPC (bao gom Data Center
va TT CSKH) 8 khai thac 16 hong va chiém
quyén diéu khién céc may chu

GD 2: tn cong lira ddo (phising) ngudi dung
Nha thau thuc hlen chién dich phising nguoi
dung dé danh cip tai khoan

GD 3: nang quyén tAn céng vao hé thong AD
evnspe.vn

Nha thau thuc hién ning quyén tlr cac két qua
¢6 dugc & cac giai doan trude (G 1 va GD 2)
dé thn cong vio hé théng AD evnspc.vn

Khic phuc 16 hdng

Nha thau thuc hién béo céo bao gdm nhung
khong gidi han, céc ndi dung:

+ mirc d0 nghi€ém trong theo CVSS

+muc d§ anh huong cia 16 hong dén hé théng
+ khuyén nghi can khéc phuc, hd trg khic
phuc céc 10 héng dbi vé6i cac 16 hong trén thiét
bi, phan mém do CPT trang bi

Nha thau thuc hién bdo céo bao gdm nhung

khong gidi han, cac ndi dung:

+ muc dd nghiém trong theo CVSS

+muc d6 anh hudng cua 16 hong den hé théng
+ khuyén nghi can khic phuc tu van phuong

phap lap trinh an toan dé phong chong cac 16

héng dbi v6i cac 16 hdng phan mém do CDT

xay dung

Tai dénh gia

Nha thau tai danh gi4 cc 16 hong EVNSPC da
khac phuc




Bao cao
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Nha thiu bdo céo két qua bao gdbm, nhung
khong gidi han:

+ béo céo tong quan phuc vu lanh dao

+ béo cdo k¥ thuét chi tiét cac thirc khai thac,
kém bang chiing chimg minh

+ bédo céo danh gia tong quan nang luc dam
bao ATTT cua hé thong va giai phap khic
phuc (néu co)




13
L. TIEU CHi PANH GIA:
1. Phuong phap danh gia
e Phwong phap danh gia: DAT / KHONG PAT
2. Cic yéu ciu :
Ndi dung yéu ciu Mirc do dap ing
STT Mo ta Yéu ciu Pat S?hap Khong dat
nhan dwgc
I Thai gian thue hién dich vu
1 | Thoi gian thuc hién dich vu | 8 tudn <=08 tuin > 08 tudn
II. | Ning lyc nha thiu
Nha thau phai c6 “Gidy phép kinh
Gidy phép kinh doanh san d051 N san p han},, dAlCh vy an toan n R
1 pham, dich vu an toan thong tk}o“t‘%’ th mang Ve;dmh b ducyci Nhu yéu ciu I%hong o y=n
A cap la D;ch‘ vu tu van ar) toan th9ng cau
: tin mang va Dich vu ki€m tra, ddnh
gia an toan thong tin mang
Nha thau duoc cép cac chung nhan i Khéng oy yéu
2 Chimg nhén ISO 27001 ISO 9001 vaISO 27001 con hiéu | Nhu yéu cau cAu
luc hoéc tuong duong
D3 c6 kinh nghiém thuc hién kiém
Kinh nghiém thuc hién kiém | thtr xAm nhdp, danh gié an toan i Khéng shu yéu
3 thir xdm nhdp, danh gid an | thong tin Nhu yéu cau A
toan thong tin (Tir nam 2020 dén thoi diém dong e
thau)
III | Nhan sy thuc hién du an
1 Trudng du an | + 86 lugng: t6i thiéu 01 >= (01 nguoi <01 nguoi
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+ Kinh nghiém: tdi thiéu 10 nam

Trudéng nhom lam viéc

trong linh vuc ATTT; da tham gia Nhu véu ciu Khoéng nhu yéu
it nhat 1 du an redteam hodc danh y cau
gia ATTT
+ Tot nghiép tir dai hoc tré 1én mot
trong cac chuyén nganh cong nghé
thong tin, an toan thong tin, dién " A

& ol aa . T T hu yéu
tu, vién thong, tin hoc, toan tin, Nhu yéu cau cKéllllong ey
khoa hoc méy tinh, k§ thudt may
tinh, h¢ thong thong tin, mang may
tinh va truyén thong
+ ¢6 chimg chi vé quan 1y du 4n 5 Khong nhu yéu
PMP hodc tuong duong Mo yien e ciu
+ S6 luong: tdi thiéu 01 >= 01 nguoi <01 nguoi
+ Kinh nghiém: t4i thiéu 05 nam
trong linh vuc ATTT; da tham gia 9 i

4 ° >= <

it nhat 1 du an redteam ho#c danh o nam L
gid ATTT
+ Tot nghiép tir dai hoc tré 1én mot
trong cac chuyén nganh cdng nghé
thong tin, an toan thong tin, dién R A
ttr, vién thong, tin hoc, toan tin, Nhu yéu ciu CKa}ilong neye

khoa hoc may tinh, k¥ thudt may
tinh, hé thong thong tin, mang may
tinh va truyén thong
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+ ¢6 it nhat mot trong cac ching
chi vé danh gia an toan thong tin
hé théng nhu CompTIA Security+,
ISC2 Certified in Cybersecurity
(CC), CISA (ISACA), GSEC
(SANS) tr¢ 1én hodc tuong duong

Nhu yéu cau

Khong nhu yéu
cau

+ ¢6 it nhit mot trong cac ching
chi vé kiém thir xdm nhéap nhu
eJPT (INE), CompTIA PenTest+,
CEH (EC-Council) , OSCP
(OffSec) trd 1é€n hodc tuong duong

Nhu yéu cau

Khéng nhu yéu
cau

Chuyén vién kiém thir xam
nhép

+ S6 lugng: tbi thiéu 05

>= (05 nguoi

<05 nguoi

+ Kinh nghiém: t6i thiéu 01 nam
trong linh vuc ATTT; da tham gia
it nhit 1 du 4n redteam hodc danh
gid ATTT

>=01 nam

<01 nam

+ Tét nghi€p tu dai hoc trd 1én mot
trong cac chuyén nganh cong nghé
thong tin, an toan thong tin, dién
ttr, vién thong, tin hoc, toan tin,
khoa hoc may tinh, k§ thudt may
tinh, hé thdng thong tin, mang may
tinh va truyén thong

Nhu yéu cau

Khéng nhu yéu
cau

+co it nhét mdt trong céc chung
chi vé kiém thir xd&m nhap nhu
eJPT (INE), CompTIA PenTest+,

Nhu yéu cau

Khong nhu yéu
cau
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CEH (EC-Council) , OSCP
(OffSec) trd 1én hodc twong duong

Chuyén vién danh gia an
toan thong tin

+ 86 luong: tbi thiéu 03

>= (03 ngudi

<03 nguoi

+ Kinh nghiém: t5i thiéu 01 nim
trong linh vuc ATTT; da tham gia
it nhat 1 du 4n redteam hoic dénh
gid ATTT

>=(01 nam

<01 nam

+ Tt nghiép tur dai hoc trd 1én mot
trong céc chuyén nganh cong nghé
thong tin, an toan thong tin, dién
ttr, vién thong, tin hoc, toan tin,
khoa hoc may tinh, k¥ thuat may
tinh, hé thdng thong tin, mang may
tinh va truyén thong

Nhu yéu cau

Khoéng nhu yéu
cau

+ ¢6 it nhat mét trong cac ching
chi vé danh gia an toan thong tin
hé théng nhu CompTIA Security+,
ISC2 Certified in Cybersecurity
(CC), CISA (ISACA), GSEC
(SANS) tré 1én hodc tuong duong

Nhu yéu cau

Khéng nhu yéu
cau

IV

Yéu ciu ky thuit
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C6 phuong phéap luan thuc hién
trong d6 mod ta phuong thuc, ky
thuat tAn cdng nham dat duoc muc
ti€u, phat hién dugc cac diém yéu
bao mat trong hé théng CNTT, bao
gdm nhung khong gi¢i han nhu
sau:

- Reconnaissance

- Resource Development

- Initial Access

- Execution

- Persistence

- Privilege Escalation

- Defense Evasion

- Credential Access

- Discovery

- Lateral Movement

- Collection

- Exfiltration

- Impact

Nha thdu mo ta quy trinh thyuc hién
Red Team, trong d6 néu rd phuong
an quan ly, giam thiéu rdi ro.

Nha thau cam két khong sir dung
c4c phuong thirc, ky thuat tdn cong
c6 thé gay nguy hai, gian doan hoat
dong ciia hé thong CNTT nhu tén
cong DoS hay DDoS, ...

Nha thau
cam két thuc
hién trong hd
SO

Nha thau khong
cam két thuc
hién trong ho so




Pham vi va hinh thac
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Pham vi: Trung tam Dit li¢u va
Trung tdm CSKH cua EVNSPC
Hinh thtrc:

- tAn cong hé thdng tir bén ngoai
internet trén bét ky dich vu voi
cach thue cta hacker (redteam)
khai thac 16 hdng va di sau vao hé
thdng bang cach khai thac cac 15
héng da phat hién

- Itra d4o ngudi dung (phishing) dé
chiém tai khoan/ cai dat malware
phuc vu khai thac sau vao h¢ thong
- nang quyén tan cong vao hé théng
AD evnspc.vn

Nha thau
cam két thuc
hién trong hd
SO

Nha thau khong
cam két thuc
hién trong ho so

Ti€u chuan kiém thu, tan
cong xam nhép

Nha thau c6 quy trinh kiém thu
xam nhép dua trén nhiing ti€u
chuén va tai liéu cia cac t chirc
bao mat trén thé giGi bao gdm
MITRE ATT&CK, OWASP,
PTES, OSSTMM va ISSAF

Nha thau
cam két thuc
hién trong hd
SO

Nha thau khong
cam két thuc
hién trong ho so

Cong cu thuc hién

Nha thau liét ké cac cong cu duogc
st dung dé thuc hién kiém tra, khai
thac trong pham vi goi thau, tdi
thiéu bao gdm: tén cbng cy, nha
phat trién, chirc nang. Sir dung céc
cong cu:

- phan mém thuong mai c6 ban
quyén ctia nha thau

Nhu yéu cu
Nha théu liét
ké cong cu
trong hd so

Khéng nhu yéu
cau

Nha thau khéng
liét ké cong cu
trong hd so
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- phin mém nha thau tu xdy dung
(c6 hd so ching minh)

- phin mém open source

Trong d6, dam bao c6 téi thiéu cac
cOng cu sau:

+ Cong cu c6 kha néng cung cap
Cong cu quan 1y 15 hong bao mat
cho phép cap nhat thong tin 15
héng theo thoi gian thuc khi dugc
yéu cau. Céc 16 hong duoc quan ly
theo trang thai (m&i phét hién, da
khic phuc, ...), va phai cung cp it
nhét mo t4, cach thirc khai théc,
tham sb, diéu kién khai théc, mtrc
do nghiém trong, bang chung, ..

Nhu yéu ciu
Nha thau liét
ké cong cu
trong hd so

Khoéng nhu yéu
cau

Nha thau khong
liét ké cong cu
trong hd so

+ Cong cu cung cap kho 18 hong
CVE, thong tin 10 lot, cho phép tim
kiém ngudn thong tin 16 lot (tai
khoan, mat khéu), thong tin bé mit
tn cong cua dbi twong danh gia,
thong tin cdc nhém APT c6 néu rd
cac k¥ thuat tin cong theo MITRE
va céc 15 hong CVE lién quan dén
ha tang cong nghé thong tin ciia
chu déu tu.

Nhu yéu cau
Nha thau liét
ké cong cu
trong hd so

Khong nhu yéu
ciu

Nha thau khong
liét ké cong cu
trong hd so
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+ Cong cu cung cap kho ma khai
thac 16 hong, cho phép quan ly,
kiém tra cac ma khai thac cong
khai va ho trg xdy dung ma khai
thac méi bang Al Pong thoi cung
cép kha nang chd dong thuc hién
do quét, khai thac 16 hdng tir bén
ngoai, cd tinh nang trg ly do cho
phép tim kiém thong tin 16 hong,
ma khai thac bang ngdn ngit tu
nhién.

Nhu yéu cau
Nha thau liét
ké cong cu
trong ho so

Khong nhu yéu
cdu

Nha thau khéng
liét ké cong cu
trong hd so

Nha thau cam két cung cép két qua
demo cong cu dé danh gia tinh
nang va kha ning anh hudng dén
hé théng CNTT.

Nhu yéu cau
Nha thau liét
ké cong cu
trong hd so

Khong nhu yéu
cau

Nha thau khong
liét ké cong cu
trong hd so

Céc giai doan thyc hién

Bao gdm nhung khong gidi han:

GP 1: tan cong khai thac cac dich
vu bén ngoai internet.

Nha théu tdn cong cac dich vu
public ngoai internet cia EVNSPC
(bao gdm Data Center va TT
CSKH) dé khai thac 16 hong va
chiém quyén diéu khién cac may
chu

Nha thau
cam két thuc
hién trong hd
SO

Nha thau khong
cam két thuc
hién trong ho so




4(, O

21

GD 2: tAn cong lira d4o (phising)
nguoi dung

Nha thau thuc hién chién dich
phising nguoi ding dé danh cép tai
khoan

Nha thau
cam két thuc
hién trong hd
SO

Nha thiu khong
cam két thuc
hién trong hod so

GP 3: ning quyén tin cong vao hé
théng AD evnspc.vn

Nha thau thuc hién ning quyén tir
cac két qua c6 dugc & cac giai doan
truée (GD 1 va GD 2) dé tan cong
vao hé théng AD evnspc.vn

Nha thau
cam két thuc
hién trong hd
SO

Nha thau khéng
cam két thuc
hién trong ho so

Khic phuc 16 hong

Nha thau thuc hién bdo cio bao
gb6m nhung khéng gi6i han, cc ndi
dung:

+ muc do nghiém trong theo CVSS
+ mitc d6 anh hudng ciia 15 hong
dén hé thong

+ khuyén nghi can khéc phuc, hd
trg khic phuc cac 16 hdng déi véi
céc 15 hong trén thiét bi, phan mém
do CDT trang bi

Nha thau
cam két thuc
hién trong hd
SO

Nha thau khong
cam két thuc
hién trong ho so
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Nha théu thuc hién bao céo bao
gém nhung khong gi6i han, cac ndi
dung:

+ muc do nghiém trong theo CVSS
+ murc do anh hudng cia 16 hong
dén hé thong

+ khuyén nghi can khic phuc, tu
véan phuong phép 14p trinh an toan
dé phong chéng céc 16 hong dbi voi
céc 16 hong phan mém do CDT xay
dung

Nha thau
cam két thuc
hién trong hd
SO

Nha thau khong
cam két thuc
hién trong ho so

‘ Nha thau Nha thiu khon
A Nha thiu téi danh gia céc 16 hong | cam két thuc T
& EVNSPC da khic phuc hién trong hd " 5
i hién trong ho so
Nha thau bao cdo két qua bao gdm,
nhung khong gidi han:
+ bao cdo tong quan phuc vu lanh
dao Nha thau A a
L + béo céo k¥ thuat chi tiét cac thuc | cam két thuc Bk thAau e
Béao cao cam két thuc

khai thac, kém bing ching ching
minh

+ bao cdo danh gi4 tong quan ning
luc dam bao ATTT cia hé théng va
giai phap khéc phuc (néu co)

hién trong ho
SO

hién trong ho so




