E-HSMT géi thau: Giai phip quan 1y biao mét cho cic hé théng Container Platform,
subscription 3 nim

Phin 2, YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT
Muc 1. Yéu ciu vé ky thuit
1.1. Gi6i thidu chung vé goi thiu
- Tén g6i thau: Giai phap quéan Iy bao mét cho cac hé thong Container Platform, subscription
3 nim
- Théi gian thuc hién géi thiu: 180 ngay ké tir ngay Hop dong c6 hiéu luc
- Dia diém dAu tu: Trung tAm dif lidu chinh va Trung tim dif lidu du phong ciia ngén hang
TMCP Coéng thuong Viét Nam

- Pham vi, quy mb trién khai Géi thiu cy thé nhu sau:

Danh Pon vi S6

anh muc

TT ’ tinh lirgng
[ Gidi phap quan 1y bao mét cho cac hé théng Container Goi 01

Platform, subscription 3 nim

- Giai phap quan Iy bio mét cho cac hé théng Container
" | Platform, subscription 3 nam

1.2 | Dich vu trién khai giai phap

1.2. Yéu ciu vé kj thugt
Hang héa phai ¢é cdu hinh twong duong, hodc cao hon, hodc téng hidu ning (khi quy
dbi vé tbc do, dung luong, sb hrgng, cac tiéu chuén dap ing, ban quyén sit dung...) cia hé
théng/thanh phin, tirong dwong hodic cao hon céc yéu cau sau:



TT | HANG MUC YEU CAU TOI THIEU
1 | Yéucéu - Giai phép quin Iy bao mit cac Container: toi thidu 200 Worker
chung vé giai | Nodes.
phap - Th&i han: quyén sit dung trong 03 niim k& tir ngay hoan thanh dich
vu trién khai
- Cung cép céc kha nang mé rong trong mot nén tang duy nhét dé bao
vé c4c workloads bang cach sit dung phuong phap bao vé da 1ép bao
gdm nhung khéng gi6i han trong sb:
+ Quan ly 15 héng bao mit
+ Bao v€ Runtime
+ Bao mat ing dung web va API
2 | Cac tinh ning
2.1. | Téng quan - C6 cac kha nidng bao v¢ ciac Container workload hoat d6éng trén cac

nén tang nhir sau:

+ OpenShift

+ Kubernetes (k8s)

+ Elastic Kubernetes Service (EKS)

+ Elastic Container Service (ECS)

+ Oracle Container Engine for Kubernetes (OKE)

+ Google Kubernetes Engine (GKE)

+ Google Kubernetes Engine (GKE) autopilot

+ Azure Kubernetes Service (AKS)

+ Lightweight Kubernetes (k3s)

+ VMware Tanzu Application Service (TAS)
- C6 kha ning trién khai thanh phén béo vé xubng cac worker node
hoat dong nhw mdt DaemonSet trén cac Container orchestrator




2.2. | Tinh tudn thi | - H6 tro gidm sat va bao dam tinh tudn thii cho cdc méy chi, Container
va serverless
+ CIS Docker
+ CIS Kubernetes
+ CIS Openshifit
+ CIS Linux
+ NIST SP 800-190
+ PCI
- HB trg quét VM image trong mdi trudng dam may dé phat hién céc
15 hong sau day:
+ Cau hinh méy chii: Nhitng 16 héng trong viée thiét lap VM
image.
+ Cau hinh Docker daemon: Nhiing 15 hdng phat sinh tir viéc
cdu hinh sai Docker daemon.
+ T4p tin cAu hinh Docker daemon: Nhitng 15 héng phat sinh
do thiét lap quyén truy cép khéng chinh x4c trén céc tap tin ciu
hinh quan trong.
+ Van hanh bdo mat Docker: Ggi y va nhic nhd dé mo rong
céc quy tic bao mét t5t nhit hién tai bao gdm cé céc Container.
+ Céu hinh Linux: Tuan thii cta c4c méy chu Linux.
- C6 kiém tra c4c tun thi trén céc may 4o MS Windows
- Hb trg phat hién thdng tin nhay cam khéng dirge bdo mat dung cich
trong image va Container, Qué trinh quét c6 thé phat hién cAc mit
khau, login token va cac thong tin mét bi mat khac duge nhiing trong
dé
2.3. | Quanly 16 - C6 co ché cip nhit cic co sé dif lidu cac 16 hong bao mat, threat

héng bao mat

intelligence lién tuc

- C co ché dinh danh céc 15 héng bao mat trude khi ching duoc gan
cac CVE ID cu thé

- Str dung cic Risk Factor ciia méi trudmg dé danh gia mirc d6 rii ro
thuc t€ ca 18 héng bao mét nhw: Remote execution, Exploit PoC,
Exploit in the wild, Reachable from the internet, Container is running

as root...




2.4.

Béo vé
Workload

- Gidi phap cho phép quét image dé phat hién 16 hong, phan mém doc
hai va dir li€u nhay cam.

- Giai phap ¢6 kha ning chiin image khong tusn thi duge trién khai

- Giai phap c6 kha ning bao mét runtime cho cac host, Container va
serverless.

- Giai phap c6 kha niing tir déng hoc cho tit ca cic image méi trong
méi tredng dé quan sat hoat d6ng cta tip tin hé thong, mang va
process clia image va tu dong ap dung vao trong cac chinh sach policy
@& phat hién va ngiin chiin cdc hanh vi bét thudng

- (Giai phdp cd kha ning phat hién va ngén chin cac malware

- Gidi phép c6 kha ning ngin chin cac hanh vi nhu Crypto miners,
Reverse shell attacks, Processes used for lateral movement

- Gidi phép c6 kha niing ngin chin tién trinh (process) bit thudmg hodc
tham chi xéa Container khi xay ra cac vi pham

- Giai phap c6 kha niing phét hién cac hanh vi Port scanning va c6 thé
x6a Container néu phat hién vi pham

- Giai phap c6 kha niing chin hoic cho phép Container két ndi dén céc
domain cu thé

- Giai phap ¢6 kha ning chin hodc cho phép Container ling nghe hojc
két ndi ra cic PORT cu thé

- (Gidi phdp ¢6 kha nang phat hién va ngin chin cic hanh vi nhu
encrypted/packed binaries, Binaries with suspicious ELF headers.

- Giai phap c6 khi ning tw déng ngin chin cac hanh vi bét thudng
lién quan dén file systom

- Giai phap hd trg quan ly viée chén khoéa bi mét (secret key) vao cac
Container

- Giai phép hd trg va 4o 16 hong (Virtual Patching) bing cdc chinh
sdch tay chinh (custom rule)

- Giai phép hé tro didu tra va phéan tmg su cb, cung cép céc théng tin
chi tiét v& céc tién trinh trén Container

- Giai phap hd trg gidm sat / theo déi traffic di vao / di ra thoi gian
thuc gifta cdc Container va host

- Giai phéap c6 thé két nbi voi méi trudng sandboxing cla cling mot

nha cung cAp bén ngoai d& phén tich malware.
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2.5.

Béao mét ing
dung Web va
API

- Giai phap cé kha ning thiét l4p tinh ning bao mét cho web va API
service trén tirng Container, host.
- Giai phép c6 thé trr déng phat hién cic img dung web va hién thi mét
bang cac ting dung web chua duge bao vé.
- OWASP Top- 10: Bio vé chéng lai nhitng rii ro bao mét quan trong
nhét d8i v&i tng dung web, bao gdm céc 131 injection, x4c thuc hong,
kiém so4t truy cip héng, ciu hinh bao mét khong chinh xac, v.v.
- API Protection: C6 thé thyc thi bdo mat cho két ndi API dya trén cac
dinh nghia/quy dinh dwoc cung cip dudi dang tép Swagger hodc
OpenAPI. '
- Access Control: Kiém soat quyén truy cdp vao cic img dung duwge
bao vé béng cach st dung cac han ché do ngudi ding xac dinh dua
trén dia ly, dia chi IP hodc HTTP header.
- File Upload Control: Bao mét qua trinh tai 1én tip tin trong Gng dung
bang cach ap dung quy tic quan 1y loai tap tin
- Penalty Box: H6 tro c4m IP trong 5 phut dbi v&i nhitng IP vi pham
mot trong nhitng bién phap bao vé, nhim 1am chim qué trinh quét 15
héng va cic tin cdéng khac vao tng dung.
- Bot Protection: Phat hién cac bot ndi tiéng va cac bot khac, trinh
duyét khong co giao dién (headless) va cac framework ty ddng hoa
khéc, cling c6 thé chéng lai cookie dropper... _ _
- DoS Protection: C6 kha nang thiét 14p gidi han tin suét truy cép cao
(high rate) va "low and slow" dé& bao v& chdng lai céc cudc tin cong
DoS layer 7
- HO tro cac giao thirc:

+HTTP 1.0, 1.1, 2.0 + hd trg diy du cac HTTP methods

+TLS 1.0,1.1,1.2va 1.3

+ gRPC

+ WebSockets Passthrough

+ Hb trg Message Parser va Decoder

+ GZip, deflate content encoding

+ HTTP Multipart content type

+ URL Query, x- www- form- urlencoded, JSON va XML

parameter parsing
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+ URL, HTML Entity, JS, BASE64 decoding
+ Overlong UTF- 8

2.6.

Y<€u cau quan

tri va giam sat

- Co quan tri qua Web
- HB6 trg tinh niing x4c thyre da nhén 6 vdi cac tai khoan quan tri
- Tich hop xac thuc vai
+ Active Directory
+ADFS
+ Tich hop v6i Azure Active Directory
- Hb trg role-based gén quyén cho tai khoan ngudi ding dia trén vai
trd cua ngudi dung
- Canh béo:
+ Giai phép c6 kha ning cung cép bang didu khién ATT&CK
(Adversarial Tactics, Techniques, and Common Knowledge)
d& hién thi théng tin vé& cac chién thuat va k§ thuat ma nhiing
ké tAn cong str dung dé tAn cong Ymg dung va co s0 ha tang.
+ H& tro xult béo cdo ra file CSV

2.7.

Yéu céu tich

hop

- Cung cép viée truy xuat log theo hai dang 1a chu dong diy log ra
noi luu trit ngoai hodc cho hé théng SIEM kéo log tir nha cung cip
vé. C6 kha ning diy log dén cic hé théng IBM Qradar,
ElasticSearch, AWS S3

- Co6 kha nang giri canh bao qua email

2.8

Cam két

- Pon vi cung cip dich vu cam két vé thdi gian uptime 99%.
- Don vi cung cip cong bd cdc 16i su ¢b dd x4y ra dbi voi dich vu
cung cdp @8 khidch hang ¢6 thé nim LA thong tin va phbi hop

Trién khai

3.1

Khio sat

- Lén phirong an, 1ap k& hoach, thurc hién khao sat

32

Thiét ké hé
théng

- Thiét ké tong quan/so bd

- Thiét ké chi tiét (t6i thidu bao gdm: so dd va thuyét minh giai phép;
quy hoach IP; théng s6 ky thudt; trién khai tich hop log v6i cac hé
thdng SIEM)

- Trién khai download/ddng bd log truy cép v& hé thng on-premise
cua VietinBank




3.3 | Trién khai - Lap phuong 4n trién khai

- Lap ké hoach trién khai tbng thé va chi tiét
- Thye hién trién khai va chuyén d6i hé théng

3.4 | Kiém thir tinh | - Thuc hién kiém tra chirc ning céc thanh phan sau trién khai, dam

ning hé théng bao céc chire ning hoat ddng ding theo thiét ké

3.5 | HA tro tinh

chinh, theo

o - Theo d&i, hiéu chinh, t6i ru, gidm sat hé théng
doi hé thong

sau trién khai

3.6 : - Tai liéu khéo sat

- Tai 1iéu Thiét k& hé théng
- Tai liéu hudng dan cai dit hé théng

Tai liéu cung | - Tai liéu kiém thir hé théng
cp - Tai liéu huéng din giam sat hé théng.

- Tai liéu huéng dan quan tri, van hanh hé théng
- Tai lidu danh myc 16i, nguyén nhan va bién phap xir 1y

- Téi lidu huéng dén sao luu, khéi phuc hé théng.

1.3. Yéun cau vé bao hanh:

- Bao hanh: Thoi gian bao hanh 13 1095 ngay ké tir ngy hoan thanh dich vu trién khai,
bao hanh theo tiéu chuén chinh hang, ¢é x4c nhan bao hanh bing vin ban hoic glri qua

email tir hing cung cp hoic c6 théng tin bao hanh trén website ctia chinh hing.

- V6inha thau lién danh: X4c nhén bao hanh phai dugc cap cho lién danh hozc durge cép
cho thanh vién lién danh ma thanh vién do chiu trach nhiém cung cép dich vu bao hinh
cho géi thau nay.

- Khi thuc hién bao hanh/xir I sy ¢6: nha thiu c6 mit tai dia diém trién khai trong vong
2h va thuc hién khéc phuc céc 161, xir Iy sir ¢b trong vong t6i da 4 giy ké tir khi nhan dwoc
yéu ciu bao hanh tir chit ddu tu; Nha thiu chiu toan bé chi phi cho viée khéc phuc céc 13,
sur ¢b khi hé théng/phé‘in mém van dang trong thisi gian bao hanh. Trong trudng hop khong
khéc phuc duoc ngay nha thiu ¢6 phrong 4n thay thé dé dam bao tinh hoat dong lién tuc

ctia hé théng.

1.4.  Yéu ciu khac:

Nha thiu phai cam két:
~Khéng c6 thong tin vi pham vé két qua thuc hién hop dbng ctia nha thiu theo quy dinh tai
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Didu 19 vi Didu 20 cia Nghi dinh s6 214/2025/ND-CP.

Muc 2. Quy dinh tra 15 yéu ciu ky thujt:

- Nha thiu ¢in cung cp cau tra i riéng biét cho mbi yéu cau k¥ thuat chi tiét.

- Déi véi mbi yéu cau, Nha thiu can giai thich chi tiét, 1 rang va cung cép thong tin,
dan chimg dé tuyén bd dap ing (nhw catalogue, datasheet, huéng dén st dung,...).

- Trong trudng hop Nha thidu cung cép tham chiéu dén cc thong tin chi tiét, théng tin
tham chiéu phai xac dinh o tén tai liéu, sb trang va doan tai lidu.

- Dé tra 1oi d6i voi timg yéu cdu, d& nghi Nha thau sir dyung Bang mau Tra 161 dudi day:

a2 - Mike 30 dap ving Déin ching trong
Stt Yeu cau (chon Pap @ng/ Khong dap ing) E-HSDT
[Yéucdu | Yéuciu: [dua Chi dan t6i din
trong E- | phin mé ta yéu : chimg trong E-
HSMT] cdu tir E- HSMT] HSDT

'Nha thiu phéi néu r3 d4 giai thich/din chimg tai phin nio, mue ndo, tai litu ndo cia E-
HSDT, dap tmg yéu ciu k¥ thuit gi trong E-HSMT, dé bén mdi thau d& dang tham chiéu khi
xem xét E-HSDT.

Trirdmg hop E-HSDT thidu cac tai lidu theo yéu ciu, hodc nha thiu chi din, din chiéu
khéng dtng, hodc théng tin trong E-HSDT dugc trich din khéng chinh x4c, hoic théng tin
trong E-HSDT khéng duge tim thiy trén cac dia chi ciia chinh hing cung clp san pham, dich
vy, hodc khéng c6 co s& dé cho rﬁng san phém, dich vu du thdu ¢6 cu hinh trong dwong hoic
d4p Gng yéu chu k¥ thuat frong E-HSMT thi Chu dAu tu & yéu ciu nha thau lam rd E-HSDT
trén co s& tudn thu quy dinh tai Muc 23 E-CDNT.





