
PhAn 2. Ytu cAu vt Kf THU4.T

chuong v. Ytu cAu vn rY THUAr

Mtrc 1. Y€u cduvd k! thuSt

1.1. Gi6i thiQu chung vC AE 6n vir g6i thAu

- TOn g6i thAu: G6i thAu mua sim thi6t bi hp tAng, phdng miy chri COng

nghQ th6ng tin tI6 tri6n khai BQnh 6n tliQn tfr cfra BQnh viQn Da khoa Trung uong

Quf,ng Nam.

- Ngu6n v6n: Qu! ph6t tri6n hopt dQng sp nghiQp.

- Cht dAu tu: Benh viQn Da khoa Trung uong Quing Nam

- Dia di6m giao hdng: Phdng C6ng nghQ th6ng tin, Benh viQn Da khoa Trung uong

Quang Nam.

- Thdi gian thyc hiQn g6i thAu: 60 ngdy k6 tir ngdy ky hqp d6ng

- Hinh thrlc lya chgn nhd thAu: D6u thAu rQng r6i qua m?ng.

- Phuong thrlc lpa chgn nhd thAu: MQt giai do4n, mQt tui h6 so.

- Eia diOm: BQnh viQn Da khoa Trung uong Quang Nam.

Th6ng Nam Son, xd Nrii Thanh, thanh ptrO Oa NEng.

1.2. Y1u cdu vi tg thuQt

Yau cd:u uA W thudt bao g6m yau cdu vA W thudt chung vd yau ,au ui ty
thuil cH nAt diSt vOt hdng hda thu\c phqm vi cung ciip ctia g6i thdu, cu thd:

STT TGn m{t hing D{c tinh ki thuflt ccr bin

1 THIET BI MAY CHU

D1ng thi6t k6 Rackmount 19 inch. chi6u cao 2U

BQ xt lf > 1x Intel Xeon 16corel32hread2.5 Gllz processor,
37.5M Cache, DDR5-4800 (hoic tucvng duong)

B0 Nh6 > 256G8 GB DDR5 5600MT/s. Dual Rank
H6 tro 32k,heram DDR5 5600MT/s.

Khay clia > 16 x 2.5" inch SAS/SATAA{VMo

O cimg c6 s[n 2 2 x 480GB SSD SATA Read Intensive 6Gbps 512
2.5in

Hot-swappable Yes

Network > 2x10Gbps (bao g6m module SFP+) + 2x lGbps

HBA FC Card > lx Dual port 32Gb



STT TOn m{t hing E[c tinh ki thuflt ctr ben

RAID Controllers H6 trg: 3cbl6cbfl2Gb SaS/Sata

Cache: 8GB NV Cache

Raid: 0. 1.5.6. I 0.50.60

PCIe slot ZSxPCIe

Port Z 4x USB port;2xVGA

HO trg AVGPU C6 h6 trg t6i da 2 GPU dpng double-wide (chidu rQng

d6i)
N[p b6o vQ Bezel C6 s6n

Gia dd @ailkit) C6 s6n

Ngudn Z 2x800W PSU 100 -240Y

HQ di6u hdnh vd 6o h6a
(Operating System and
Hypervisors)

o Canonical Ubuntu Server LTS
o Microsoft Windows Server with Hyper-V
o Red Hat Enterprise Linux
o SUSE Linux Enterprise Server
o VMware ESXi

,, THIET BI FIRE,WALL + LICENSE 2 NAM

2.1 THIfT BI FIREWALL

Dpng thi6t k6 Rack-mountable-1U

Th0ng lugng tudng hla > 39.000 Mbps

Th0ng lugng IMIX > 20.000 Mbps

E0 tr6 Firewall Latency
64-bvte UDP)

<4 us

Th6ng lugng IPS Z 8.000 MbPs

Th6ng lugng Threat
Proteition (B6o vQ m6i de

doa)
> 7.000 Mbps

Thdng lugngNGFW > 6.300 Mbps

SO luqng t6t nOi d6ng thdi > 6.500.000

s5 luqng t6t n5i moilgilry > 180.000

Th6ng lugng IPsec VPN > 20.500 Mbps

56lugng tunnel il6ng thdi
IPsec VPN

> 5.000

56luqng tunnel d6ng thdi
SSL VPN

> 5.000

Tich hqp 6 cung SSD Integrated min.240 GB SSD

55 luqng c6ng giao tii5p )8 x GbE copper



STT TGn m{t hing E{c tinh ki thu$t co bfln

m4ng tfch hqp sin )2 x SFP fiber*

56 lugng khe Flexi Port c6
th6 m0 rOne (Option)

>l

S5 luqng t6i da c6c c6ng
t<tit nOi hE trq (bao gdm
modules)

u
8 port GbE copper
8 port GbE SFP fiber
4 port l0GE SFP+ fiber
4 port GbE copper bypass (2 pairs)
4 port GbE copper PoE +
4 port GbE copper
4 port 2.5 GbE copper PoE
2 port GbE Fiber (LC) bypass
+ 4 port GbE SFP Fiber

SrI dgng ki6n truc Dual-
Processor (CPU vdi NPU)

> x86 AMD CPU/ 8 GB (2400) DDR4 (Ho[ctuong
tluong)
> Marvell NPU / 4 GB DDR4 (Hopc tuong tluong)

Ngu6n tliQn cung c5p

Internal auto-ranging AC-DC 100-240VAC (tg dQng
di€u chinh diOn 6p dAu vdo)
External Redundant PSU Option (tiry chon b6 sung bO

ngu6n du'phdne bOn n,rodi)

2.2 PHAN ME,M FIREwALL 02 NAM

Bin quy€n phAn m6m duy tri t6i thi6u 2ndm

Thiet bic6 khi n6ng thi6t lQp cfuc chinh s6ch theo
ngudi dirne. thdi gian. l6p mane
Tfch hqp hQ thOng ch6ng x0m nhflp the he mdi. hQ

th5ng phdng ch5ng c6c m5i de dga ndng cao; d6nh gi6
mfc d0 nguy hai cria nsudi dtne
Thiet bi c6 khi n[ng ch6ng tAn c6ng DoS. Port Scan.
NgEn ch6n theo vins ttia lf
Tinh ndng SD-WAN c6 khi n[ng ty dQng chgn tluong
WAN tOt ntrdt theo jitter. latency hopc packet-loss; hd
trg cdn bing tii nhiAu duong WAN; h5 trq chuytin
WAN kh6ne inh hu&ne session cta fns dune.
C6ng nghQ d6ng bQ b6o mflt gita Firewall vd Endpoint
d6 tU dQng phdng ch6ng c6c m6i de dga n6ng cao theo
Host. User. Process. Incident Count vi thdi sian
Ty dQng ngln chfln s1r l6y nhi6m vd c6ch ly cdc m6y
dAu cuSi bi nhi6m m6 rl6c
H6 trg x6c thuc b[ng nhi6u phuong thrlc:
Synchronized User ID; Active Directory; eDirectory;
Radius; Tacacs*; LDAP
T1r tlQng nh$n dpng. phtn lopi vd ki6m so6t img dung
ft6 ci img dune chua bitit)
H6 trg c6c giao thrlc VPN Site-to-site: IPsec. SSL.
RED VPN



STT TGn m{t hing D{c tinh ki thu$t co bfln

H6 trq c6c giao thfc VPN Remote Access: IPSec. SSL.
PPTP. L2TP. iPhone/iPad/Cisco/Android VPN client.
Clientless VPN HTML5
C6 kha n[ng ki6m so6t bdng th6ng (QoS) theo Firewall
Rule. User. Group. Web. Application.
H6 trg qudt md dQc tr6n c6c giao thrlc: HTTP/S. FTP
vd Web-based Mail
Srl dqng Dual-Antivirus Engines il6 qu6t ma dQc (hopc
tuong duong)
Thi6t bic6 khi nlng dg phdng (HA) nh6m Z ttri6t Ugco
ch6 Active-Active ho[c Active-Passive. h5 trg nhiAu
t6t n5i d6ne b0 du phdns.
Ki6m so6t. lgc WebAlRl/Applications theo
User/network

3 THIET BI CHUYEN MACH QUANG F'C (SAN SWITCH)

Ki6u dring vd chi6u cao Dpng lU - 19" Rack mount

Sd port kich hopt s&n tr6n
m6i u0

> 24 portilugc kich hopt kdm 224 module SFPs vdi t5c
d016cb da hp s8n

T5c ttQ hd trg cria thitit bi 8 Gbps.l6Gbps vd 32Gbps

Giao thrlc t<iit n6i FC

C6p quang di kdm > 24 sgiOM3 ki€u t6t nOi LC-LC ddi 5m

Dich vg Fabric

Monitoring and Alerting Policy Suite (MAPS)
Flow Vision
Adaptive Networking (Traffi c Isolation. quality
of service)
Fabric Performance Impact (FPI) Monitoring
Slow Drain Device Quarantine (SDDQ)
Advanced Zoning (default zoning. port/WWN
zoning. broadcast zoning. peer zoning . target-
driven zoning)
Dynamic Fabric Provisioning (DFP)
Dynamic Path Selection (DPS) Extended
Fabrics
Enhanced BB credit recovery
FDMI
Frame Redirection
Frame-based Trunking
FSPF
ISL Trunking
Management Server
NPIV
NTP v3
Registered State Change Notification (RSCN)
Reliable Commit Service RCS)



STT TGn m{t hirng D[c tinh ki thuft co bf,n

- Simple Name Server (SNS)
- Read Diagnostics Parameter (RDP)

VM Insieht
Ph0n m6m quin lf du-o. c h6
trg

- HTTP. SNMP v1/v3 (FE MIB. FC
ManagementMIB). SSH

- Auditing. Syslog
- Advanced Web Tools
- Network Advisor SAN Enterprise or Network

Advisor Professional Plus
- CLI
- SMI-S compliant
- AdministrativeDomains

Trial licenses for add-on capabilities
B6o mflt - DH-CHAP (between switches and end devices)

- FCAP switch authentication
. HTTPS
- IPSec
- IP filtering
- LDAP with IPv6 OpenLDAP
- Port Binding
. RADIUS TACACS+
- User-defined Role-Based Access Control

(RBAC)
- Secure Copy (SCP)
- Secure RPC
- Secure Syslog
. SFTP
- SSHv2 SSL
- Switch Binding

Trusted Switch
4 THIET BI CHUYEN MACH TAP TRUNG CORE SWITCH

Dpng thi6t k€ Rack-mountable-1U

C6ng > 24 x 10GE (bao gdm c6 sin24 module 10G SPF)

HO trg module > 2x40 Gigabit Ethemet with QSFP+

Giao di6n quin ly mpng > lGb Mbps Ethernet (RJ-45)

Chuy6n ti6p bdng th6ng
(Gbps)

L6n tt6n (Up to) 4B0 Gbps

HiQu su6t chuyOn titip LCn <ti5n (Up to) 360 Mpps

T6ng s6 lugng bQ nh6
MAC LCn tttin (Up to) 64.000

C6c VLAN ho4t dQng t6i
da

> 4094

Dia chi MAC Kich thudc
B6ns

> 64K



STT TOn m{t hdrng D{c tinh ki thuflt co bf,n

Khi n6ng md rQng

Securitv ACL IPv4
Ldn dtin (Up to) 18.000

Khi ning mO rQng QoS
ACL IPv4 LCn tltin (Up to) 18.000

T6ng s6 dinh tuy6n cta
IPv4
Total number of IPv4 host
routes (direct routes and
ARP)

L6n tl6n Qp to) 80.000 host

T6ng sO dinh tuy6n
Multicast cria IPv4
Total number of IPv4
Multicast routes

LOn d6n Qp to) 32.000

CPU Intel@ 2.4-GHz x86 CPU (Ho[c tuong tluong)

DRAM >16GB

BO nh6 Flash >16G8

STP Virtual Ports (Port*
VLANs) for MST z 13000

Total Switched Virtual
Interfaces (SVIs) z 1000

C6c tinh ndng k! thuflt
Layer 2. Routed Access (RIP. OSPF - Up to 1000
routes) PBR. PIM Stub Multicast (up to 1000 routes)).
PVLAN. VRRP. QoS. 802.1x. Macsec-l28. SSO2

Ti6u chuAn tudn thri

IEEE 802.1s
IEEE 802.lw
IEEE 802.lx
IEEE 802.3ae for 10c SKU
IEEE 802.3ae. IEEE 802.3baon the 40G SKU
IEEE 802.lx-Rev
IEEE 802.3ad
IEEE 802.3x tull duplex on 10BASE-T. 100BASE-
TX. and IO00BASE-T ports
IEEE 802.1D Spanning Tree Protocol
IEEE 802. 1p Class-of-Service (CoS) prioritization
rEEE 802.1Q VLAN
IEEE 802.3 I0BASE-T specification
IEEE 802.3u l00BASE-TX specification
IEEE 802.3ab 1000BASE-T specification
IEEE 802.32 1000BASE-X specification
RMON I and II standards
SNMPvl. SNMPv2c. and SNMPv3

C6ng su6t ngudn <liQn > 950W

DAi diQn 6p (tu tlQne) 110 - 240vAC

5 B8 LTIU EIEN ONLINE OKVA



STT TOn m{t hirng D{c tinh ki thuft co bin

Dpng thi6t k6 Rack-mountable

C6ng sudt >10000vA/10000w
C6ng nghQ Online double conversion

Ngu6n di6n ngd vdo: 230VAC

Tdn sO ns6 vdo 60Hz
Dii <liQn 6p hopt dQng khi
kh6ng dtng pin

180 dOn 280 VAC

EiQn 6p t6i da cho ph6p 288VAC
TAn s6 vdo khi kh6ng c6
pin

40 tl6n 70Ylz

HiQu sudt chuy6n d6i AC-
AC

>95Yo

Dpng s6ng S6ng sine chudn

K6t n6i dAu ra C6ng ddu cu6i (output terminal block)
Ddng sp Pin Trong 2.25 A(mac tl!nh). t6i da 8 A
Lopi pin Pin axit chi kin khi. kh6ng hin. c6 van diiiu 6p

Thdi gian luu diQn o todn
tili

>5 ohrit

Thdi gian luu diQn 0 nrla
tai

>7 oh:ilit

PDU (80 phdn ph6i diQn) Ddng diQn danh dinh::63 A
Bao gdm:
BOn 6 c6m IEC320 C19 16 A l25OY
S6u 6 c6m Cl3 10 A l25OY

Railkit Dd bao g6m

- TiAn dQ giao hdng, ngay hodn thdnh dich vu theo yAu cdu @i Udu sii Ot,q

vd 0IB Chuong IV.

1.3. Cric y1a cdu khtic

a. C6c thi6t bi mdi 100%, c6 ngu6n g5c xu6t xrl 16 rdng, dugc sin xu6t tir

2024 trd vd sau

b. C6 catalogue, tdi liQu hudng ddn.

c. C6 thuyiit minh phuong 6nthi c6ng vd gi6i ph6p kf thuflt vd cung cap liry

ddt, c^thinh thiiSt bi vd vfln hdnh hQ th6ng m6i ki5t hqp hg th5ng cfi hiQn sfrn c6.

($Ii kdm hO so dU thAu). Phucrng 6n thi c6ng vd gibi phiry phii trinh bdy rd vd
!,

il6p tmg c6c yOu cOu nhu sau:



-Lflp so OO t<tit n6i vd phuong 6n tri6n khai chi titit ttriiSt bi mpng trong g6i

thAu vdi c6c thi€t bi chuy€n mpch tflp trung mdi vdi thict bi chuy€n mpch vd

tudng hla hiQn c6.

-Lfp so AO tet n6i ve phuong 6n triiSn khai chi tii5t ttri6t bf m6y chri, thi6t bi

san switch trong g6i thAu v6i c6c thi6t bi chuyi5n mpch, thi6t bi tuong hla, thii5t

bf chuy6n mpch quang FC (San Switch), san storage hiQn c6, ktit ndi c6c m6y

chri 6o h6a qua hQ thSng 6o h6a Vmware.

- Phucrng 5n thi c6ng ph6i dim b6o hQ th6ng c6 s8n hopt ilQng li6n ec
24124 kh6ng bi downtime.

- NOu rd phuong 6n thi c6ng chi i6t, cdc bu6c tritin khai, kitim tra vd hopt

<tQng chpy thrl tr€n hQ th6ng mdi.

1.4. Thi cdng I6p tlat

- Trong qu6 trinh lfip d$t,nhd thdu phii d6m b6o tudn thri dAy <hi v€ c6ng t6c

b6o vQ m6i trudrn5, &ntodn lao dQng, phdng ch6ng ch6y n6 t4i noi lhp dit.

- C6 cam ktit qu6 trinh l6p il{t kh6ng ldm gi6n dopn vd 6nh hucrng c6c hQ

th6ng IT dang hopt dQng.

1.5. Bio hinh, b6o tri

Thdi gian b6o hdnh OOi vOi thi6t bi trong g6i thAu ld: theo nhd sin xudt, it

nn6t ta 365 ngdy.

Xt l), tir xa (Remote) ngay khi c6 y6u cdu24l24.

C6 cam k6t cO mflt xr] ly sU c5 onsite tai bQnh viQn trong vdng 04h kC tt khi

nhfln dugc th6ng b6o cta benh viQn.

1.6. Cung c6p thi liQu

Nhd thAu ph6i nQp ctng v6i E-HSDT cilctdi 1i-6u sau dOy: Nhd thAu scan vd

ttinh kdm cdctiti liQu sau:

1. Tdi liQu chimg minh nhdn sg chri ch6t: + Bin sao y bang c6p



2.Tdi ligu k! thugt: + cdc tdi liQu chfng minh k! thuQt d6p rmg c6c y6u cAu

tpi mpc 3 chuong III

3. Tdi liQu chimg minh v6 tinh hqp lQ cta hdng h6a: Nhd thAu ph6i grli tdi

liQu, vdn bdn cam tet tcm theo i16 chrlng minh c6c nQi dung sau: EOi v6i h4ng

mpc thiiSt bi CNTT

a) B6ng liQt kc chi ti6t danh mpc hdng h6a phir hqp vdi y6u cAu vd ph4m vi
cung c6p n6u t4i MAu sO 01A (webform tr6n HQ th5ng) -

Chuong IV - E- HSMT vd y6u cAu tpi Chuong V. YCu cAu k! thuft - E-

HSMT.

b) Tdi liQu k! thu$tlcataloguel datasheet OOi vOi c6c thii5t bi cta g6i th6u.

c) VAn bin tuy6n U6, eap rmg ky thuQt: Trong mpc chi ddn ddpimg c6 ghi 16

nQi dung c16p tmg th€ hien trong tdi lipu, catalogteldatasheet... (chi ddn dfng

tOn tdi liQu, catalogueldatasheet/, trang, mpc,...)

d) C6 v6n bin cam ktit thiCt bi mang chdo thAu tuong thich vdi hQ th6ng

m?ng, hQ th6ng b6o mQt tucnrg ltla (firewall), hQ th6ng m6y chti hiQn c6 tai BQnh

viQn.

e) Vbn bin cam t€t t<tri bdn giao hdng h6a phii cung c6p: - Bdn chfnh hoflc

ban sao y:

+ Gi6y chimg nhQn xu5t *.1(C/O) do co quan c6 thAm quyAn ctia nudc xu6t

khdu hoflc nudc san xu6t c5p dOi vdi c6c thiCt bi nhQp khau; Gi6y chimg nhQn

xu6t xuong ho{c Phi€u xu6t kho AOi vOi hdng h6a trong nu6c.

+ Gi6y chimg nhQn ch6t lugng (C/Q) cta nhd sin xu6t tai ViQt Nam cung

c6p dOi voi cdcthi6t bithuQc g6i thAu.

Mltc 2. Bdn vd

E-HSMT ndy gim c6 cdc bdn vd trong danh m?rc sau ddy [truong hqp

kh6ng c6 bdnvd kDm theo thi phdi ghi rd "Kh6ng cd bdnvd"J:
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Mqtc 3. Kihm tra vd thfc nghiQm

- Cdc ki6m ffa vd thu nghiQm cin ti6n hdnh gim c6:

- Ki€m tra viQc sao bu &{ phdng dfi li€u, mdy chti do, cdu hinh tfu cd thtdt

b! mqng, mdy chti, hQ th6ng do h6a, h€ thdns hru trii tradc khi tri€n khai cdc

tHAt bi trong g6i thdu.

- ThiAt bi tuong hha trong g6i thAu vdi thiAt bi trung tdm vd cdc thiAt bi

chuydn mqch khdc dang kdt n6i msc fiiip vd gidn fidp, Kidm tra tiit cd cdc t{nh

ndng policy, IDS, IPS, ngdn chdn nhidm d\c, hii trq xdc thqrc, VPN, qudt md

dQc, lgc Web/UM/Applications... cita thiiit bi taong laa (Firewall), ki€m tra

tfnh sfun sdng vd khd ndng dw phdng cfia tudng lira, ddm bdo thitit b! tudng lira

hoqt dlng tiit theo m6 hinh mqng cfia B€nh vi€n hi€n c6.

- fhfet b! mqng trong gdi thdu vdt thiiit bi trung tdm vd cdc thiiit b! chuyAn

mqch khdc dang tcdt n6i fftsc tiiip vd gidn tiiip, ddm bdo hogt dAng tiit theo md

hinh mqng crta B€nhvi€n hi€n c6.

- fhfet bi mdy chfi, thiiSt bi chuyAn mqch lwu trti trong g6i thdu ttet nAi

thi* bi lwu trtt, thidt bi chuydn mgch hru trtl vd cdc thth bi chuyiin msch khdc

dang tret nA fftsc fidp vd gidn fi6p, ddm bdo hoqt d\ng uit theo m6 hinh mqng

ctia B€nh vi€n hi€n c6 vd c6 tinh &t phdng khi triiin khai.

- Kiam ffa hoqt d,ng cfia tat cd cdc mdy chfi do dang hoqt d1ng trong hQ

thiing do h6a cria b€nh vi€n klt ndi, host d\ng tiSt tr\n Thiet bi mdy chil, thi* bi

chuyAn mqch fuu trti, ThiA b! mqng, thiet bi tadng l*a trong g6L

- Kh6ng ldm gidn dosnvd dnh hudng cdc h€ thiSng IT dang hoqt d1ng.

- Ciiu hinh cdc thi6t bi trong g6i thrdu vd cdc thi6t bi dd c6 shn cila chil ddu w.

STT
Danh mgc

dlch vg
MO te dich vtt(*)

Don vi
tinh

Kh6i
Iugng

Ghi
chri

(1) (2) (3) (4) (s)

1
Thict bi
chuy6n mpch

C6u hinh thi0t bi dAu tu mdi
gh6p vdi thiCt bi chuY6n mPch

trung t0m C9500-24X-E

vd ktlt noi vdi chcthiltbi switch

c6i 1



Access c6 s6n cta chri dAu tu
theo dA xu6t phuong 6n dugc
ph6 duyQt

Cisco C4507

C6u hinh thi6t bi chuy6n mpch
trung tdm c6 sEn (C4507) cua
cht dAu tu vdi phuong 6n ph6
duyQt

c6i 1

Cisco 3750
C6u hinh thi6t bi chuy€n Tach
c6 s8n (C3750) cfia chti dAu tu
vdi phuong 6n phO duyQt

c6i 2

Switch Access

C6u hinh thi6t bi chuy6n m4ch
Swtich Access c6 s6n
(C2960,C1000..) cta cht dAu tu
vdi phucrng 6n phO duyQt

c6i 38

San Switch

C6u hinh vd ktit noi c6p quang

cho tir San Switch (IBM-2498-
824) vdi c6c thi6t bi Server vd
San Storage cta chri ddu tu v6i
phuong 6n ph6 duyQt

c6i 2

M6y Cht

C6u hinh m6y chri (Dell R750,
X3690) t6t nOi San Switch vd
San Storage cta chri dAu tu v6i
phuong 6n ph6 duyQt

c6i 6

San Storage

C6u hinh thi6t bi luu trft (IBM
FS 5200, DS3524) kiSt n6i San

Switch vd Server cta chri d6u

tu vdi phucng 6n ph6 duyQt

c6i J


