Phén 2. YEU CAU VE KY THUAT

Chwong V. YEU CAU VE KY THUAT
Muc 1. Yéu cdu vé ky thudgt
1.1. Gi6i thiéu chung vé du 4n va géi thiu
- Tén goi thdu: G6i thiu mua sim thiét bi ha ting, phong may chi Cong

nghé thong tin dé trién khai Bénh 4n dién tir ciia B¢nh vi¢n Da khoa Trung wong
Quing Nam.

- Ngudn vén: Quy phat trién hoat d6ng sy nghiép.
- Chu d4u tu: Bénh vién Pa khoa Trung uong Quang Nam

- Pia diém giao hang: Phong Cong nghé thong tin, Bénh vién Da khoa Trung wong
Quang Nam.

- Thoi gian thyuc hién géi thau: 60 ngay ké tir ngdy ky hop dong
- Hinh thitc lya chon nha thau: DPau thiu rong rdi qua mang.
- Phuong thire lya chon nha thiu: Mot giai doan, mot tii hd so.
- Pia diém: Bénh vién Pa khoa Trung wong Quang Nam.
Thong Nam Son, x4 Nui Thanh, thanh phé Da Néng.
1.2. Yéu ciu vé ky thuit
Yéu cdu vé kp thudt bao gom yéu cau vé ky thudt chung va yéu cau vé kj

thudt chi tiét déi véi hang héa thuéc pham vi cung cdp ciia géi thau, cu thé:

STT Tén mit hang Pic tinh k§ thuit co ban
1 | THIET BI MAY CHU

Dang thiét ké Rackmount 19 inch. chiéu cao 2U

BO xtr ly > 1x Intel Xeon 16core/32hread 2.5 GHz processor ,
37.5M Cache, DDR5-4800 (hodc twong duong)

Bo Nho >256GB GB DDRS5 5600MT7s. Dual Rank
HO trg 32 khe ram DDRS 5600MT7s.

Khay dia >16 x2.5" inch SAS/SATA/NVMe

O cling c6 sin > 2 x 480GB SSD SATA Read Intensive 6Gbps 512
2.5in

Hot-swappable Yes

Network > 2x10Gbps (bao gdm module SFP+) +2x 1Gbps

HBA FC Card > 1x Dual port 32Gb




STT

Tén mit hang

Pic tinh ky thuit co ban

RAID Controllers H6 tro: 3Gb/6Gb/12Gb SaS/Sata
Cache: 8GB NV Cache
Raid: 0.1.5.6.10.50.60

PCle slot > 8 x PCle

Port > 4x USB port; 2xVGA

Hb trg A/GPU C6 hd tro t6i da 2 GPU dang double-wide (chiéu rong
doi)

Nip bao vé Bezel C6 sin

Gié d& (Railkit) C6 sén

Ngudn > 2x800W PSU 100 - 240V

Hé diéu hanh va 4o hoa

e Canonical Ubuntu Server LTS

(Operat.ing System and e Microsoft Windows Server with Hyper-V

Hypervisors) e Red Hat Enterprise Linux
e SUSE Linux Enterprise Server
e VMware ESXi

2 THIET BI FIREWALL + LICENSE 2 NAM
2.1 | THIET BI FIREWALL

Dang thiét ké Rack-mountable-1U

Thong lugng tudng lira >39.000 Mbps

Thong lugng IMIX >20.000 Mbps

Do tré Firewall Latency <dps

(64-byte UDP)

Thong lugng IPS > 8.000 Mbps

Thong lugng Threat

Protection (B4o vé mé6i de | > 7.000 Mbps

doa)

Thong lugng NGFW > 6.300 Mbps

S6 lugng két ndi ddng thdi | > 6.500.000

S6 luong két ndi méi/gidy > 180.000

Théng lugng IPsec VPN | = 20.500 Mbps

S4 lugng tunnel dong thoi | > 5.000

IPsec VPN

S lugng tunnel ddng thdi | > 5.000

SSL VPN

Tich hop b cting SSD

Integrated min. 240 GB SSD

S lugng cdng giao tiép

>8 x GbE copper




STT

Tén méit hang

Dic tinh ky thuit co ban

mang tich hop sin >2 x SFP fiber*
S6 lugng khe Flexi Port c6 -1
thé mé rong (Option) -
>
8 port GbE copper
8 port GbE SFP fiber

S6 lucmg t6i da céc cong
két ndi hd trg (bao gdm
modules)

4 port 10GE SFP+ fiber

4 port GbE copper bypass (2 pairs)
4 port GbE copper PoE +

4 port GbE copper

4 port 2.5 GbE copper PoE

2 port GbE Fiber (LC) bypass

+ 4 port GbE SFP Fiber

Str dung kién triic Dual-
Processor (CPU véi NPU)

> x86 AMD CPU / 8 GB (2400) DDR4 (Hoic tuwong
duong)

> Marvell NPU / 4 GB DDR4 (Hod#c twong duong)

Nguodn dién cung cap

Internal auto- -ranging AC-DC 100-240VAC (tu dong
diéu chinh dién 4p dau vao)
External Redundant PSU Option (tity chon bd sung bd
ngudn du phong bén ngoai)

22

PHAN MEM FIREWALL

02 NAM

Ban quyén phan mém duy tri ti thiéu 2 ndm

Thiét bi c6 kha nang thiét 1ap c4c chinh sach theo
ngudi dung. thoi glan 16p mang

Tich hop hé thong chéng xam nhap thé hé méi. hé
thdng phong chéng cac mdi de doa néang cao; danh gia
muc do nguy hai cia ngudi dung

Thiét bi c6 kha ning chéng tan cong DoS. Port Scan.
Ngén chén theo ving dia ly

Tinh nang SD-WAN c6 kha néng tu dong chon ducmg
WAN t6t nhét theo jitter. latency hodc . packet-loss; hd
trg can bang tai nhiéu dudng WAN; hd tro chuyén
WAN khong anh hudng session cuia rng dung.

Cong ngh¢ ddng bod bao mat glua Firewall va Endpoint
dé tu dong phong chéng cac méi de doa nang cao theo
Host. User. Process. Incident Count va thoi gian

Ty dong ngén chén sy lay nhiém va céch ly cac may
dau cudi bi nhim ma doc

HO trg x4c thuc bang nhidu phuong thire:
Synchronized User ID; Active Directory; eDirectory;
Radius; Tacacs+; LDAP

Ty dong nhan dang. phan loai va kiém so4t tmg dung
(ke c4 ing dung chua biét)

HO trg céc giao thirc VPN Site-to-site: IPsec. SSL.
RED VPN




STT

Tén mit hang

Dic tinh ky thuit co ban

HO trg c4c giao thitc VPN Remote Access: IPSec. SSL.

PPTP. L2TP. iPhone/iPad/Cisco/Android VPN client.
Clientless VPN HTML5

C6 kha ndng kiém soat bang thong (QoS) theo Firewall
Rule. User. Group. Web. Application.

HS trg quét ma doc trén céc giao thirc: HTTP/S. FTP
va Web-based Mail

Sir dung Dual-Antivirus Engines dé quét ma doc (hogic
tuong duong)

Thiét bi ¢6 kha nang du phong (HA) nhém 2 thiét bi co
cl}é Acti\fe-Active hodc Active-Passive. hd trg nhiéu
ket noi dong bd du phong.

Kiém soét. loc Web/URL/Applications theo
User/network

THIET BI CHUYEN MACH QUANG FC (SAN SWITCH)

Kicu déng va chiéu cao

Dang 1U - 19” Rack mount

S6 port kich hoat sin trén
moi bo

> 24 port dugc kich hoat kém >24 module SFPs véi t6c
do 16Gb da lap sin

Téc d6 hd trg cia thiét b

8 Gbps.16Gbps va 32Gbps

Giao thtc két noi

FC

Cép quang di kém

> 24 sgi OM3 kiéu két ndi LC-LC dai 5m

Dich vu Fabric

- Monitoring and Alerting Policy Suite (MAPS)

- Flow Vision

- Adaptive Networking (Traffic Isolation. quality
of service)

- Fabric Performance Impact (FPI) Monitoring

- Slow Drain Device Quarantine (SDDQ)

- Advanced Zoning (default zoning. port/ WWN
zoning. broadcast zoning. peer zoning. target-
driven zoning)

- Dynamic Fabric Provisioning (DFP)

- Dynamic Path Selection (DPS) Extended
Fabrics

- Enhanced BB credit recovery

-  FDMI

- Frame Redirection

- Frame-based Trunking

- FSPF

- ISL Trunking

- Management Server

- NPIV

- NTPv3

- Registered State Change Notification (RSCN)

- _Reliable Commit Service (RCS)




STT

Tén mat hang

Dic tinh k¥ thuit co ban

- Simple Name Server (SNS)

- Read Diagnostics Parameter (RDP)
VM Insight

Phan mém quan ly dugc hd
tro

- HTTP. SNMP v1/v3 (FE MIB. FC
Management MIB). SSH

- Auditing. Syslog

- Advanced Web Tools

- Network Advisor SAN Enterprise or Network

Advisor Professional Plus
- CLI
- SMI-S compliant
- Administrative Domains
Trial licenses for add-on capabilities

Bao mat

- DH-CHAP (between switches and end devices)

- FCAP switch authentication

- HTTPS

- IPSec

- IP filtering

- LDAP with [Pv6 OpenLDAP

- Port Binding

- RADIUS TACACS+

- User-defined Role-Based Access Control
(RBAC)

- Secure Copy (SCP)

- Secure RPC

- Secure Syslog

- SFTP

- SSHv2 SSL

- Switch Binding

Trusted Switch

THIET BI CHUYEN MACH TAP TRUNG CORE SWITCH

Dang thiét ké

Rack-mountable-1U

Cong

>24 x 10GE (bao gdm c6 sin 24 module 10G SPF)

H6 trg module

> 2 x 40 Gigabit Ethernet with QSFP+

Giao dién quan ly mang

> 1Gb Mbps Ethernet (RJ-45)

Chuyén tiép bang thong
(Gbps)

Lén dén (Up to) 480 Gbps

Hiéu suat chuyén ti€p

Lén dén (Up to) 360 Mpps

Tbng s6 luong bd nhé

MAC ’ Lén dén (Up to) 64.000
dC:c VLAN hoat ddng t6i > 4094
Pia chi MAC Kich thudc > 64K

Béang




STT

Tén mit hang

Dic tinh ky thuit co ban

Kha ndng mé rong
Security ACL IPv4

Lén dén (Up to) 18.000

Kha nidng mo rong QoS
ACL IPv4

Lén dén (Up to) 18.000

Téng sb dinh tuyén cia
IPv4

Total number of IPv4 host
routes (direct routes and
ARP)

Lén dén (Up to) 80.000 host

Téng s6 dinh tuyén
Multicast cua IPv4
Total number of IPv4
Multicast routes

Lén dén (Up to) 32.000

CPU Intel® 2.4-GHz x86 CPU (Hodc twong duong)
DRAM >16 GB
Bd nhé Flash >16 GB
STP Virtual Ports (Port*
VLANS) for MST 213000
Total Switched Virtual
Interfaces (SVIs) 2 1000
Layer 2. Routed Access (RIP. OSPF — Up to 1000
Céc tinh nang k¥ thuat routes) PBR. PIM Stub Multicast (up to 1000 routes)).

PVLAN. VRRP. QoS. 802.1x. Macsec-128. SSO2

Tiéu chuéan tuan thu

IEEE 802.1s

IEEE 802.1w

IEEE 802.1x

IEEE 802.3ae for 10G SKU

IEEE 802.3ae. IEEE 802.3ba on the 40G SKU
IEEE 802.1x-Rev

IEEE 802.3ad

IEEE 802.3x full duplex on 10BASE-T. 100BASE-
TX. and 1000BASE-T ports

IEEE 802.1D Spanning Tree Protocol

IEEE 802.1p Class-of-Service (CoS) prioritization
IEEE 802.1Q VLAN

IEEE 802.3 10BASE-T specification

IEEE 802.3u 100BASE-TX specification

IEEE 802.3ab 1000BASE-T specification

IEEE 802.3z 1000BASE-X specification

RMON I and II standards
SNMPv1. SNMPv2c. and SNMPv3
Cong suat ngudn dién > 950W
Dai dién ap (ty dong) 110 - 240VAC

BO LUU PIEN ONLINE 10KVA




STT

Tén mat hang

Dic tinh k¥ thuit co ban

Dang thiét ké Rack-mountable
Cbng suét >10000VA/10000W
Cong nghé Online double conversion
Ngudn dién ngd vao: 230VAC

Tan s6 ngd vao 60 Hz

Dai dién 4p hoat dong khi | 180 dén 280 VAC
khdng dung pin

Dién 4p tdi da cho phép 288VAC

Tan s6 vao khi khong cé 40 dén 70 Hz

pin

Hiéu suat chuyén d6i AC- | >95%

AC

Dang séng

Soéng sine chuén

Két noi dau ra

Cdng dau cudi (output terminal block)

Dong sac Pin Trong

2.25 A (mic dinh). t5i da 8 A

Loai pin

Pin axit chi kin khi. khong tran. ¢ van diéu ap

Thoi gian luu dién 6 toan
tai

>5 phut

Thoi gian luu dién ¢ nira
tai

>7 phut

PDU (B9 phan phdi dién)

Dong dién danh dinh: >63 A

Bao g@)m:

B6n 6 ¢dm IEC320 C19 16 A /250 V
Sau b cdm C13 10 A /250 V

Rail kit

D3 bao gébm

- Tién d¢ giao hang, ngay hoan thanh dich vu theo yéu cdu tai Méu sé 014

va 01B Chuong IV.

1.3. Céc yéu ciu khdc

a. Cac thiet bi méi 100%, c6 ngudn goc xuat X rd rang, dugc san xuat tir

2024 trd vé sau

b. C6 catalogue, tai liéu huéng dan.

c. C6 thuyét minh phuong 4n thi cong va giai phap k¥ thuat vé& cung cép lap
dat, cAu hinh thiét bi va van hanh hé théng méi két hop hé théng cti hién sén c6.

(giri kém hd so dy thau). Phuong 4n thi cdng va giai phép phai trinh bay r6 va

déap ung cac yéu cau nhu sau:




-Lap so dd két ndi va phuong 4n trién khai chi tiét thiét bi mang trong goi
thau véi cac thiét bi chuyén mach tép trung méi véi thiét b chuyén mach va
tuong Itra hién co.

-Lép so dd két ndi va phuong 4n trién khai chi tiét thiét bi may chu, thit bi
san switch trong goi thau véi cac thiét bi chuyén mach, thiét bi tuong lira, thiét
bi chuyén mach quang FC (San Switch), san storage hién c6, két ndi cic may
chii 40 hoa qua hé thng a0 hoa Vmware.

- Phuong 4n thi cong phai ddm bao hé théng c6 sin hoat dong lién tuc
24/24 khong bi downtime.

- Néu 18 phuong 4n thi cong chi tiét, cic bude trién khai, kiém tra va hoat
dong chay thtr trén hé théng méi.

1.4. Thi cong lip diit

- Trong qua trinh 18p d3t, nha thiu phai dam béo tuén thu ddy du vé cOng tac
bao vé& moi truong, an toan lao dong, phong chdng chay nd tai noi lép dit.

- C6 cam két qué trinh 1ip dat khong lam gidn doan va 4nh hudng céc hé
thdng IT dang hoat dong.

1.5. Bao hanh, bao tri

Thoi gian bao hanh ddi véi thiét bi trong goi thiu 1a: theo nha san xudt, it
nhét 13 365 ngay.

Xt Iy tir xa (Remote) ngay khi c6 yéu cau 24/24.

C6 cam két c6 mit xir Iy sy ¢ onsite tai bénh vién trong vong 04h ké tir khi
nhén dugc thong bao cia bénh vién.

1.6. Cung cap tai liéu

Nha thiu phai ndp ciing véi E-HSDT céc tai lidu sau ddy: Nha thu scan va
dinh kém céc tai liéu sau:

1. Tai liéu chttng minh nhéan sy chii chdt: + Ban sao y bang cip



2. Tai liéu k§ thuat: + C4c tai liéu chimg minh k¥ thuat ddp tmg céc yéu ciu
tai myc 3 chuong III

3. Tai liéu chimg minh vé tinh hop 1& cta hang héa: Nha thu phai gui tai
liéu, vin ban cam két kém theo dé chirmg minh c4c noi dung sau: Ddi véi hang
muc thiét bi CNTT

a) Bang liét ke chi tiét danh myc hang héa phit hop véi yéu cau vé pham vi
cung cip néu tai Mau sb 01A (webform trén Hé théng) —

Chuong IV — E- HSMT va yéu cau tai Chuong V. Yéu ciu k§ thuat — E-
HSMT.

b) Tai liéu ky thuét/ catalogue/ datasheet d6i véi cac thiét bi cua goi thau.

¢) Vén ban tuyén bb dap tmg ky thuét: Trong muc chi dn dap ung co6 ghi rd
ndi dung dap Gng thé hién trong tai lidu, catalogue/datasheet. .. (chi dAn dung
tén tai liu, catalogue/datasheet/, trang, muc,...)

d) C6 van ban cam két thiét bi mang chao thiu tuong thich véi hé thdng
mang, hé théng bao méat tuong Ira (firewall), hé théng may chu hién c¢6 tai Bénh
vién.

e) Vin ban cam két khi ban giao hang hoa phai cung cép: - Ban chinh hodc
béan sao y:

+ Gidy chimg nhan xuét xt (C/O) do co quan c6 thAm quyén ciia nude xuét
khau hodc nudc san xudt cip ddi véi cac thiét bi nhap khiu; Gidy chung nhan
xuét xudng hoic Phiéu xuat kho déi véi hang héa trong nuée.

+ Gidy chting nhan chit lwong (C/Q) clia nha san xuét tai Viét Nam cung
cap dbi véi cac thiét bj thudc gbi thiu.

Muc 2. Ban vé

E-HSMT nay gom c6 cdc ban vé trong danh muc sau ddy [truong hop
khong c6 ban vé kém theo thi phai ghi ¥ré “Khéng cé ban vé”|:



Danh muc ban vé

b 4 -~ ‘ A 2 ~ #: L 3
Bén vé so Tén ban vé Muc dich st dung

1 Hé Théng Mang M5 hinh hé théng mang

Hé thong két ndi 02 phong may chu cta

2 Hg thong may chu va Luu trit Bénh vién

Théng tin hé théng hién c6 ctia bénh vién

1. H¢ thong mang
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Muc 3. Kiém tra va thir nghi¢m
- Cdc kiém tra va thir nghiém can tién hanh gom co:

- Kiém tra viéc sao lwu dw phong di¥ liéu, mdy chi do, cdu hinh tdt cd thiét
bi mang, mdy chu, hé théng do héa, hé théng lwu trik trude khi trién khai cdc

thiét bi trong goi thau.

- Thiét bi twong lira trong goi thdu véi thiét bi trung tdm v cdc thiét bi
chuyén mach khdc dang két néi truc tiép va gidn tiép, Kiém tra tdt ca cdc tinh
ndng policy, IDS, IPS, ngdn chan nhiém doc, hé tro xdc thuc, VPN, quét ma
doc, loc Web/URL/Applications... cua thiét bi tuong hra (Firewall), kiém tra
tinh séin samg va kha ndng dw phong ciia twong lira, dam bao thiét bj twong lira

hoat dong 16t theo mé hinh mang ciia Bénh vién hién cé.

- Thiét bi mang trong géi thau véi thiét bi trung tdm va cdc thiét bi chuyén
mach khdc dang két néi truc tiép va gidan tiép, dam bao hoat dong 16t theo mé

hinh mang ciua Bénh vién hién co.

- Thiét bi may chi, thiét bi chuyén mach lwu triv trong goi thau két néi
thiét bi lueu trit, thiét bi chuyén mach lwu trit va cdc thiét bi chuyén mach khadc
dang két néi truc tiép va gidn tiép, dam bdo hoat dong 16t theo mé hinh mang
ctia Bénh vién hién cé va cé tinh dw phong khi trién khai.

- Kiém tra hoat déng cua {6t cd cdc mdy chii do dang hoat dong trong hé
tho"ng do héa cua bénh vién két néi, hoat dong 16t trén Thiét bi mdy chu, thiét bi
chuyén mach heu trix, Thiét bi mang, thiét bi twong hira trong goi.

- Khéng lam gidn doan va anh hwong cdc hé théng IT dang hoat déng.

- Céu hinh cdc thiét bi trong géi thau va cdc thiét bi dd cé san cua chu dau tu.

Danh muc AL Ponvi | Khoi | Ghi
a1 dich vu. Mo t dich vuic) tinh | lwong | chu
@ (2) 3) 4) &)
CAu hinh thiét bi dau tu méi
1 Thiét bi ghép véi thiét bi chuyén mach Céi |
chuyén mach | trung tim C9500-24X-E al
va két ndi véi cac thiét bi switch




Access c6 san cua chi dau tu
theo d€ xuat phuong an dugc
phé duyét

Cisco C4507

CAu hinh thiét bi chuyén mach
trung tdm c6 sin (C4507) cla

cht du tu véi phuong an phé

duyét

Cai

Cisco 3750

CAu hinh thiét bi chuyén mach
c6 san (C3750) cua chu dau tu
v&i phuong an phé duyét

Cai

Switch Access

CAu hinh thiét bi chuyén mach
Swtich Access c6 san
(C2960,C1000..) ctia chti dau tu
véi phuong an phé duyét

Cai

38

San Switch

CAu hinh va két ndi cap quang
cho ttr San Switch (IBM-2498-
B24) véi céac thiét bi Server va
San Storage cta chu dau tu voi
phuong an phé duyét

Cai

M4y Chii

CAu hinh may chu (Dell R750,
X3690) két ndi San Switch va
San Storage cua chii dau tu voi
phuong an phé duyét

Cai

San Storage

CAu hinh thiét bj luu trit (IBM
FS 5200, DS3524) két n6i San
Switch va Server cta chu dau
tu v&i phuong an phé duyét

Cai




