YEU CAU VE KY THUAT (Chuong V, E-HSMT)
1. Gi6i thiéu chung vé& dw 4n, géi thiu:
_ Chti dAu tu; Dai Phét thanh va Truyén hinh Thanh Phé H6 chi Minh
- Pia chi: $6 9 Nguyén Thi Minh Khai, phuong Sai Gon, TP. HO Chi Minh.
- Dién thoai: (028) 38.297714 Fax: (028) 39.103082
- Tén gbi thau: K02-25: Mua license, phan mém hd trg k§ thuat cic hé théng
cdng nghé thong tin
- Quy md dau tu: cung cép license, phan mém hd tro k§ thuat cac hé thong
cong nghé thong tin
- Vi tri 1ip dt : tai Pai Phat thanh va truyén hinh Thanh Phé H6 chi Minh
- Thoi gian thyc hién géi thau: nim 2025-2026
2. Muc tiéu cong viéc:
Nhim dam béo an toan, an ninh théng tin cho cac hé théng cong nghé thong
tin clia Dai.
3. Yéu chu k¥ thuét ciia géi thau:
a. Yéu ciu vé ky thuit chung :
- Hang héa phai hop 18 theo yéu cau tai E-CDNT 10.8 Bang dit liéu dAu thau.

- Hang hoa duge dong gdi theo ding tiéu chuin ctia nha san xuét, phi hop
v&i didu kién van chuyén dé dam bao khéng bi hu hong trong qué trinh vén chuyén.

- Hang hoa khi cung cép cho Chu dau tu phai co day dua catalog, tai liéu k¥
thuét chi tiét, huéng dan st dung ... theo tiéu chuén ctia nha san xudt, dam bao viéc
kiém tra, thir nghiém.

- Moi thiét bi khéng dat tiéu chudn dua vao trong hd so du thiu c6 the dan
dén loai bd hd so du thdu va nha thau phai chiu hoan toan trich nhiém ve viée
lam ctia minh.

b. Yéu chu k¥ thut cu thé

Yéu ciu vé k¥ thuat cu thé nhu tinh ning, thong %) k¥ thudt, cac ban vé,
catald, cac thong sb bao hanh... duge néu cho timg loai hang hoa dwge md ta
theo bang dwdi day. Trong E-HSDT, Nha thAu phii ndp mot Bang dé xuat
ky thuit thé hién chi tiét thong s6, tinh niing ky thuit dé cam két, chimg
minh hang hoa do nha thAu chao tuiin thi, dap tng tit ca cic yéu ciu ky
thuat nay: oy



Hang
muc
)

Tén dich vu lién quan

Théng s6 ky thuit va cac tiéu chuén

Pic tinh, théng so k¥
thuit, tieu chuian k¥
thuit cia hang hoa

Hang hoa

Ching thu sd (SSL) cho
hé thong web, mail
(thoi han 2 ndm)

Chimg thu s6 xé4c thuc t0 chirc va bao mat cho hé
théng cua doanh nghiép
Tén mién st dung: *.htv.com.vn
Tiéu chudn k§ thudt Chimg thu sb:
- Wildcard SSL ( 2 nam)
- M3 hoa dén 256 bits-Phuong thirc chimg
thuc: Chimg thuc doanh nghi¢p (OV)
- Ma4 hoéa cong khai ECC
- Quan ly chung thu s6 truc tiép thong qua
hé théng control panel
- Khong gioi han thay d6i tén mién sir dung
- Pdng b thoi han hét han cia ching thu
sO tai 1 thoi diém
- HOb trg tiy chon mé rong SANSs
- Khong gi6i han cap khoa (Keypair) cho
server st dung
- HO tro tAt ca subdomain level 1 cla
* htv.com.vn
- Hb trg clp phat lai, cAp mdi trong vong 5
— 10 phut sau khi xac thuc va kiém duyét
théng tin td chirc
- HO tro va khic phuc su cb trong vong 24h
- Mién phi cip phat lai ching chi trong sudt
thoi gian hiéu luc
- Tuong thich véi moi trinh duyét phd bién
- Khéng gi6i han sd lugng may chu cai dit

Ban quyén (license) phan
mém diét virus cho may
tram (thoi han 2 nam)

Ho tro céc tinh ning sau:

- Bao méat cho Web (Web Security)

- Dénh gid mc d6 uy tin ctia viéc download
tur cac trang web (Download Reputation)

- Kha nang loc dia chi web theo phan muc
dinh nghia sidn (Web Control / Category-
based URL Blocking)
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Quéan ly thiét bi cdm vao may tram
(Peripheral Control)

Kha nang ngan chin that thoat dit lidu (Data
Loss Prevention)

St dung cong nghé may hoc — Deep
learning, dé phan tich va phat hién ma doc
Kha ndang ngan chédn phi“m mém doc hai
(Anti-Malware File Scanning)

Biao vé theo thoi gian thuc (Live
Protection)

Kha nang phén tich hanh vi trudce khi thue
thi cia md doc (Pre-execution Behavior
Analysis)

Chéng xam nhép - HIPS (Host Intrusion
Prevention System)

Kha niing phét hién va ngin chin cac phan
mém khéng mong mudn Potentially
Unwanted Application (PUA) Blocking
Ngan chin cac hinh thic tin cong khai
thac, xdm nhép (Exploit Prevention)

C6 kha ning phan tich hanh vi cta Ung
dung dang hoat dong dé phat hién ma doc
(Runtime Behavior Analysis)

Str dung cdéng nghé Anti-Malware Scan
Interface (AMSI) dé phat hién ma ddc

Kha ning phét hién cac ludng dit lidu doc
hai (Malicious Traffic Detection (MTD))
Ngin chin virus md héa dit liéu anti-
ransomeware (CryptoGuard Ransomware
Protection)

Ngéan chan ma ddc xam nhap O cimg va
phin ving hé diéu hanh (Wipeguard)

Kha ning tu dong loai bd cac malware
(Automated Malware Removal)

Kha ddng bd tin hiéu an ninh thong tin gitta
may tram va thiét bi firewall gateway
(Synchronized Security Heartbeat)

Kha ning phén tich ngudn gdc ctia van dé
an ninh thong tin (Root Cause Analysis)
Giao dién quan ly dién toan dam may thong
qua nén tang web-base
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- Quan tri tap trung hé théng bao mat cho
may tram, may chu, va thiét bi di dong qua
hé théng ¢dm may (cloud central managed)

- Kha nang m¢ réng quan ly chung cac hé
théng bao mat trén mot giao dién Web,
gém: Email Gateway, Wireless, Firewall,
Device Encryption

- H3 tro dit mat khdu chong g& cai dait
(Tamper Protection)

- Kha nang tu dong df“mg bd v&i Microsoft
Active Directory (Automatic Active
Directory synchronization)

- Kha ning tuy dong wu tién cac bio dong cta
hé thdng (Automatically prioritized alerts)

- Phan quyén quan ly theo vai tro, clp béc
(Administration Roles): Super Admin,
Admin, help Desk, Read Only

- HOb trg API

- (6 thé tao chinh sach quan 1y riéng biét cho
timg wuser (Granular, per-user policy
management)

- Cung hang san xuét hodc twong thich véi
phin mém Sophos dang st dung hién tai.

- Thoi han st dung: 2 ndm

Bé::n quyAén (license) phejln _ HA trg hé didu hanh:

rneqm d}e::t ¥iTus ?ho mdy o Windows Server 2016, 2019, 2022

chii (thoi han 2 nam) o Linux: Amazon Linux, Amazon

Linux 2, CentOS 7/8, Debian 9, 10,
Oracle Linux 7/8, Red Hat
Enterprise Linux 7/8/9, SUSE 12/15,
Ubuntu 18/20.04/22.04 LTS

o Cloud Workload Flatform: AWS,
MS Azure, Google Cloud

- Bao mét cho Web (Web Security)

- Dénh gid mc dd uy tin cua viéc download
tir cac trang web (Download Reputation)

- Kha nang loc dia chi web theo phan muc
dinh nghia san (Web Control / Category-
based URL Blocking)

- Quan ly thiét bi cdm vao mday tram

(Peripheral/Device Control)
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Kha ndng quan ly cac img dung cai dt tai
may tram (Application Control)

Cho phép thiét 1ap danh sach ting dung tin
tudng trén may chu (Server Lockdown)
Kha ning ngan chan that thoat dit liéu (Data
Loss Prevention)

Sr dung cdng nghé may hoc — Deep
learning, dé phan tich va phat hién ma doc
Kha ning ngin chin phan mém doc hai
(Anti-Malware File Scanning)

Bao vé theo thoi gian thuc (Live
Protection)

Kha nang phén tich hanh vi trudce khi thue
thi cia mi ddc (Pre-execution Behavior
Analysis)

Chéng x4m nhap - HIPS (Host Intrusion
Prevention System)

Kha nang phat hién va ngan chin céac phan
mém khéng mong mudn (Potentially
Unwanted Application (PUA) Blocking)
Ngin chin cdc hinh thic tin cong khai
thac, xdm nhép (Exploit Prevention)

C6 kha nadng phén tich hanh vi cia ng
dung dang hoat dong dé phét hién ma doc
(Runtime Behavior Analysis)

Str dung cdéng nghé Anti-Malware Scan
Interface (AMSI) dé phat hién mi doc

Kha nang phat hién cac ludng dit liéu doc
hai (Malicious Traffic Detection (MTD))
Ngan chan virus ma hoa dit liéu anti-
ransomeware (CryptoGuard -Ransomware
File Protection) _

Ngan chan ma ddc xam nhép O clng va
phan ving hé diéu hanh (Wipeguard)

Kha ning tu dong loai bd cac malware
(Automated Malware Removal)

Kha ddng b tin hiéu an ninh thong tin gitta
may tram va thiét bi firewall gateway
(Synchronized Security Heartbeat)

Giam sat tinh toan ven cua tép tin trong hé
théng (File Integrity monitoring)

Kha nang phan tich ngudn gbc cta van dé

an ninh thong tin (Root Cause Analysis)
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Hé thdng quan ly nén tang ddm may

Giao dién quan ly dién toan dam méy thong
qua nén tang web-base

Quan tri tap trung hé théng bao méat cho
méy tram, may chil, va thiét bi di dong qua
hé théng ddm may (cloud central managed)
Kha ning mo& rong quan ly chung cac hé
théng bao mat trén mot giao dién Web,
g?)m: Email Gateway, Wireless, Firewall,
Device Encryption

HO trg dat méat khdu chéng g& cai dit
(Tamper Protection)

Kha ning tu déng déng bo véi Microsoft
Active Directory (Automatic Active
Directory synchronization)

Kha nang tu dong uu tién cac bao dong cua
hé théng (Automatically prlormzed alerts)
Phan quyén quan ly theo vai tro, cap béc
(Administration Roles): Super Admin,
Admin, help Desk, Read Only

HO trg API

C6 thé tao chinh sach quan ly riéng biét cho
tirng Server

Cung hang san xuét hodc twong thich véi
phﬁn mém Sophos dang str dung hién tai.
Thoi han st dung: 2 nam

Ban quyén phan mém va
hd trg hé thong tuong lia
Fortigate FG 800D hién
httu (thoi han 2 ndm)

Ban quyeén céc dich vu bao gdm:

Dich vu cép nhét co so dir liéu chbng Virus,
chéng tin cong xam nhap,

Dich vu chéng tin cng phan mém ddc hai
nang cao, phén tich ma doc trén dién toan
dam may

Dich vu nhan dién tng dung truy cap,
Dich vu loc dit liéu truy cap web,

Dich vu hd tro k¥ thuat dap ing SLA 24x7
ctia hing : ho trg thong qua web chat, qua
dién thoai, hodc tao ticket

Dich vu cép nhat, nang cap firmware, bao
hanh va thay thé phan cung

Cung hang san xudt hodc tuong thich véi hé
théng tudong lira Fortigate FG800D dang st
dung hién tai.

Thoi han str dung: 2 ndm
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Ban quyén (license) phan
mém Microsoft 365 ban
Basic  (Microsoft 365
Business Basic) (thoi han
2 nam)

Phién ban web va di dong clia Word,
Excel, PowerPoint, va Outlook

Chat, goi, hop truc tuyén 1én dén 300
nguoi tham gia

Dung lugng luu trit ddm may 1 TB cho
moi nguoi ding

Email doanh nghiép 50GB

Quan 1y lich hen khach hang

Bao mat tiéu chuan

HOb trg dién thoai va web bét ky luc nao
Dich vu dam may bao mat: Microsoft
Teams, OneDrive, SharePoint, Exchange
Thoi han st dung: 2 ndm

Gia han license cho hé
théng luu trit hién hitu
Nutanix NX-11755-G7:
Gia han ban quyén phin
mém (NCI Starter), theo
sb luong core (thoi han 2
nam)

HO tro céc tinh ning:

Hé diéu hanh Acropolis (AOS)
Hypervisor AHV (Acropolis Hypervisor)
Prism Element

Prism Central

Dich vu luu trlt phén tan

Nén dit liéu co ban (Basic Compression -
LZ4)

Chong trung lap dit liéu (Data
Deduplication - Inline)

Snapshots va Clones

Volume Groups for in-cluster VMs

Du phong duong dan dit liéu (Data Path
Redundancy)

Hé s6 dyu phong (Redundancy Factor -
RF2)

Kha ning phuc hdi cip node (Node-level
Availability Domains)

Phuc hoi tham hoa co ban (Basic Disaster
Recovery)

Thoi han st dung: 2 ndm

Ban quyén (license)
Symantec cho hé théng
lam tin iNews hién htiu
(thoi han 2 ndm)

Ho trg céc tinh nang sau:

Antivirus | Diét virus

Diét virus va ma ddc trén cac may tram va
may chu duoc cai dat SEP.

Phat hién va diét cac phén mém gian diép
trén may tinh.

bit lich quét ty dong mot ph’éﬁn hodc toan

bo trén cac may tram.



Firewall | Tuong [tra bao mat

- Trién khai céc rule, thong bdo tuong Ung
vGi cac hanh dong trén may tram.

- Phén tich va loc cac traffic ddc hai.

- Ngan chdn hodc cho phép céac két ndi qua
cac port, cac giao thirc mang.

Application and Device Controll | Kiém soét thiét
bi va ing dung

- Chin hodc cho phép cac tng dung co trén
may tram theo dudng din hoic file chay
cua ung dung.

- Chin hodc cho phép két ndi cac thiét bj
ngoai vi nhu USB, mdy in, chudt, ban
phim...

- Ghi lai log ctia cac lan két ndi va luu trit log
tai may chu SEPM.

Host Intrusion Prevention | Chéng tan coéng chi
dong

- Sir dung ngudn 12 céc dir liéu bao mét ma
ngudi dung trén toan cau chia sé dé dua ra
cac danh gia phan tich vé dbi tuong nghi
vén. Ttr d6 dua ra hanh dong trude khi doi
tuong c6 thé gy hai cho mdy tinh ctia ban.

- Ngin chin malware, md doc trudc khi
chang tin cong may tinh ctia ban.

Live Update | Cdp nhat tdp trung

- Cdc ban cdp nhat dir lidu vé cdc mau virus
méi ¢6 thé tiy chinh ché do cép nht.

- Céc may tram c6 thé cap nhat tryc tiép tir
internet 1a may chu cia Symantec.

- Hoic ¢6 thé duge cap nhat vé duy nhét may
cht quan trj tép trung SEPM. Cdc may tram
s€ cép nhét dir lidu tu mdy chu SEPM ma
khoéng can truy cdp ra internet. Giup tiét
kiém va giam biang thong internet cta toan
hé théng.

- Dit lich cdp nhat ty dong trén cac may
tram.

Report | Bdo cao
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- Bdo céo diy da va chi tiét vé tinh trang ctia
hé théng, van dé bao mat tai cdc may tram.

- Co ché tim kiém bao cdo cho mdt vai may
tram chi dinh.

- C6 thé dit lich dé xuét céc bao cdo tur dong
va gui email cho quan tri vién.

- Cung hing san xuét hoic tuong thich véi
phan mém Symantec dang st dung hién tai.

Thoi han str dung: 2 ndm

H3 trg nhiéu cong nghé bao vé chdng ma doc, mbi
de doa nhu:
- M4y hoc dd tin cdy cao (high-fidelity
machine learning)

- Phén tich hanh vi

- Ngin ngilra céc bién thé ma doc (variant
protection),

- Kiém tra d6 tin cdy cla miu (census
check),

- Kiém soat tmg dung,

- Ngan chan khai thac trong tai liu (exploit
prevention),

- Ransomware rollback

- Do ndi tiéng ciia cac web (web reputation),

- Kiém soat két ndi t61 C&C

- Chin that thoat dit liéu

- Kha nang ngin chin cac ransomware tinh
vi mi hoa file trén céc thiét bi dau cudi, ¢6
thé chin cac hanh vi ma hoa nguy hlem va
phuc hdi cac file da bi ma héa néu can thiét

- Cho phép nhén thong tin chia sé Ve hiém
hoa (threat intelligence) tir ngudn khéc
thong qua: TAXII va MISP

- Cho phép tuy bién dashboard pht hgp dua
trén vai tro quan tri khac nhau.

- HOb tro bao vé da nén tang nhu: Windows,
Linux, MAC OS.

Yéu cau vé tinh ning bao mat — phat hién moi de
doa

Ban quyén (license) phan
mém diét virus cho may
tinh Trung tdm dich vu
(thoi han 2 ndm)

- Tinh nang phat hién ma ddc str dung cong
nghé may hoc véi do tin cdy cao & ca hai
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murc dd trude thuc thi (pre-execution) va
thuce thi (runtime):

- Pre-Execution Machine Learning (cong
nghé hoc may & giai doan tién thuc thi)

- Runtime Machine Learning (cong nghé hoc
may ¢ giai doan thuec thi)

Tinh nang phén tich hanh vi, dung dé ngan chin
dang tan cong sau:

- St dung script khai thac
- Injection
- Ransomware
- Memory attacks
- Browser attacks
- Hb tro bao vé tng dung Al. Giai phap co
thé nhan dang duge cac Umg dung nghi ngo
hodc khong tin cdy ¢b géng thay d6i céc file
ctia ing dyng Al trén may tinh
- Tinh ning kiém tra do n01 tleng cua file
(File Reputation), do ndi tiéng cta web
(Web Reputation), bao v¢ phat hién cac
bién the ma doc mai. ..
Tinh ning ngin chin tan cdng khai thic (host
firewall, exploit protection):

- Host firewall
- Exploit protection

Kiém soat thiét bi ngoai vi — device control dua
trén nhidu tidu chi:
- Location awareness: theo vi tri cla may
tram
- Ap dung téi ting nguo’l dung, nhém nguoi
dung, c6 thé két ndi véi Active Directory
- Block autorun
- HOb trg ca mobile device, CD/DVD, Floppy
disk, network drives, USB storage devices,
thiét bi giao tiép hong ngoai, bluetooth
Chinh sach cho device control hd trg nhiéu action
nhu:

- Full access
- Modify
- Read and execute




- Read

- List device content only

- Block

- Tinh nang Update Agent: cho phép lua
chon mdt sb agent lam thanh phan cache
cac thong tin cép nhét nhu pattern, engine.
Céc agent chi can cdp nhét tir thanh phan
update agent nay gitup giam luu lugng cép
nhat truc tiép tir server

- Tinh néng kiém soat cac dit liéu

- Cung céap chinh sach kiém soat, ngan chan
thét thoét dit liéu quan trong truc tiép trén
cac nhém may tinh xach tay hodc timg may
tinh x4ch tay cu thé

- Cung cép kha ning kiém soat, ngin nglra
nguy co that thoat dit liéu quan trong tir cc
may tinh xach tay thong qua céc kénh
truyén: email client, web mail, SMB,
HTTP/HTTPs, tng dung IM, Ung dung
Peer-to-Peer, cloud storage. .

- Cho phép cAu hinh kiém soat nguy co thét
thoat dir liéu quan trong qua cac thiét bi
ngoai vi: CD/DVD, may in, USB..

Cho phép dinh nghia nhiing dir liéu quan trong
dua trén két hop nhiu thong s6:

- Biéu thic, cdu trac dit lidu. Vi du: 86 thé
tin dung...

- Thudc tinh cua file: loai file va kich thudc
tile

- Tu khoa (keyword)

- Cho phép dinh nghia, ap dung chinh sach
riéng biét cho thiét bi may tinh xéach tay o
Internal (tai van phong T6 chic) va
External (tai nha, khu vye khac)

- Cung cp san cac template sin c6 gilip T
chttc ¢6 thé nhanh chéng dép tmg tuan thu
voi cac bd nguyén tdc nhu: PCI/DSS,
HIPAA, GLBA ...

- Yéu ciu vé tinh nang va 40 bao vé trudc céac
hanh vi khai thac, tin céng

- HO tro nhanh chéng cac ban va 4o 16 héng

bao mét cho may tram.
Y



Ngén chin céc khai thac 16 hong zero-day
cho may tram trong mang hodc ngoai mang
clia t6 chirc

Cung cip cic ban va 4o nghiém trong cho
céc hé diéu hanh khéng con dugce hd trg boi
chinh hing théng qua céac rule bao vé boi
module host based IPS

Yéu cau vé tinh nang giam sat ing dung
Cho phép t chirc nang cao kha néng phong
tht chéng lai ma doc va cic cudce tan cong
cd chi dich (Advanced persistent threat-
APT) bang cach ngén chén cac ung dung
khong blet/khong mong mudn thue thi trén
may tram bang str dung chinh sach dong két
hop whitelist va blacklist

Ngan chin cac tac dong nguy hiém tir cac
ung dung khong mong mudn/khéng biét
thong qua kiém soét cac file thuc thi (dudng
dan file, ma hash...), danh muc céac Ung
dung trén endpoint, certificate cho ca
whitelist/allow list va blacklist/block list
Cho phép lockdown hé théng dé khoa
ngudi dung khéng cho phép thuc thi cac
Ung dyng moi.

Yéu cau vé tinh ndng didu tra va phan hdi
(XDR)

Nén tang XDR clng véi sensor chuyén
dung (native sensor). Ngoai endpoint, giai
phép con hd trg thu thép va tuong quan dir
lidu tir nhidu ngudn khéc nhau ching han
nhu email, server, network..

Ap dung AI va phén tich chuyen sau dé
phén tich cac dit liéu tir cac cam bién sensor
chuyén dung (native sensor) dé dua ra cac
canh bao dd tin cdy cao

H3 tro sin ASRM va Zero Trust trong cling
mot hé quan tri voi XDR

XDR agent c6 kha nidng klem tra cac
build/version ctia Windows téi thigu moi
10 phat, hodc ngay khi may tram Windows
thuc hién cap nhat

C6 kha ning phat hién cac mdi de doa bao
mét tdn tai trong hé théng. Pénh gia dua
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vao cac xu thé mbi de doa trén pham vi toan
cdu  (chang han nhu  OpenSSL
vulnerability, Samba Linux, Log4Shell
Linux/Windows/macOS). Danh gia rii ro

cloud mailbox, Panh gia rdi ro may tram,
mdy chu

- HO trg céc phén hoi gdbm co:

- Thém/bd ddi tuong nguy hiém vao/ra khéi
block list

- Thu thap file d&é diéu tra

- Isolate endpoint

- Chay custom script (powershell hodc shell)

- Remote shell

- Mo hinh phat hién phai két hop nhidu quy
tic va bd loc bing cach str dung céc k§
thuat nhu hoc may va xép chéng dit lidu,
M5 hinh phét hién c6 thé str dung mdt hodc
nhiéu bd loc dé phat hién céc hanh vi hodc
su kién dang ngd va giam canh bao sai
(false positive)

- Cung céap danh sach cac canh bdo tuong
quan chtra tat ca cac sy kién lién quan dén
bao mat dugc phat hién trong moi trudong
clia tb chirc.

- Danh séch céc canh béo cho td chirc c6 thé
diéu tra théng qua phan tich nguyén nhan
gbe ré va phan tich chuyén siu.

Hé quéan tri XDR cho phép t6 chirc lam glau thong
tin tinh bdo (custom intelligence) bang cach nhap
thong tin thu cong (import) hogc tw dong tir bén
thtt ba. Cac loai théng tin duge hd trg gom ¢

- Domain

- File (SHA-1, SHA-256, MD?5)

- File name

- IP address

- URL

- Command line

- User account

- Dinh ky quét va tim kiém cac déu higu xam
nhép (Indicator of Compromise)

H3 tro quét cac ddu hiéu xam nhép theo mau STIX

tir bén thtt ba. H tro ti thidu cc pattern sau



- File SHA-1, SHA-256, name-string
- Domain name

- URL

- IP Address (IPv4/Ipv6)

- Network traffic

- Process (command-line)

- User account (account name)

- Registry (key, value, type)

Hb tro tu dong phan hdi canh bao véi Playbook.
Nha quan tri c6 thé tu tao hodc sir dung tir mau
playbook sén c6 cua nha cung cip

Kha ning chia sé cac dbi tuong nghi ngd cho bén
thr ba toi thiéu gom co

- Palo Alto Panorama
- Fortigate NextGen Firewall
- CheckPoint Open Platform (OPSEC)

Hb tro tich hop XDR véi ing dung ctia bén thir
ba. T6i thieu gom co

- Microsoft Acitive Directory

- Microsoft Entra ID

- Q-Radar XDR hoéac Splunk XDR
- Elastic

- VirusTotal Public API

Thoi han st dung: 2 nam

Ban quyén (license) phan
mém GoodSync
Workstation Runner

(thoi han 2 nam)

Pdng bd hoéa va Sao luu tép tin:

- Poéng bd hoéa hai chidu (Two-Way
Synchronization): GoodSync Workstation
Runner c6 thé dong bd hoa cic tép tin va
thu muc gitra hai vi tri (vi du: gitta may tinh
va 6 dia ngoai, gifta hai thu muc trén clng
mot mdy, hodc glua mdy tinh va dich vu
dam may). Pidu nay dam bao rang ca hai vi
tri déu c6 phién ban tép tin m&i nhat.

- Sao luu mdt chidu (One-Way Backup):
Ngoai dbng bd hoa, nd cling hd tro sao luu
mot chleu tirc 1a sao chép tép tin tir mot vi
trf nguén sang mot vi tri dich dé tao ban sao

du phong.
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Tu dong hoa va Lap lich:

HO tro da dang cac vi tri luu trit:

Hiéu suat va T61 uu héa:

Phat hién va xu ly thay doi: GoodSync
Workstation Runner tu dong phat hién cac
thay ddi (thém mdi, sira doi, x6a) trong céc
tép tin va thu muc, sau do dp dung nhiing
thay dbi d6 vao vi tri con lai dé dam bao
tinh nhit quan.

Tu dong hda cac tac vu (Automated Tasks):
Cho phép ngudi dung thiét 1ap cac tic vu
sao luu va dong bd héa tu dong, khong can
su can thiép tht cong.

Lap lich (Scheduling): Nguoi dung c6 thé
1én lich cho céc tac vu chay dinh ky (vi du:
hang gio, hang ngay, hang tuan) hodc vao
nhitng thoi diém cy thé.

Ddng bd hoa theo thoi gian thuc (Real-
Time Synchronization): GoodSync c¢6 kha
ning dong bd hoa ngay lap tirc khi phat
hién c6 su thay ddi trong tép tin, ddm bao
dtt liéu ludn dugc cap nhat.

Chay nén (Unattended Service/Runner):
GoodSync Workstation Runner ¢6 thé chay
nhu mét dich vu nén, nghia 14 cac tic vu sao
luu va ddng bd hoa van tiép tuc hoat dong
ngay ca khi nguoi dung khoéng dang nhap
vao hé thdng. Piéu nay dic biét hitu ich cho
viéc sao luu may chu hodc céc tac vu quan
trong khac.

O dia cuc bo va mang ndi b: Ddng bd hoa
gira cac b dia cuc bo, d dfa USB, hoic céc
thu muc chia sé trén mang noi bo (LAN).
Dich vu dam may (Cloud Storage): Ho tro
tich hop v6i nhiéu dich vu luu trit ddm may
ph6 bién nhu Google Drive, Dropbox,
OneDrive, Amazon S3, Azure Blob
Storage, WebDAV, FTP, SFTP, v.v.

NAS (Network Attached Storage): Sao Iuu
va dong bd hoa vai cac thiét bi NAS.
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- Chuyén dbi dit ligu cap khbi (Block- -Level
Data Transfer) GoodSyne chi truyén tai
cac khdi dit liéu da thay dbi thay vi toan bd
tép tin, gitp giam dang ké thoi gian sao luu,
bang théng mang va yéu cau luu trit.

- Chuyen d6i song song (Parallel Threads):
Hb tro chay cac tac vy dong bo hoa trong
nhiéu ludng song song dé tang tbc do truyén
tép.

Kiém soat va Bio mat:

- Kiém tra tinh toan ven tép (File Integrity
Verification): C6 thé so sanh tép tin ba,ng
mi kiém tra MD35 hoic so sanh toan bo noi
dung tép dé dam bao viéc sao chép chinh
X4c.

- M4 héa (Encryption): Hd trg mé hoa dir
liéu (vi du: AES 256-bit) khi truyén va khi
dit liéu & trang thai "at rest" (duoc luu trit).

- Xu 1y xung dot tu dong (Automatic
Conflict Resolution): Tw dong giai quyét
cac xung dot khi c6 sy thay doi dong thoi
trén nhiéu vi tri.

- B0 loc tép (File Filters): Cho phép nguoi
dung loai trir hodc bao gbm cac tép tin va
thu muc cu thé khéi qué trinh dong bd hoéa
dua trén céac ti€u chi nhu tén, kich thudc,
hoiic thoi gian stra doi.

- Kiém soat phién ban (Versioning): Kha
ning gitt lai cac phién ban cii cta tép tin,
cho phép khoi phuc lai céc phién ban trude
d6 néu can.

Kha nang phuc hdi:

- Tu dong két ndi lai (Automatic Reconnect):
Tu dong két nbi lai v6i cac thu muc tir xa
néu két ndi bi mat trong qua trinh phan tich
hodc ddng b hoa.

- Ghi nhét ky (Logging): Ghi lai chi tiét cac
hoat dong, 16i va thay ddi trong qua trinh
dong bd hoa va sao luu dé nguoi ding co
thé theo dai va khéc phuc su cb.

- Thoi han st dung: 2 ndm

#
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Béan quyén phan mém mAy
cht FTP (thoi han 3 ndm)

H3 tro céc giao thic truyén tép:

FTP (File Transfer Protocol): Giao thirc
truyén tép tin co ban va phd bién nhét.
FTPS (FTP Secure): FTP qua SSL/TLS,
cung cdp ma héa dit liéu trong qué trinh
truyén tai dé bao mat thong tin. Dy 14 tinh
ning bao mat cbt 16i ctia Serv-U FTP
Server.

HTTP/HTTPS: Cho phép nguoi dung
truyén tép théng qua trinh duyét web, thuan
tién cho viéc truy cap tir moi noi ma khong
cln cai dat phan mém client riéng.

Truy cdp da nén tang va d& dang:

Giao dién web truc quan: Cung cép giao
dign web thén thién cho phép nguoi dung
xem, tai lén va tai xuong t€p tin mot cach
dé dang, ho tro kéo va tha (drag-and-drop).

Truy cép tu thiét bi di dong: Toi wu hoa
hiéu suét dé truy cép tir cac thiét bi di dong
nhu iPad, iPhone va Android.

HO tro tép 16n: Cho phép truyén tai cac t&p
tin ¢6 dung luong 16n (hon 3GB) va nhiéu
tép cung luc.

Tiép tuc truyén tai (Resumable Transfers):

Néu qua trinh truyen tai bi gian doan, ngu’o*l
dung c6 thé tiép tuc tir diém dimg thay vi
phai bét dau lai tir dau, dic biét hitu ich cho
cac tép lon.

Quan ly va kiém soat nguoi dung:

Quan ly ngudi dung va nhém: DE dang tao,
quan ly ngudoi ding va nhém vai cac quyén
truy cap riéng biét cho ting thu muc hodc
tep tin.

Kiém soat truy cép chi tiét (Granular
Control): Cung cap kha ning kiém soat chi
tiét vé bang théng, dung luong luu tri,
quyén va truy cip cho timg ngudi ding,
nhém hodc mién (domain).

Thu muc 4o (Virtual Folders): Cho phép
anh xa cac thu muc vat ly tur nhiéu vi trf
khac nhau thanh m6t thu muc 4o trén may

#




Bao mat:

Giam sat va ghi nhét ky:

Tu dong hoa su kién:

Dé dang quan tri va trién khai:

cht FTP, don gian héa cau tric thu muc
cho ngudi ding cubi.

Han muc va ty 18 truyén tai (Transfer Ratio
and Quotas): Dat gi6i han vé dung luong tai
[én/tai xuong hodc ty 18 truyén tai cho
ngudi ding dé quan ly tai nguyén.

Xé4c thue nguoi dung: Tich hop véi Active
Directory hodc LDAP dé don gian héa viée
x4c thuc va quan ly ngudi dung tap trung.

M4 héa SSL/TLS: Béo vé dir liéu trong qua
trinh truyén tai khoi bi nghe 1én, gid mao
hoéc ro ri.

Kiém soat IP: Cho phép chdn hodc cho
phép cac dia chi IP cu thé truy cap vao may
chu dé tang cudng bao mat.

Ngan chin tn cong Brute-Force: C6 thé
cAu hinh dé tu dong chin céac dia chi IP ¢6
hanh vi ding nhip dang ngd (vi du: sau
nhiéu l4n ddng nhap sai).

Kiém soat phién dong thoi (Concurrent
Session Limits): Gi6i han s luong phién
két ndi ddng thoi dé quan 1y tai nguyén va
ngan chian lam dung.

Ghi nhat ky may chu (Server Logs): Ghi lai
chi tiét cac hoat dong cua may chu FTP, bao
gom khoi _dong, cau hinh, tit may, céc
phién truyen tép va 18i @& d& dang khéc
phuc su cd va kiém tra.

Giam sat phién thoi gian thuc: Theo ddi cac
phién truyén tép dang hoat dong va xem
théng ké truyén tép theo thoi gian thue.

Tu dong héa hanh dong dua trén sy kién:
Cho phép céu hinh cic hanh dong tu dong
(vi du: gui email, chay chuong trinh, x6a
tép) khi cac su kién cu thé xdy ra trén may
chu (vi du: tép duoc tai 1én, 16i truyén tai).
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- Bang diéu khién quan ly tép trung: Quan ly
tat ca cac khia canh cia may chu FTP tur
mot giao dién quan ly dé sir dung.

- Hb tro da hé diéu hanh: C6 thé trién khai
trén ca hé diéu hanh Windows va Linux.

Thoi han st dung: 3 nam

DICH VU LIEN QUAN

Gia han license cho hé
théng luu trit hién hitu
Nutanix NX-1175S-G7:
Gia han dich vu bao hanh
cho appliance NX-1175S-
G7 (thoi han 2 nam)

Gia han dich vu bao hanh cho appliance NX-
1175S-G7 (dang st dung tai Dai).
Dich vu hd tro: 24/7.
Dich vu bao hanh trén ding gia han dich vu bao
hanh cho thiét bi dang hoat dong & Dai.
Chi tiét dich vu:
- Gia han dich vu bao hanh cho appliance
NX- 1175S-G7 (24/7 Production Level
Short Term Support Renewal for Nutanix
HCI appliance)
- Tinh néng: Dich vu hd trg phan cting bao
gbm:
o HO tro k¥ thuat 24*7*365 thong qua
dién thoai va web support
o Cung céap phin cing thay thé tai Dai
sau khi d& phan tich 15i
Cung cép k§ su hd trg thay thé phan cung tai
Dai sau khi phén tich 15i (néu c6 y8u cau hd tro

tir Pai)
Thoi han str dung: 2 ndm

Gia han bao hanh thiét bi
phdn  cimg firewall
Checkpoint 6400 hién hitu
(thoi han 2 nam )

- Dich vu support xtr ly su cd ky thuat 24x7
- Puoc bao hanh/ thay thé thiét bi khi hu
hong phan cung
- Cam két response time cho céc sy c6 k¥
thuat: trong vong 30 phut— 4 gi0 tuy theo
murc dd nghiém trong ctia su cO.
DPugc cip nhét cac ban hot fix, ban nang clp va
cac tinh nang moi nhét.

Thaoi han st dung: 2 nim

- Dbi véi cdec muc ¢6 yéu cau cung cap tai liéu k¥ thuat, truong hop tai licu

tham chiéu (Céc tai liu va tu liéu bd tro trong E-HSDT nhu Catalog, hd so, giéy
to, ban v&, s6 liéu...) dé chiing minh sy dap ung cac thong s6 k§ thuét ciia hang
héa du thau kém trong B-HSDT ¢6 thong s6 k¥ thuét khac véi thong s6 k¥ thuat



do nha thiu tuyén bd dap ting hodc tai liéu k¥ thuét duoc cong bé rong rai trén
dia chi tham chiéu c6 thé tai v& tir website chinh thitc cia nha san xudt, nha thau

phai cung cAp van ban x4c nhan clia nha san xuét kém theo E-HSDT.

3. Cac yéu cau khac

Céc yéu cau khéc vé k¥ thuat bao gom yéu cau vé vé dich vu lién quan nhu

lap dit, bao tri, bao hanh, dao tao, chuyén giao cong nghé... Trong E-HSDT,
Nha thau phai nop cac tai liéu dé cam két, chitng minh dap @ng tit ca cac
yéu cau khac veé ky thuit dwéi day.

TT

Cic tiéu chi ky thuat

Yéu cAu ky thut chi tiét

|

Yéu cau ve bao hanh, bao tri

Thoi gian bao hanh

- Thoi han bao hanh 1a 2 ndm d6i véi cac muc
1,2,3,4,5,6,7,8,9 trong phin A bang Tiéu
chuan danh gid vé k¥ thuat thudc chuong TII,
myc 1,2 trong phin B bang Tiéu chuin dénh
gia vé k¥ thuat thude chuong IIT ké tir ngay
nghi¢m thu dua vao sir dung hodic tir ngay hét
han ban quyen (license) hién hiru cua HTV
(néu sau ngay ky hop déng).

_ Théi han bao hanh 13 3 nam d6i véi muyc 10
trong phan A bang Tiéu chudn dénh gia vé k§
thuat thudc chuong I ké tir ngay nghiém thu
dua vao su dung hoac tlr ngay hét han ban
quyén (license) hién hiru cua HTV (néu sau

ngay ky hop dong).

Yéu cau vé bao hanh, bao tri

* Chinh sach bao hanh

- Bao hanh cho toan bd hang hoéa theo tiéu
chuan cta nha san xuat

- Cé4c hang hoa do Nha thau cung cép déu dugc
huong dich vy bao hanh mién phi: khéc phuc
cac 101 hé théng do hang héa hong héc, 16i cai
dat, cAu hinh; thuc hién kiém tra, hiéu chinh
céc hang hoa ctia hé thong trong thoi gian bao
hanh quy dinh.

- Thoi han thuc hién bao hanh duoc tinh ké tir
ngay ky bién ban nghiém thu dua vao st dung

hodc tir ngay hét han license hién hiru cla
HTV (néu sau ngay ky hop dong).

* Noi dung bdo hanh




- Khic phue céc 16i phan ciing va phan mém
cta hé thong.

- Thuc hién va 161, cdp nhit mién phi céc ban
v4 16i ctia phan mém hé thong.

- Trong cac truong hO’p can thiét trong qua
trinh van hanh, nha thiu cin ¢6 nhan su phoi
hop hudéng din van hanh ddi v6i hé thong tir
xa thong qua dién thoai, email, chat, cong cu
hd tro truc tuyén khac (ultraview, teamvier...).

- bbi véi “muc B dich vy lién quan” thude
bang Tiéu chudn danh gia vé k¥ thuat thude
chuong I1I, toan bd nhiing truong hop thiét bi
hong héc khi vén hanh s& dugc nha thau thay
thé trong thoi gian bao hanh va nha thau phai
hoan toan chiu trach nhiém chi tra cac chi phi.

- Pia didm thuc hién: Tai céc dia diém trién
khai 18p dat, cai dat hang héa ctia chi dau tu.

- Nha thau cung cép dudng déy nong hd tro k§
thuat 24/7, cam két c6 hd tro k§ thuat truc
tuyén (online) hodc hd tro k¥ thuét truc tiép tai
dia didm 1&p dit thiét bi trong thoi gian 48 gio
ké tir khi nhan duge phat sinh yéu cau hd tro
tir ngudi s dung. Pbi véi cac hu hong; cac 16i
khong thé khic phuc va giai quyét tai chd: Nha
thau phai co thong bao ké hoach giai quyét/
stra chita cho chii ddu tu, dong thoi ¢6  phuong
4n/ thiét bi twong duong cho chu dau tu st
dung trong thoi gian giai quyet/ sta chira.
Toan bd chi phi khéc phuc, gial quyét, stra
chita do Nha thau chi tra.

II

Yéu chu vé thoi gian thuc
hién géi thiu (hao gom cung
cdp hang héa va nghiém thu),
trong do

<110 ngay

Thoi gian cung cép hang héa

<40 ngay

111

Yéu ciu vé két qua thye hién
hop dong ciia nha thiu theo
quy dinh tai Pidu 19 va Diéu 20
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ctia Nghi dinh so 214/2025/ND-
CcP

Uy tin cia nha thau trong viée | Nha thau khong vi pham céc diéu sau day:

tham dy thau, bao gom théng | 5y Nha thau khong tién hanh hodc tir chdi déi
tin v& cdc hanh vi vi pl}am chiéu tai lidu hodc da dbi chiéu tai lidu nhung
trong qud trinh tham dy thu | tir chdi hodic khong ky bién ban ddi chiéu tai
lidu trong thoi gian ¢d hiéu lyc cua hd so du
thiu, hd so dé xuét khi dugc moi dbi chiéu tai
lidu;

b) Nha thau khong tién hanh hogc tir ch01
thuwong thao hop dong (néu c6) hodc di tién
hanh nhung tir chéi hodc khong ky két bién
ban thuong thao hop dong trong thoi gian ¢o6
hidu luc cta hd so du thu, hd so dé xuét khi
dugc moi vao thuong thao hop dong, trix
truong hop quy dinh tai khoan 7 Diéu 45 cla
Nghi dinh s6 214/2025/ND-CP;

c) Nha thau dugce lua chon tring thiu nhung
khéng tién hanh hodc tir chéi tién hanh hoan
thién hop dong, thoa thudn khung hodc khong
ky két hop dong, thoa thudn khung, trur truong
hop quy dinh tai khoan 4 Piéu 34 ctia Nghi
dinh s6 214/2025/NDB-CP;

d) Nha thau da ky thoéa thuan khung nhung
khong tién hanh hodc tir chdi hoan thién hop
ddng hodc khong ky két hop dong.

d) Nha thau rat hd so du thdu, hd so dé xut
sau thoi diém dong thau va trong thoi gian co
hiéu luc cta ho so du thau, ho so dé xuat;

e) Nha thau khong nop ban goc bao dam du
thau theo yéu cau cla cht dau tu hodc khéng
nop tlen mit, séc bao chi, thu bao lanh dy thau
hoiic gidy ching nhan bao hiém bao ldnh theo
quy dinh cua phap luat vé dau thau;

g) Nha thau khong thyc hién bién phéap bao
dam thuc hién hgp dong;

h) Nha thau tir chbi hoic khéng xdc nhén vé
viéc chap thudn dugc trao horp dong trong thoi
gian t6i da 03 ngay lam viéc ké tir ngay chu
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dAu tu moi nha thiu xac nhan vé viéc chép
thuan dugc trao hop ddng trén Hé théng mang
d4u thdu qubc gia hodc da trang thau nhung
khéng thyc hién theo cam ket trong don duy
thau ddi véi chao gia truc tuyén rit gon;

i) Nha thau khong b tri dugc nhan su chu
chét, thiét bi thi cong chu yeu dé thuc hién goi
thiu xay lap, PC, phan xay lap trong goi thiu
EC theo cam két trong don duy thau dbi véi d4u
thiu trong nuéc.

* Trong E-HSDT, Nha thau phdi cam két cde
ndi dung trén, truong hop cam két thiéu noi
dung, nha thau cé tréch nhiém lam rd theo ) yéu
cau ciia Chii dau tw. Truong hop, Chu dau tu
tra cuu trén Hé thong mang dau thau quéc gia
cho thdy nha thau c6 vi pham cde quy dinh trén
thi nha thau sé b logi.

Nha thiu khéng vi pham cac didu sau day:

- Khéng co6 hop ddng tuong tu chim tién do
do 13i nha thau, bé d& hop dong tuong ty do
18i ctia nha thiu.

- Vi pham hop ddng, bi chim dirt hop dong do
Két qua thuc hién hop dong |15i ciia nha thau.

cia nha thau thong qua viéc
thuc hién cdc hgp dong twong
tu trude do trong thoi gian 03
nim gan day tinh dén thoi | * Trong E-HSDT, Nha thau phdi cam két céc
diém déng thau. néi dung trén, trong hop cam két thiéu ngi
dung, nha théu c6 trdch nhiém lam rd theo yéu
céu ciia Chii déu tw. Truong hop, Chi dau tw
tra cieu trén Hé thong mang ddu thau qubc gia
cho thdy nha thau cé vi pham cdc quy dinh
trén thi nha thau sé bj logi.

- Cung cép hang héa, dich vu khong dat yéu
cdu chét luong theo hop dong.

&



3.2. Yéu ciu vé bao hanh
Thoi gian bao hanh:
- Bao hanh hang héa: Thoi han bao hanh la 2 nam dbi v6i cac muc 1, 2, 3,
4,5,6,7,8,9 trong phan A bang Tiéu chuan yéu cau ky thuat chuong III, myc
1,2 trong phan B bang Tiéu chuén yéu cau k§ thudt chuong I1I ké tir ngay nghiém

thu dua vao st dung hodc tir ngay hét han ban quyén (license) hién hitu cia HTV
(néu sau ngay ky hop dong).

- Thoi han bao hanh la 3 nam d6i v6i muc 10 trong phan A bang Tiéu
chuén yéu cau k§ thuat chuong II ké tir ngay nghiém thu dua vao st dung dung
hoic tir ngay hét han ban quyén (license) hién hitu cia HTV (néu sau ngay ky

hop dong).
- Trong thoi han bao hanh phai bao dam khoi phuc may trong vong 72 gio
tur khi cd su co xay ra

- Khuyén khich ting thoi gian bao hanh.
4. Ban vé : khong ap dung.
5. Kiém tra va thir nghiém:

Cht du tu s& kiém tra khi nhan hang. Trudng hop hang hoa khdng ding noi
dung, chét luong theo hop dong, chii dAu tu co quyén tir chdi nhan hang.



