Chuwong V. YEU CAU VE KY THUAT

Muc 1. Yéu ciu vé ky thuat

1.1. Gi6i thiéu chung vé dw 4n/dy toin mua sim, g6i thau

- Tén gbi thau: Néng cép Hé théng may chu phin mém Bén xe dién tir va két ndi
luu trit dy phong cho hé thong AL

- Tén dy todn: Nang cip Hé théng méy chi phin mém Bén xe dién tir va két ndi
Iy trit dy phong cho hé thong A1

- Chui dau tw: Cong ty TNIHH Mat thanh vién Bén xe Mién Déng.

- Nguén vén: Tir Quy Khoa hoc c¢éng nghé Céng ty nim 2025.

- Hinh thtrc Iya chon nha thiu: P4u thiu rong rdi, qua mang, trong nude.

- Phuong thire lyra chon nha thau: Mot giai doan, mdt i hd so.

- Loai hop ddng: Tron goi.

- Thoi gian thue hién géi thdu: 60 ngay.

- Thoi gian thuc hién hop ddng: 60 ngay.

- Thoi gian bat ddu td chirc lwa chon nha thau: Quy IV nam 2025.

- Pia diém thyc hién: Cong ty TNHII Mot thanh vién Bén xe Mién Dong, dia chi:
292 Pinh Bo Linh, Phuong Binh Thanh, Tp. H6 Chi Minh.

- Tém tit cong viéc chinh ctia goi thdu: Nang cip Hé théng may chti phdn mém
Bén xe dién tir va két n6i luu trir dy phong cho hé théng AL

1.2. Yéu cau vé ky thuat

1.2.1. Cac chi tiéu ky thuat ap dung trong trién khai lip dit, cai dit, kiém tra
va hi¢u chinh thiét bi

+ TCVN 8235:2009: Tuong thich dién tir (EMC) - Thiét bi mang vién thong -
Yéu ciu vé tuong thich dién tu.

+ TCVN 10295:2014; ISO/IEC 27005:2011 Coéng nghé thdng tin — Céc an toan -
Quaén ly rui ro an toan thong tin.

+ TCVN 9250:2012 — Cong nghé thong tin — Trung tdm dit liéu — Thiét ké va x4y
dung.

+ TCVN 9801-2:2015 Cdng ngh¢ thong tin — Céc k¥ thuit an toan — an toan mang
- Phin 2: Hudng dan thiét k& va trién khai an toan mang.

+ TCVN 10906-1:2015 Giao thirc Internet phién ban 6 (IPv6) — Sy phu hop cla
giao thuec.

+ Tiéu chudn qudc té ISO 27001:2013 vé Hé théng Quan Iy An ninh Théng tin
(ISMS).

+ TCVN ISO/IEC 27002:2011 Cong nghé thong tin-Cac ky thudt an toan- Quy tic
thuc hanh Qudn ly an toan thong tin.

+ TCVN 3890:2009 vé phuong tién phong chiy va chita chay cho nha va cong
trinh - trang bi, b tri, kiém tra va bao dudng.



+ TCVN ISO/IEC 27002:2011: Coéng nghé thong tin - Cac k¥ thudt an toan - Quy
tic thye hanh Quén 1y an toan thong tin.

+ TCVN 8665:2011: Soi quang ding cho mang vién théng - Yéu cau ky thuét
chung.

+ TCVN ISO/IEC 27002:2011: Cong nghé thong tin - Cac k¥ thuét an toan - Quy
tic thyc hanh Quén Iy an toan thong tin.

+ TCVN 11930:2017/BTTTT Cong ngh¢ thong tin — Céac ky thuét an toan — Yéu
cdu co ban vé an toan thong tin theo cép do.

+TCVN 5639-1991 - Nghiém thu thiét b da lép xong - Nguyén téc co ban.

+ QCVN 32:2011/BTTTT: Quy chuin k¥ thuit quc gia vé& phong chéng chay nd
cho Datacenter

+ QCVN 33:2011/BTTTT: uy chuédn k§y thuat v& an toan dién trong Datacenter

+ TCVN ISO/IEC 27001:2019: Tiéu chuin ISO/IEC 27001 vé quan ly an toan
thong tin.

+ Céc tiéu chuén, quy chudn khéc c6 lién quan.

1.2.2. Céu hinh chi tiét thiét bi va trién khai
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CAu hinh:

— Cbng ké~t ndi (Port Interface): 24 cong, giao dién
RJ45, ho trg toc do 10/100/1000 Mbps.

— Cong két néi uplink: Thiét bi c6 khe cém cho
module mang (Network Module) ¢6 the thay thé,
khong phai dang cong uplink c6 dinh (fixed
uplink).

— Trang bi san module: 4x10G SFP/SFP+ (di kém
transceiver).

- N,gu@)n dién (Power Supply): Tf}iét bi hé) trg 2 khe
cam nguon dang module, c6 the thay thé nong
(hot-swappable) dé dam bao du phong.

1| Thiét bi chuyén mach 24 port | _ pj kem: 01 module ngudn cong suit 125W AC.

— B nhd: 4 GB DRAM; 4 GB Flash.

— Vi xit ly: Kién triic CPU x86 dé dam bao khé ning
xu ly cdc tac vu nang cao.
Hi€u ning & Kha ning mé rong (Performance
& Scalability):

— Ning luc chuyén mach: 128 Gbps.

— Ning luc chuyén géi tin: 95 Mpps.

— Cong nghé xép chdng (Stacking):

+ HO tro cong nghé xép chong vt 1y chuyén dung,
cho phép ket noi toi thicu 8 thiet bi thanh mdt khoi
logic duy nhét, quén tri trén mat dia chi IP.
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+ Tong bang thong cho két ndi xép chdng phai dat
chinh xéac 160 Gbps.

+ Cung cép d’éy du module va cap xép chdng chuyén
dung (dai toi thieu 50cm) dé két noi cac thiét bi.

Tinh ning phin mém & Quan tri (Software &
Management):

— Bao mét nang cao:

+ Tich hop chip phin cting chdng hang gia, hd tro
khoi dong an toan (Secure Boot) va ky s cho hé
diéu hanh.

+ Co6 kha ndng phan tich luu lvgng dd ma hoa
(Encrypted Traffic Analytics - ETA) tryc ti€p trén
phan ctng ma khong cén license bo sung va khong
anh hudng dén hiéu ning thiét bi.

— Quan tri va Ty dong hoa:

+ HO trg c4c giao thire quan Iy va ty dong héa hién
dai nhu NETCONF, RESTCONF.

+ Cung cp ddy du cac tinh ning Layer 2 (VLAN,
Spanning Tree,...) va Layer 3 ( Pinh tuyén tinh,
RIP, OSPF Stub).

— Phan tich luu lwgng: Hb trg tinh néng Flexible
NetFlow (FNF) trén phan clng d€ giam sat va
phén tich ludng dit liéu chi tiét.

Ban quyén va Hj tro ki thudt:

— Bén quyén phin mém: Pi kém gbi ban quyén phén
meém cho phép str dung céc tinh ndng néng cao,
cdp nhit phién ban va nhin céc ban va 16i trong
vong 36 thang

— HO tro k¥ thuat: Goi hd tro k¥ thuat chinh hang tir
nha san xuat trong 12 thang

May chu

Tong quan & Kiéu ding (General & Form
Factor):

— Kiéu dang: May chii dang rack (Rackmount
Server), kich thudc 2U.
B¢ xir ly (Processor):

— 86 lugng CPU hd trg: Gén sin 02 bd xir Iy (CPU)
vét ly trén cing mgt bo mach chu.

— Loai CPU: dong CPU cho may chi ~thé hé thir 4
(4th Generation Scalable) trd 1€n, ho tro céc tap
1énh cho 40 hoa va AI/ML.

— Chu hinh CPU: Intel Xeon Gold 54168 2G,
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16C/32T, 16GT/s, 30M Cache, Turbo, HT (150W)
DDR5-4400

B0 nhé trong (Memory):

— Loai bd nhé: HO tro bd nhé DDRS ECC
Registered DIMM (RDIMM).

— Dung lugng va tc do bd nhé RAM: Dung lugng
256GB, toc do S600MT/s

— Kha ning mé rong: C6 16 khe cim RAM.

— HO tro nang cép tbi da: dén 1 TB RAM.
Luu trir (Storage):

— Khoang 6 dia: C6 san 08 khoang & cting 2.5 ¢6 kha
nang thay thé nong (hot-pluggable).

— O cling chtra dit liéu:

+ L’oai b cing: SAS/SATA Erlterprise SS]?/HDD,
toc do quay 10,000 RPM, ho trg thay the nong.

+ Céu hinh sn: 02 6, m&i 4 dung luong 900GB.

— Card diéu khién RAID (Data):

+ Card RAID phén cting chuyén dung, giao tiép qua

khe cim PCle, khong phai dang onboard/software
RAID.

+ B0 nhd dém (Cache) 8GB NV (Non-Volatile).
+ HO tro cac cip do RAID: 0, 1, 5, 6, 10, 50, 60.
— Thiét bj khoi dong HDH:

+ HO0 tro trang bi module phén cimg chuyén dung

cho viée khéi dong, hd tro 2 khe cim M.2 NVMe
SSD.

+ Module nay phai hd trg RAID 1 phén cting va céc
0 M.2 phai c6 khé néng thay thé nong tir phia sau
mdy chi ma khong lam énh hudng dén cac khoang
0 dia chinh phia trudc.

Két néi mang (Networking):

— Khe c¢im card mang: ¢6 khe cim mang dang OCP

NIC 3.0 mezzanine chuyén dung, cho phép lap dit

card mang ma khong chiém dung cac khe cam

PClIe tiéu chuan.

— Card mang di keém:

+ Card mang phai twong thich véi khe cim OCP 3.0.

+ Téi thiéu 2 cdng quang, hd tro te dd 10/25GbE
SFP28.

— Card két ndi luu trit SAN (HBA):
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+ Trang bi card HBA (Host Bus Adapter) giao tiép
Fibre Channel (FC) chuyén dung, lap qua khe cam
PCle.

+ Card c6 2 cong (dual-port).

+ HO tro toe d6 32Gbps trén mdi cong.

+ Pi kém day di module quang (transceivers) 32Gb
FC SWL (Short Wavelength).

Quén tri & Bao mat (Management & Security):

— Quan tri tir xa:

+ C6 cong quan tri mang chuyén dung (dedicated
management port).

+ Tich hop sén trinh diu khién quan trj tir xa (out-
of-band management) cho phép diéu khien KVM
(ban phim, chudt, man hinh), gén file ISO tir xa
qua giao dién HTMLS5 ma khong phu thudc vao hé
diéu hanh.

+ Cung cép cong cu gidm sat va phan tich hi¢u nang
dua trén nén tdng ddm may cung héang (Cloud-
based Analytics), ¢6 kha nidng canh bao sdm cac
rii ro.

— Bdo mat:

+ Firmware may chu phai duoc ky sd va ¢6 co ché
phuc hoi ty dong (automatic recovery).

+ Tich hop gde tin cdy phan cing (Silicon Root of
Trust).

+ C6 tinh ning khoa c4u hinh hé thdng (System
Lockdown) d€ ngén chén cac thay doi trai phép.
Ngudn va Tén nhiét (Power & Cooling):

— Ngudn dién:

+ Trang bi 2 bd ngudn c6 kha ning thay ’Ehé néng
(hot-swappable), hoat ddng theo co ché dy phong
(1+1).

+ Hiéu suefzt b€)~ngu61:1 dat chuin Titanium (96%),
cong suat moi nguon 800W.

— Tan nhiét: Hé théng quat tan nhiét phai hd tro thay
thé néng.

Bio hanh & Hb tro:

— G6i dich vu: Bao hanh thiét bi trong 36 thang theo

tiéu chuan nha san xuat.

Thiét bj luu trit SAN

Kién tric hé thong (System Architecture):
— Kién tric diéu khién: c6 kién tric 2 bp didu khién
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(Dual Controller), hoat dong dong thoi theo co ché
Chu dong/Chu dong (Active/Active) dé toi uu higu
nang va dam bao khong c6 diém chét don (no
single point of failure).

— Giao thirc }15 trg: dang luu trit hop nhit (Unified
Storage), ho trg dong thoi trén ciing mdt nén tang:

+ Giao thtre khbi (Block): Fibre Channel (FC),
iSCSI.

+ Giao thtte tép (File): NFS, SMB/CIFS (khong cin
NAS Gateway)

— Téi wu héa dit lidu:

+ HO tro cong nghé ty dong phan ting dir ligu
(Automated Tiering), cho phép h¢ thong tu dong
di chuyén céc khoi dir liéu "nong" (truy cép
thudng xuyén) 1én tang SSD va dir liéu "lanh"
xuong ting HDD.

+ Hb trg st dung 6 SSD 1am bo dém doc mé rong
(Read Cache) cho toan hé thong.
Cau hinh phin cirng (Hardware
Configuration):

— Khung may chinh (DPE):

+ Kich thudce: 2U, hd trg tdi thiéu 24 khoang b dia
2.5-inch (SFF).

+ Tich hop sén 2 bo diéu khién (controllers).

— Bo xir ly & Bo nhd: Mdi bo diéu khién (controller)

duggc trang bi 01 CPU 6 nhan va 48 GB RAM.

Tong bd nhd hé thong: 96 GB.

= Nguén dién: Trang bi 2 bd ngudn c6 kha ning thay

thé nong (hot-swappable), hoat dong theo co ché

du phong (1+1).

Céu hinh luu triv (Storage Configuration):

— O dia hé théng: Hé théng st dung 4 6 SSD dau

tién cho muc dich chira h¢ diél;l hanh va dit liéu hé

thong, dugc cau hinh RAID dé dam bao an toan.

— Céu hinh 6 dia (Trang bi sin):

+ Téng hiéu nang cao (SSD): 04 6 SSD Enterprise,
dung lugng moi 6 400GB.

+ Tang dung lugng (HDD): T thiéu 18 6 SAS
Enterprise, toc do 10,000 RPM, dung lugng moi 6
1.8TB.

Két ndi may chii (Host Connectivity):
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— Két n6i iSCSI: C6 4 cong 10GbE (hd trg ca
Optical/SFP+ va Twinax) dé két noi may chu qua
giao thirc iSCSI.

— Két ndi Fibre Channel:

+ C6 8 cbng Fibre Channel (FC).

+ Tbe do mdi cong phai dat 32Gbps.

+ Cung cdp ddy du module quang (transceivers)
32Gb FC SWL di kem.

Tinh ning phin mém & Quén tri (Software &
Management):

— Cac tinh ndng co ban: Gidy phép phan mém di kém
bao gom day du va khong gidi han céc tinh ning
sau:

+ Cép phat méng (Thin Provisioning).

+ Chéng tring ldp va nén dir lidu (Deduplication &
Compression).

+ Tao ban chyp nhanh (Snapshots) va ban sao
(Clones).

+ Sao chép/ddng bd dit lidu bat ddng bd qua IP
(Native Asynchronous IP Replication).

— Quaén tri:

+ Giao dién quan tri dua trén nén tang HTMLS5,
khong yéu cdu cai dit Java hay Flash.

+ Cung cép cdng cu gidm sat va phén tich hiu nang
dua trén nén tdng ddm may cung hang (Cloud-
based Analytics), cd kha ndng canh bdo sém céc
rdi ro.

— Tich hgp ao héa: Hb trg ddy du cac API clia
VMware nhu VAAI (vStorage APIs for Array
Integration) va VASA (vSphere APIs for Storage
Awareness).

Bio hanh & Hb tro:

— Goi dich vu: Bao hanh thiét bi trong 36 thang theo
tiéu chuan nha san xuat.

1) 64 x Windows Server 2025 Standard - 2 Core

— Loai gidy phép: Ban quyén hé diéu hanh may cha
phién ban mai nhat.

4 | Phan mém hé didu hanh — Thoi han ban quyén: vinh vién.

— Phuong thirc cdp phép: cAp phép theo sé nhan vt
ly cia méy chti (Per Core model).

— Yéu ciu cép phép Core: Gidy phép phai bao gdm
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du s0 lwgng core licenses dé kich hoat cho toan bd
sO nhén vit Iy cua ca 2 mdy chu vt ly.

— Dong thoi, cap phép thém dii s6 lugng core dé hd
trg quyén chay toi thi€u 8 may ao Windows Server
trén nén tang ao héa Hyper-V ctia 2 may chu tuong
ung cua dy an.

2) Windows Server 2025 - 1 User CAL

— Yéu cau cép phép truy cap: Cung cip 05 gidy phép
truy cép ngudi dung (User CALS).

— Dich vu hd trg: 12 thang,

Phan mém sao luu

Phién ban & Gaéi tinh ning:

— Phién ban Advanced ctia nén tang bao vé dit liéu
(Data Platform).

— Gidy phép bao gdm céc tinh ning cta goi
Enterprise Plus.

Nén ting hd tro:

— HO trg ddy du cho méi truong 4o hda Microsoft
Hyper-V ciing nhu cac nén tang khac nhr VMware
vSphere, Nutanix AHV va cac mdy chu vét ly.

— Phuong thire cdp phép: Cip phép theo dang
Universal License (VUL), linh hoat cho nhiéu loai
workload khac nhau.

— 86 lugng & Thoi han:

+ Cung cép gbi: 10 don vi (10 may 4o).

+ Thoi han ban quyén va hd tro k§ thuét: 01 nam.
Tinh ning:

— Phuyc hdi tue thoi (Instant VM Recovery)

— Tich hop luu trit (Storage Integration)

— Bao mat nang cao (Quét malware, Immutable
Backups)

— Giam sat & Béo céo chuyén séu
HO6 tro ky thuit:

— G6i hd trg k¥ thuat 24x7 tir chinh hing thoi gian
12 thang

Déay nhay

— Loai ddy: UTP Caté.
— Chiéu dai day: 05 mét.
— Hai déu: RJ45 duc dic.

Thiét bi UPS

— Cong suat: 5000VA/4500W

— Chu trac ldp dat: 1ap td rack (gdm rail kit) hodc cdy
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ding (tower)

— Cong nghé: online

— Dién 4p vao: 230V (chdp nhan 100-275V half load
va 160-275V full load)

— Dién ap ra: 220/230/240V

— Tén sb: 50/60Hz (chip nhén diu vio 40-70Hz auto
selecting)

— Bao gf“)m man hinh LCD (hién thi dién ap, tan sb,
dong nap, dién ap dc quy, cong sudt tai, thoi gian
luu dién.. ) dén backlight chi thi trang thai theo
mau sic, cong két ndi Serial, USB, EPO, card
mang c6 cong gidm sat moi truong

— Thoi gian luu dién (typical): 4 phat diy tai va >11
phut nira tai

— Ché dd van hanh tiét kiém ECO/Green mode

— Hiéu suét: 94% online mode/98% ECO mode

— O cim ngudn ra: (6) IEC320 C13, (4) IEC320 C19

— Chimng nhén CE

Thiét bi tuong lira

— Thong lwvgng twong Itra: 30,000 Mbps

— Thong lugng IMIX: 16,500 Mbps

— Do tré Firewall Latency (64-byte UDP): 6 us

— Thong lugng IPS: 6,000 Mbps

— Thong lugng Threat Protection: 1,250 Mbps

— Thong lugng NGFW: 5,200 Mbps

- S6 luong két ndi dé“)ng thoi: 6,500,000

— S6 lugng két ndi méi/gidy: 134,7

— Thong lugng [Psec VPN: 17,000 Mbps

— S6 lwong tunnel dong thoi IPsec VPN: 5,000 Mbps

— S6 luong tunnel dong thoi SSL VPN: 2,500 Mbps

— Thong lugng Xstream SSL/TLS Inspection: 1,100
Mbps

— S6 lugng két ndi dong thoi Xstream SSL/TLS:
18,432

— Tich hop 6 cting SSD: Integrated min. 120 GB
SATA-III SSD

— S6 lwong cdng giao tiép mang tich hop sin:
+ 8 x GbE copper
+ 2 x SFP fiber*
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— S6 luong khe Flexi Port ¢6 thé mé rong: 1

— 86 lugng t6i da cac cong két ndi hd trg (bao gdm
modules): 18

— Str dung kién tracDual-Processor (CPU véi NPU):
x86 AMD CPU/8 GB DDR4 Marvell NPU/4 GB
DDR4

— Ngudn dién cung chp:

+ Internal auto-ranging DC

+ 100-240VAC, 3-6A@50-60 Hz
+ External Redundant PSU Option

— Pat cac chimg nhan san phiam: CB, CE, UKCA,
UL, FCC, ISED, VCCI, KC, RCM, CCC

— Bao hanh: 12 thang theo tiéu chuin Hang san xudt.

Ban quyén phan mém cho
thiét bi twong Iira

Chirc nang:
Network Protection:

— Cung cép kién tric Xstream ning cao hiéu suét bao
vé€ va phat hién. Xstream TLS Inspection (TLS
1.3), Xstream DPI engine, Xstream Network Flow
FastPath

— Thiét bi c6 kha ning thiét 1ap céc chinh sach theo
nguoi dung, thoi gian, 16p mang
(User/Group/Time/Network)

— Tich hop hé théng chdng xa4m nhép thé hé moi
(IPS) theo miu ddy hi¢u (partterns), hé théng
phong chéng cic méi de doa nang cao (ATP); danh
gia mtrc d nguy hai cia nguoi dung (User Threat
Quotient)

— Thiét bj c6 kha niing chéng tin céng Do$, Port
Scan, Ngdn chédn theo ving dia ly

— Cbng nghé ddng bd bao mat gitia Firewall va
Endpoint (Security Heartbeat) dé tu dong phong
chong cac moi de doa nang cao theo Host, User,
Process, Incident Count va thoi gian

— Tw dOng ngdn chén su 1dy nhiém va cach ly cac
mady dau cudi bi nhieém ma ddc (Lateral Movement
Protection)

— HO trg xéc thye bing nhiéu phuong thirc:
Synchronized User ID; Active Directory;
eDirectory; Radius; Tacacs+; LDAP

— Cong nghé Synchronized Application Control, tu
dong nhin dang, phén loai va ki€ém soét ing dung
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(ké ca ng dung chua biét)

— HO trg cac giao thire VPN Site-to-site: IPsec, SSL,
RED VPN

— HO trg céc giao thirc VPN Remote Access: IPSec,

SSL, PPTP, L2TP, iPhone/iPad/Cisco/Android
VPN client, Clientless VPN HTMLS5

Web Protection:

— HO trg chiic ning Streaming DPI hoic explicit
proxy mode inspection

— Cong nghé Synchronized Application Control, tu
dong nhdn dang, phan loai va kiém soat img dung
(ké ca ing dung chua biét)

— HO trg quét ma doc trén cac giao thirc: HTTP/S,
FTP va Web-based Mail

— St dung Dual-Antivirus Engines dé quét ma doc

— Kiém soat, loc Web/URL/Applications theo
User/network
Enhanced Support:

— Dich vu hd trg k§ thudt 24x7, cdp nhét va ning cap
tinh néng, mAu d4u hiéu, bao hanh va thay thé thiét
bi tbi thiéu 2 nam.

10

Thiét bi luu trit NAS

— CPU: AMD Ryzen™ V1500B, 4 nhan, xung nhip
2.2 GHz

— B nhé RAM: 8GB DDR4 ECC SODIMM (2 x
4GB, 2 khe cdm, hd tro nang cép tdi da 32GB)

= cliing trong hd trg: 3.5" hodc 2.5" SATA
HDD/2.5" SATA SSD (khong kém 6)

— Dung lugng tbi da: 160TB (20TB x & §)

— Dung lugng t6i da khi m& rong: 240TB (160TB +
4 0 mo rong 20TB)

— HO trg thay néng (Hot Swap): C6

— Cbng két nbi ngoai: 2 x USB 3.2 Genl, 1 x
eSATA

— Co6ng mang LAN: 4 x RJ-45 1GbE

— Khe PCIe: 1 x PCle Gen3 x8 (x4 link)
— Hb trg card mo rong:

+ PCle 10GbE Network Interface Card

+ M2D18 — Card Dual M.2 SATA/NVMe SSD
Adapter (dung cho SSD Cache)

— Kiéu dang: Rack 2U (kém theo Rail Kit Sliding,
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sliding 1U &2U)

— Dung lugng: 12TB

— Kich thude: 3,5"

— Giao tiép: SATA

— Kich thuée Sector: 512e.

— Téc do quay: 7.200 vong/phit

— Téc do giao tiép: 6 Gb/gidy

— B0 nh¢ dém (MB): 512 MB

O cling 12TB ding cho NAS |~ Toc do truyén dit ligu lién tuc toi da (thong

(dbng bd v6i NAS) thuong): 281 MB/gidy ‘

— Thoi gian trung binh gitta cac 1an hong hoc
(MTBF): 1.200.000 gio

— Kha nédng chiu tai: 180 TB/nam (ghi/doc dit liéu)

— Kich thuée (Cao x Rong x Sdu): 26,1 mm x 101,85
mm X 147 mm
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— Trong lugng: 720g

— Chimg nhan: CE, RCM, BSMI, KC, UKCA, UL,
TUV, ICES, RolS

Yéu ciu ky thuét dich vu trién khai

1) Vé_it, tw phu: Ti rack 42U + Phu kién:
— Chat liéu: Thép.

— Kich thuéce: 1991 x 600 x 1070mm.

— Chuén rack 19 inch, chiéu cao 42U

— Khbi luong tinh: 120.09kg

— Chiéu cao van chuyén: 2118mm

— Chiéu rong van chuyén: 752mm

— Chiéu sau van chuyén: 1156mm

— Khéi luong van chuyén: 144.25kg

— Mau séc: Den

— D¢ séu ldp dat tdi da: 915mm

— Do sau lap dat ti thidu: 191mm

— Phu kién kém theo:

+ Ngudn (PDU, ddy ngudn)

+ Mang (ODF, patch panel, ddy nhay)

+ Quan ly cap & lam mat (cable manager, quat, blank panel)
+ Khay & phu kién (shelf, rail kit, khoa)




+ Mang cap treo.

2) Dich vu trién khai: . . . ; :
2.1 Khao sat thu thip yéu cau trién khai tong thé h¢ thong.
— Khao sat ha tang dién — UPS — phong may

— Khéo sat hé thdng mang (Core Switch, Firewall)

— Khao sat Server, SAN, NAS, hé théng a0 hoa

— Thu thép yéu ciu phan mém AI, backup

— Tbng hop, 1ap béo céo & trinh bay két qua

— Trinh d§ nhan sy thuc hién: K¥ thuit vién.

— Sb ngay cong thyc hién: 06 ngdy cong.

2.2 Thiét ké hé thévng:’ ’

— Thiét ke tong the kién trac hé thong

— Thiét ké chi tiét server, SAN, a0 héa

— Thiét ké mang & bao mat (Firewall, Switch Core)

— Thiét ké giai phap Backup, NAS

— Thiét ké phuong 4n chuyén d6i Al workload

— Tich hgp, hoan thién ho so & bdo céo

— Xay dung tai liéu, kich ban trién khai & phuwong an du phong
— Trinh d0 nhan sy thuc hién: Chuyén gia CNTT.

— S6 ngay cong thyc hién: 14 ngiy cong.

2.3 Trién khai cu hinh:

— Lap dat va dau noi thiét bi:

+ Lip dat 02 may cht + ddu néi SAN, NAS

+ Lap dat 02 Core Switch, du ndi vao hé thong

+ Lap dat thiét bi bao mat

+ Lap dat UPS 5kVA & diu nbi tai

+ Lap dat td rack 42U & sip xép thiét bi

+ DAu ndi ddy ngudn & danh nhan day

+ Thi c6ng mang cap (Im) tir t cli sang ti maoi

+ Kiém thir hoat dong thiét bi

+ Trinh d) nhan sy thue hién: ky su CNTT.

+ S6 ngay cong thye hién: 07 ngay cong.

— Trién khai H¢ théng UPS:

+ Céu hinh két ndi co ban tir UPS dén thiét bi cong nghé cung cip
+ Céu hinh canh bao & kiém thir

+ Trinh d0 nhan su thue hién: k¥ su CNTT.

+ Sb ngay cong thuc hién: 03 ngay cong.

— Trién khai Hé théng Firewall:

+ CAu hinh: truy cép quan tri, hostname, timezone, NTP, firmware update




+ Céu hinh mang (LAN/WAN): routing, NAT co ban, VLAN interface

+ Céu hinh VPN: SSL VPN, IPSec VPN site-to-site

+ Thiét 1ap chinh sdch bao mat: firewall rules, IPS, Application Control, Web F iltering
+ Céu hinh ning cao: WAF (néu c6), QoS, load balancing

+ Kiém thir hé thong: test két ndi noi bd, Internet, VPN, failover

+ Hiéu chinh & t6i wu: chinh stra policy theo feedback khach hang

+ Backup céu hinh & tai liéu hoa

+ Trinh d§ nhén sy thyc hién: k§ sw CNTT.

+ S6 ngdy cong thuc hién: 08 ngay cong.

— Trién khai Hé théng Core Switch (SL 02):

+ Céu hinh hostname, SNMP, NTP, quan tri tir xa (SSH/Telnet), firmware
+ Cau hinh VLAN, trunking, access port

+ Cau hinh STP/RSTP/MSTP: chéng loop, ti wu spanning tree

+ CAu hinh L3 Routing (néu c6): OSPF, static route, inter-VLAN routing
+ CAu hinh bao mat: ACL, 802.1X, DHCP Snooping, ARP Inspection

+ Cau hinh High Availability (HA): Stack/MLAG/VSS

+ Cau hinh QoS: wu tién bang théng cho VolIP, ung dung quan trong

+ Kiém thit hé¢ thong: test routing, VLAN, failover, throughput

+ Hiéu chinh & t6i wu: chinh sira ciu hinh theo feedback khach hang

+ Backup cdu hinh & tai liéu héa

+ Trinh d nhén su va sé ngdy cong thuc hién:

o K§ su CNTT: 86 ngay cong thyc hién: 04 ngay cong.

e Chuyén gia CNTT: S ngay cong thuc hién: 04 ngay cong.

— Trién khai Hé théng Core Switch (SL 02):

+ CéAu hinh hostname, SNMP, NTP, quan trj tir xa (SSH/Telnet), firmware
+ CAu hinh VLAN, trunking, access port

+ Céu hinh STP/RSTP/MSTP: chbng loop, téi uu spanning tree

+ Céu hinh L3 Routing (néu c6): OSPF, static route, inter-VLAN routing
+ Céu hinh bao mat: ACL, 802.1X, DHCP Snooping, ARP Inspection

+ Céu hinh High Availability (HA): Stack/MLAG/VSS

+ Céu hinh QoS: wu tién bang théng cho VolP, Ung dung quan trong

+ Kiém thir hé théng: test routing, VLAN, failover, throughput

+ Hi¢u chinh & t&i wu: chinh sira céu hinh theo feedback khach hang

+ Backup céu hinh & tai liéu hoa

+ Trinh d nhén sy va sb ngay cong thuc hién:

e K§ su CNTT: Sé ngay cong thuc hién: 04 ngay cong.

e Chuyén gia CNTT: S6 ngay cong thuc hién: 04 ngdy cong.

— Trién khai Hé théng may chu (SL 02)




+ Céu hinh phén cimg co ban: BIOS, RAID, iDRAC/ILO, firmware update
+ Cai dgt h¢ diéu hanh

+ CAu hinh phén viing, storage: tao RAID, phan chia 6, kiém tra /0

+ Cai dit role co ban (AD, DNS, DHCP hoic vai trd theo yéu cau)

+ CAu hinh a0 héa: Hyper-V/VMware/Proxmox (néu dung lam host 4o hoa)
+ Cai dat & tich hop phin mém tng dyng: Al, DB, backup agent...

+ CAu hinh bao mat: phan quyén, firewall OS, update, antivirus

+ Tich hop AD/LDAP, domain (néu c6)

+ Giam sat & logging: SNMP, Syslog, agent giam sat

+ Kiém thir hé théng: test hiéu ning, két ndi, HA (néu c6 cluster)

+ Hiéu chinh & t6i wu: tinh chinh cAu hinh theo feedback khach hang

+ Backup cu hinh & tai liéu hoa

+ Trinh d nhén su va sd ngay cong thyc hién:

o K su CNTT: S6 ngay cong thuc hién: 06 ngay cong.

e Chuyén gia CNTT: SH ngay cong thyc hién: 04 ngay cong.

— Trién khai Hé théng SAN Strorage

+ Céu hinh hé théng co ban: firmware, quan tri, SNMP, timezone

+ Céu hinh RAID & Pool: RAID 5/6/10, Storage Pool

+ Céu hinh LUN/Datastore: phan viing luu trit cho Server/Virtualization

+ Céu hinh két nbi da duong (Multipath)

+ Céu hinh bao mat truy cip: zoning, masking, ACL

+ Tich hop véi hé théng 4o hoa (VMware/Hyper-V)

+ Tich hgp backup: cau hinh replication/snapshot, két ndi phdn mém backup
+ Kiém thtr hé théng: test tc do, HA, failover, két ndi Server

+ Hiu chinh & t6i wu: tinh chinh cAu hinh theo feedback khach hang

+ Backup c4u hinh & tai liéu hoa

+ Trinh d6 nhén su va s ngay cong thye hién:

o K§ su CNTT: S& ngay cong thuc hién: 04 ngay cong.

e Chuyén gia CNTT: S6 ngay cong thyuc hién: 04 ngdy cong.

- Hé théng sao luu va bao vé dit ligu — NAS Backup:

+ Céu hinh co ban: RAID, firmware, volume, TP quan tri

+ Chu hinh néng cao: phan quyén, chinh sach backup, tich hgp AD/LDAP
+ Thiét 14p bao mét & t&i wu hoa: snapshot, versioning, ransomware protection
+ Kiém thtr kich ban backup — restore, danh gia hi¢u nang, nghiém thu

+ Tai lidu cAu hinh & kich ban dy phong

+ Trinh d6 nhén su va s6 ngay cong thuc hién:

o K§ su CNTT: Sb ngay cong thuc hién: 03 ngdy cong.

e Chuyén gia CNTT: S6 ngay cong thuc hién: 02 ngay cong.




— Hé théng 4o hoa:
+ CéAu hinh nén tang 4o hoa trén hé thong may chu vat ly

+ (Tiy chon) Céu hinh cép ban quyén nén tang 4o hoa (néu co yéu cau tir giai phap st
dung)

+ Khoi tao va ciu hinh hé théng quan tri tip trung

+ Céu hinh cdc nhém tai nguyén va tinh ning du phong (High Availability)
+ CAu hinh mang 4o (Virtual Switch)

+ CAu hinh tinh ning di chuyén may 4o truc tiép va gitta cac thiét bi luu triv
+ Céu hinh cum may chu 4o hoa (Cluster)

+ Chu hinh c4c tinh ning ndng cao ciia cum may chii (HA, ty dong phan phbi tai nguyén,
chong 161)

+ Khoi tao mdy 4o va cai dit hé diéu hanh, phén mém co béan
+ Chu hinh tinh ning gidm séat va canh bao hé théng

+ Trinh d¢ nhan su va s6 ngay cong thyc hién:

e K§ su CNTT: S ngay cong thyc hién: 04 ngay cong.

e Chuyén gia CNTT: Sé ngay cong thuc hién: 07 ngay cong.
— Céu hinh giai phép sao luu phin mém:

+ Chu hinh repository (NAS/SAN/Direct Attached Storage)
+ Chu hinh backup job (Full, Incremental, Differential)

+ Céu hinh replication job & chinh séch retention

+ Tich hop véi Hyper-V/VMware va AD (néu c0)

+ CAu hinh tinh ning ning cao: SureBackup, Instant VM Recovery, Tape/Cloud Tier
+ Kiém thu kich ban khoi phuc dit liéu (file-level, VM-level)
+ Thiét 1ap giam sat & canh bao (Veeam ONE/email notification)
+ Pao tao & ban giao tai liéu hudng dan van hanh

+ Trinh @6 nhan sy va s6 ngay cong thuc hién:

o K§ su CNTT: S6 ngay cong thuc hién: 04 ngay cong.

e Chuyén gia CNTT: S ngay cong thuc hién: 03 ngay cong.
— Di doi may o (Migration)

+ Khao sat & lap ké hoach Migration

+ Chu hinh Hyper-V Host (role, network, storage)

+ Chuyén dbi dit licu VM (VMDK — VHDX)

+ Import & cu hinh VM trén Hyper-V

+ Téi vu hiu ning, cdu hinh HA/Cluster

+ Kiém thir cac kich ban (LAN, Internet, Failover)

+ Hiéu chinh & 1ap tai liéu

+ Trinh d§ nhan sy va s0 ngdy cong thuc hién:

e Ky su CNTT: S6 ngay cong thure hién: 20 ngay cong.




e Chuyén gia CNTT: S6 ngay cOng thyc hién: 08 ngay cong.
3) Trién khai di doi div lidu va cai dit ciu hinh H¢ théng A.X trén hé théng méi:
— Khéo sat & phén tich hé thong Al hién tai

— Chuén bi mbi truong ha ting méi (server, SAN/NAS)

— Di doi dit liéu Al & kiém tra toan ven

— Cai dat framework Al & dependency

— Khéi tao & kiém thir mo hinh Al

— Tbi vu hiéu nang & ciu hinh monitoring

— Hiéu chinh & 14p tai liéu

— Trinh d6 nhén su va sb ngay cong thuc hién:

+ K§ su CNTT: S6 ngay céng thuc hién: 10 ngay cong.

+ Chuyén gia CNTT: Sb ngay cong thye hién: 20 ngay cong.
4) Chi phi dio tao, chuyén giao cong nghé:

— Soan tai liéu dao tao & huéng dan van hanh

— Pao tao ha téng (UPS, Firewall, Core Switch, SAN, Server)
— Dao tao a0 héa & backup (Hyper-V, Veeam, NAS)

— Dao tao & chuyén giao hé théng Al

— Thuc hanh kiém thir & chuyén giao van hanh

— Nghiém thu & ban giao hd so dio tao

— Trinh d6 nhan sy va sb ngay cong thuc hién:

+ K§ su CNTT: S6 ngay cong thyc hién: 03 ngay cong.

+ Chuyén gia CNTT: S4 ngay cong thuc hién: 12 ngay cong.

1.3. Cic yéu ciu khac

- Nha thau cam két cung cap ddy du cac tai lidu sau:

+ Dbi v6i hang hoa nhap khiu (Ban gc hogic ban sao y): Chitng nhan nguén gbc
xudt xtr (CO), Chirng nhdn chit lugng (CQ).

+ Dbi v6i hang hoa san xudt trong nude (Ban gbc hodc ban sao y): Gidy chimg
nhan chét lugng (hop chudn, hop quy...) duoc co quan c6 thdm quyén cép cho don vi san
Xuét.

+ Nha thiu cam két tit ca hang hoa phai méi 100%, nguyén dai nguyén kién, dong
bd, chua qua st dyng, sén xuét nam 2024 try vé sau, dugc bao hanh chinh hang theo tiéu
chudn nha san xuét.

+ Nha thau cam két dao tao, huéng dan sir dung cho nguoi ding va dém bao cic
can b ky thuat dugc giao quan ly hé thdng thiét bi c6 thé van hanh thanh thao sau khi
dugc ban giao.

+ Nha thiu cam két huy dong tdi da nhén lyc thuc hién g6i thiu khi c6 yéu cu
cta Chu dau tw nhdm rat ngén tién do thuc hién g6i thiu trén co s& dam bao chét luong
va hiéu qua kinh té.



+ Nha thiu cam két da hiéu rd cac yéu céu ky thuat cia E-HSMT (Muc 3 -
Chwong III, Chuong V). Truong hop xay ra bat ky sai sot nao do khong hiéu rd cac yéu
cdu k¥ thuét thi nha thiu phai tu chiu trach nhiém va chiu bét loi trong qué trinh tham dy
thau.

+ Cam két bao hanh tin noi trong thoi gian 36 thang. Cam két bao hanh theo quy
dinh va theo tiéu chuén nha san xut tinh tir khi san phdm duge ban giao, nghiém thu va
dua vao st dung chinh thtre. Trong thoi gian bao hanh, néu hang hoa khéng dam bao chat
lugng, thi nha thiu phai chiu moi phi tén dé thay mdi hodc khic phuc nhiing hu hong
trén.

+ Bdi thuong thiét hai néu xdy ra sy cd vé hong hoc, chay nd gdy thiét hai cho
Cha dau tu trong qué trinh cung cép hang héa, dich vu néu do 18i nhan sy ctia Nha thiu
thuc hién.

Nha thdu chudn bi 1 bd E-HSDT ban gbc dé T6 chuyén gia luu trit khi duge moi
dbi chiéu tai liéu.

Muc 2. Ban vé

E-HSMT nay gdm c6 céc ban vé trong danh muc sau: Khong c6 ban vé.

Muc 3. Kiém tra va thir nghiém

Céc kiém tra va thir nghiém cin tién hanh gdm co:

Céc kiém tra va thir nghiém cdn tién hanh gdm co6: Trong qua trinh danh gia E-
HSDT va cung cdp hang hoa, néu cin thiét T6 chuyén gia s& mang san phim di kiém tra

va thir nghiém tai mot don vi doc 1dp co6 du tu cach phap nhan va chic ndng kiém dinh
giam dinh, hodc tai mdt co quan chirc néng c6 tham quyén.



