Phan 2. YEU CAU VE KY THUAT
Chuwong V. YEU CAU VE KY THUAT

1. Gi6i thiéu chung vé dy an/dy toan mua sam, géi thiu:

1.1. Giéi thiéu chung vé duw dn/dw todn mua sim, géi thiu

- Tén du toan: Thué dich vu nén tang cong dan sb tinh quang tri nim
2025

- Tén géi thau: Thué dich vu nén tang cong dan sb tinh quang tri nam
2025

- Gia g6i thau: 3.094.863.800 dong (Bang chit: Ba 1y, chin muoi tw triéu,
tam tram sdau muwoi ba nghin, tam tram dong.)

- Chu dau tu: S6 Khoa hoc va Cong ngh¢ Quang Tri.

- Ngudn von: Ngan sach tinh.

- Thoi gian thwe hién: 60 ngay trién khai va 12 thang duy tri dich vu.

- Pia diém dau tu: tinh Quang Tri.

- Muc tiéu, Quy mo:

+ Muc tidu: Trién khai thué dich vu va dua vao khai thac, s dung nén
tang tng dung cong dan s6 tinh Quang Tri phuc vu nguoi dan trén dia ban tinh,
tao kénh tuong tac giira ngudi dan, doanh nghiép véi chinh quyén trén nén tang
thiét bi di dong, théng minh nham thyc hién muc tiéu xay dung chinh quyén so,
phat trién x3 hoi s6 cua tinh.

Nén tang ung dung cong dan sd gitp trién khai cac dich vu sb, dich vu
thong minh cua tinh dén véi ngudi dan, doanh nghiép; gitip nguoi dan, doanh
nghiép dé dang tiép can, cap nhat, nim bét tinh hinh phat trién kinh té, chinh tri,
x3 hoi trén dia ban tinh; dong thoi gitp cac co quan chinh quyén thong tin kip
thoi cac ndi dung, van dé cap thiét dén ngudi dan (an ninh trat ty, an toan giao
thong, phong chong thién tai, dich bénh...).

+ Quy mO: Phan mém hé thdng nén tang di kém ha tang may cha, luu tri,
duong truyén két ndi duoc thué dich vu, dat tai Trung tdm dit liéu ctia doanh
nghiép du ning lyc, nham bao dam an toan thong tin, dap ung kha ning to chiic
két ndi v&i Co so dir licu quéc gia vé dan cu, Hé théng dinh danh va xac thuc
dién tir quoc gia trong twong lai gan.

+ Ung dung cong dan sd duoc trién khai cho nguoi dan trén dia ban tinh
Quang Tri. Phan mém cai dat ung dung trén thiét bi di dong, thong minh duoc
dua lén cac Cua hang img dung Google Play, App Store (twong ung cho cac hé
diéu hanh Android, i0S).

2. Yéu cau Ky thuit ciia géi thau:
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2.1 Yéu ciu ky thudt chung ciia phan mém

Ban quyén phan mém véi diy du cac phan hé chirc ning trén nén web va
ung dung di dong phuc vu quan 1y, van hanh, tuong tac voi nguoi dan va giup
ngudi dan dé dang nhan thong tin, tra ctru thong tin qua ung dung di dong. Cac
phan hé chirc ning chi yéu bao gom: Ung dung (App) phuc vu cong dan; Trang
thong tin (Website) hién thi thong tin, két qua xtr Iy phuc vu cong dan; App quan tri
danh cho can bg; Website quan tri danh cho can bg. Tuong ung vdi tig chiric nang,
tinh ndng cua phan mém (tai Myc 3.1, Chuong V), hé thong phai c6 cac phan hé
quan tri hé théng tuong g nhim cap nhat, quan tri dir liu, bao dam tinh thuan ti¢n,
dé khai thac sir dung va ding yéu cau chirc ning.

Cho phép két ndi cac kénh thong tin phan 4nh va cip nhat két qua xu ly
giao tiép chinh quyén v&i ngudi dan ciia co quan nha nude cong khai trén moi
truong mang. Hd tro quan 1y viéc tiép nhan va xtr 1y cac phan hdi cua cong dan
mot cach toan dién. Cho phép tiép nhan day du, kip thoi cac dé nghi tir phia
cong dan. HO tro cho 1anh dao/can bo cac tinh nang, cong cu can thiét phuc vu
qua trinh xtr Iy va phan héi ¥ kién. H) tro cho lanh dao cic tinh ning, céng cu
can thiét trong viéc theo doi, gidm sat, théng ké sb liéu.

- Thoi gian st dung: 12 thang

2.2 Yéu cdu dich vu tich hop dir li¢u

Hé théng phan mém khi di vao hoat dong chinh thirc phai dam bao hoat
dong on dinh, dﬁy du cac dir liéu cac phan hé phuc vu tra clru cua nguoi dan.
Chinh vi vy, doi hoi nha thau sau khi tring thau, ky két hop ddng phai t chirc
khao sat, danh gia cac dir liéu hién c6 tur cac don vi chuyén nganh va tién hanh
tich hop vao hé thong.

2.3. Cdc tiéu chudn ky thudt doi véi phan mém

Theo quy dinh tai Thong tu s6 12/2022/TT-BTTTT ngay 12 thang 08 nim
2022 cta Bo truong B Thong tin va Truyén thong quy dinh chi tiét va hudng
dan mot s6 diéu cua Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016 cta Chinh
phu vé bao dam an toan hé théng thong tin theo cap do, cac tiéu chuan k§y thuat
vé tng dung cong nghé thong tin bao gdm:

Bang 1: Danh muc cac tiéu chuén trong linh vire an toan thong tin

50 | | ogi tiéu chugn | KV Mieuteu [ 4. diy du cia tiéu chuin Quy dinh dp
T ’ | chuin dung
1 |[Tiéu chuan vé két noi
o HTTP Vi1 Hyp_ertext Transfer Protocol Bét buge ap dung
11 Truyén siéu van version 1.1 i
™ |ban Hypertext Transfer Protocol Khuyén nghi ap
HTTP v2.0 )
version 2.0 dung
. FTP File Transfer Protocol Bat budc ap dung
1.2 | Truyeén tép tin HTTP vl Hypertext Transfer Protocol rpf)t hoag ca hai
version 1.1 tiéu chuan




50 Loai tiéu chuan Ky hlel;l ticu Tén diy di ciia tiéu chuin Quy dinh dp
TT : chuan dung
HTTP v2.0 Hypgrtext Transfer Protocol Khuyén nghi ap
version 2.0 dung
WebDAV Web-bgsed Dlstrlbu_ted_ Khuyén nghi ap
Authoring and Versioning dung
RTSP Real-time Streaming Protocol ﬁlrlllgen nghi dp
Truyén, phat ludng " Khuyén nghi ap
1.3 am thanh/ hinh anh RTP Real-time Transport Protocol dung
RTCP Real-time Control Protocol Khuyen nghi ap
dung
1.4 Tfu Y cap va chia OData v4 Open Data Protocol version 4.0 Khuyén nghi ap
sé¢ dir liéu dung
‘ Simple Mail Transfer ’
1.5 | Truyén thu dién t&r |SMTP/ MIME | Protocol/Multipurpose Bat budc ap dung
Internet Mail Extensions
Cung cap dich vu |POP3 Post Office Protocol version 3 | Bat budc ap dung
1.6 |truy cdp hop thu Internet Message Access ca hai ti€u chuan
A IMAP 4revl . o Lo ., ,
dién tr Protocol version 4 revision 1 doi véi may cha
1.7 |Truy cap thu muc |LDAP v3 Lightweight plrectory Access Bit budc ap dung
Protocol version 3
1.8 | Dich vu tén mién |DNS Domain Name System Bat bugc ap dung
1.9 Eél?zgian mangco trep Transmission Control Protocol | Bt budc 4p dung
Giao van mang 2 A
1.10 khong két ndi UDP User Datagram Protocol Bat budc ap dung
IPv4 Internet Protocol version 4 Bat bugc ap dung
Lia Bat budc ap dung
1.1 | 1o AnS . di voi cac thiét
7 | LAN/WAN IPv6 Internet Protocol version 6 A, ke
bi ¢6 két ndi
Internet
Institute of Electrical and ’
IEEE 802.11g |Electronics Engineers Standard |Bat budc ap dung
Mang cuc bo (IEEE) 802.11g
112, 552 0 = -
khong day Institute of Electrical and Khuvén nehi 4
IEEE 802.11n |Electronics Engineers Standard dun yen nght ap
(IEEE) 802.11n Hne
Truy cap Internet . L
1.13 | v6i thidt bi khong | WAP v2.0 Wireless Application Protocol | b2y 5 4p dung
day version 2.0
SOAP V1.2 Slmple Object Access Protocol
version 1.2
Dich vu Web dang | WSDL V2.0 Web Services pescrlptlon Ba} bugc ap dur}g
1.14 Language version 2.0 mot, hai hoac ca
SOAP - — . z
Universal Description, ba tiéu chuan
UDDI v3 Discovery and Integration
version 3
1.15 Dich vu Web dang RES.TfUI web Representational state transfer Khuyen nghi p
RESTful service dung
1.16 | Dich vu dic ta WS BPEL v2.0 |Web Services Business Process |Khuyén nghi ap




50 Loai tiéu chuan Ky hlel;l ticu Tén diy di ciia tiéu chuin Quy dinh dp
TT : chuan dung
Web Execution Language Version dung
2.0
WS-I Simple ’
SOAP Binding |Simple SOAP Binding Profile | Khuyén nghi ap
Profile Version |Version 1.0 dung
1.0
WS- Federation | Web Services Federation Khuyén nghj ap
v1.2 Language Version 1.2 dung
WS- . . Khuyén nghj ap
Addressing v1.0 Web Services Addressing 1.0 dung
WS- . . . £ s s
Coordination yeerks)igﬁr\lnges Coordination Id<h1111yen nghi ap
Version 1.2 ' ung
WS-Policy v1.2 Web_Serwces Coordination Khuyén nghi ap
Version 1.2 dung
OASIS Web
Services Web Services Business Activity | Khuyén nghi ap
Business .
- Version 1.2 dung
Activity
Version 1.2
WS- Discovery |Web Services Dynamic Khuyén nghi ap
Version 1.1 Discovery Version 1.1 dung
WS- . z .,
MetadataExc Web Services Metadata Khuyén nghi ap
h Exchange dung
ange
. . INTPV3 Network Time Protocol version Bét buoc 4p dung
Dich vu dong bd 3 A .
117 thoi gi Network Time Protocol version mot trong hai
o1 glan NTPv4 s tiéu chuan
2 | Tiéu chuan vé tich hop dir liéu
XML v1.0 (5th |Extensible Markup Language B&t bube 4p dun
51 |Neonngirdinh | Edition) version 1.0 (5th Edition) m"it tf‘?nc alli)aiu &
™ |dang van ban XML v1.1 (2nd |Extensible Markup Language ot rong
. . tiéu chuan
Edition) version 1.1
Ngon ngir dinh ISO/TS Electronic Business ’
2.2 |dang van ban cho 15000:2014 Extensible Markup Bat budc ap dung
giao dich di¢n tr ' Language (ebXML)
Dinh nghia céac
23 |lwoe @ trong tai | \MLSCNeMa oy sehema version 1.1 Bét budc ap dung
o V11
licu XML
o Bat bugc ap dung
2.4 |Bién doi dir liéu XSL Extensible Stylesheet Language | phién ban méi
nhat.
25 Mo hinh héa doi UML V2.5 Unlf_led Modelling Language Khuyén nghi ap
tuong version 2.5 dung
Resource Description Khuyén nghi ap
A on ns . RDF
26 N{o j[a tai nguyén Framework dung ] ‘
dir licu OWL Web Ontology Language Khuyen nghi p

dung




50 Loai tiéu chuan Ky hlel;l tieu Tén diy di ciia tiéu chuin Quy dinh dp
TT : chuan dung
N 8-bit Universal Character Set ’
2.7 |Trinh dién bo ki tv |UTF-8 (UES)/Unicode Transformation |Bat budc ap dung
Format
Khuon thtrc trao Geography Markup Language LA,
28 | 451 thong tin dja Iy | OV V33 version 3.3 Bat buge dp dung
Truy cap va cap WMS v1.3.0 Ope_nGIS Web Map Service Bit budc ap dung
NPT version 1.3.0
2.9 | nhat cdc thong tin Web Feature Service version .
dialy WFSv1.1.0 110 Bat budc ap dung
Trao doi dir liéu £ .,
210\dgctatiilign | XMIv242 | Metadatadnterchange - Khuyn nghi4p
XML - ung
211 S6 dang ky siéu dir | ISO/IEC SO dang ky siéu dir liu Khuyén nghi 4p
7| liéu (MDR) 11179:2015 (Metadata registries - MDR) dung
212 B0 phan tur siéu dir | ISO 15836- B0 phan tir siéu dit liéu Dublin | Khuyén nghi ap
""" |1iéu Dublin Core  |1:2017 Core dung(*)
DPinh dang trao giéi )
dir liécu mo ta o1 | JSON RFC . . . Khuyén nghi 4p
2.13 turong dang kich 7159 JavaScript Object Notation dung
ban JavaScript
Ngon nglt mo6 hinh . £ .,
) A Business Process Model and Khuyén nghi ap
2.14 %y trinh nghi¢p | BPMN 2.0 Notation version 2.0 dung
3 Tiéu chuén vé truy cap thong tin
HTML v4.01 Hypertext Markup Language Bat bugc, ap
version 4.01 dung
A W3C Web Content £ .,
3.1 \%le 1;)an ndi dung WCAG 2.0 Accessibility Guidelines I(Eglyen nght dp
(WCAG) 2.0 g
HTML 5 Hyp_ertext Markup Language Khuyén nghi 4p
version 5 dung
Chuan ndi dung Extensible Hypertext Markup oA,
3.2 Web mo rong XHTML VL1 Language version 1.1 Bit buge ap dung
CSS? Cascading Style Sheets
Language Level 2 Bét buoe 4p dung
33 G\1ao dién nguoi Css3 Cascading Style Sheets mot trdng ba ticu
dung Language Level 3 2
: chuan
Extensible Stylesheet Language
XSL i
version
Dinh dang Plain Text (.txt): )
(.txt) Danh cho cac tai liéu co ban Bat bugc ap dung
khong c6 cau trlic
Dinh dang Rich Text (.rtf) phién
- 1. (.rtf) v1.8, ban 1.8, 1.9.1: Danh cho cactai | ¢, , . .
3.4 | Van ban v1.9.1 lidu c6 thé trao ddi giira céc nén | Dot PUOC dp dung
khac nhau
(.docx) Dinh dang van ban Word mé Khuyén nghi ap
' rong cua Microsoft (.docx) dung
(.pdf) v1.4, Dinh dang Portable Document |Bat budc ap dung




50 Loai tiéu chuan Ky hlel;l ticu Tén diy di ciia tiéu chuin Quy dinh dp
TT : chuan dung
v1.5,v1.6,v1.7 |(.pdf) phién ban 1.4, 1.5, 1.6, mot, hai ho?c ca
1.7: Danh cho cac tai liéu chi ba tiéu chuan
doc
(.doc) Dinh dang van ban Word cua
' Microsoft (.doc)
Dinh dang Open Document Text
(-odt) v1.2 (.odt) phién ban 1.2
Dinh dang Comma eparated
Variable/Delimited (.csv): Danh | . , .
(.csv) cho céac bang tinh cin trao ddi Bit bugc ap dung
gitra cac g dung khac nhau.
(xlsx) Dinh dang bang tinh Excel m¢ | Khuyén nghi ap
3.5 |Bang tinh ] rong cua Microsoft (.xIsx) dung
(Xls) Dinh dang bang tinh Excel cua ’
' Microsoft (.xIs) Bat budc ap dung
Dinh dang Open Document mot hodc ca hai
(.ods) v1.2 Spreadsheets (.ods) phién ban  |tiéu chuan
1.2
Dinh dang Hypertext Document
(-htm): cho cac trinh bay duoc 1A
(-ntm) trao doi thong qua cac loai trinh Bit bugc ap dung
duyét khac nhau
(.pptY) Dinh dang PowerPoint mé rong | Khuyén nghi ap
PP ctiia Microsoft (.pptx) dung
. . Dinh dang Portable Document
3.6 | Trinh dién (.pdf) (.pdf): cho céc trinh bay luu
dudi dang chi doc LA
Dinh dang PowerPoint (.ppt) B%t bu(,)'c ap dur}g
(.ppt) A mot, hai hodc ca
cua Microsoft ba tiéu chuin
Dinh dang Open Document
(.odp) v1.2 Presentation (.odp) phién ban
1.2
IPEG Joint Ph(_)tographlc Expert
Group (.jpg) ,
q ‘ GIF v89a Graphic Interchange (.gif) Bat budc ap dung
3.7 |Anh d6 hoa version 89a m@t,’hai, ba hoaj}c
TIFF Tag Image File (.tif) ca bon ti€u chuan
PNG Portable Network Graphics
b 7 . (.png) -
38 Aph gan v toa do GEO TIEE Tagged Image File Format for Béit buge ap dung
dia ly GIS applications
MPEG-1 Moving Picture Experts Group- | Khuyén nghi ap
1 dung
o MPEG-2 Moving Picture Experts Group- | Khuyén nghi ap
39 Phim anh, am 2 dung
™~ |thanh Moving Picture Experts Group- |Khuyén nghi ap
MPEG-4
4 dung
MP3 MPEG-1 Audio Layer 3 Khuyen nghi p

dung




50 Loai tiéu chuan Ky hlel;l ticu Tén diy di ciia tiéu chuin Quy dinh dp
TT : chuan dung
AAC Advanced Audio Coding Khuyen nghi ap
dung
Cac dinh dang cua Microsoft £ .,
(asf), (wma), Windows Media Player (.asf), Khuyén nghi ap
(\wmv) dung
(\wma), (wmv)
Ludng phim anh, Céc dinh dang Real Audio/Real x .
3.10 am thanh (-ra), (.rm), Video (.ra), (.rm), (.ram), Khuyen nghi ap
(.ram), (.rmm) dung
(.rmm)
(.avi), (mov), |Cac dinh dang Apple Quicktime | Khuyén nghi ap
(.qt) (-avi), (mov), (.qf) dung
GIF v89a Graphlc Interchange (.gif) Khuyén nghi ap
version 89a dung
Dinh dang Macromedia Flash | Khuyén nghi ap
(.swf) £
3.11|Hoat hoa (swf) dung
' T (swh) Dinh dang Macromedia Khuyén nghi 4p
' Shockwave (.swf) dung
(avi), (.qt), Céc dinh dang Apple Quicktime | Khuyén nghi ap
(.mov) (.avi),(.qt),(.mov) dung
Chuan ndi dung .
3.12|cho thidt bi di  |WMLv2.0 | Vireless Markup Language | g o0 4 Gung
A version 2.0
dong
313 B9 ky ty va ma ASCII American Standard Code for Béit buge ap dung
hoa Information Interchange
3.14|BOKytwvama | TCVN tTh(;X;\In?\% 123(1)3; k;: o tgiépf; " Bt bude ép dung
" |hoa cho tieng Viét [6909:2001 . i : : ;
Viét 16-bit
Zip Zip (.zip) Bat budc ap dung
3.15 |Nén dir liéu . . mot hoac ca hai
.0z v4.3 GNU Zip (.gz) version 4.3 tidu chudn
Ngon ngtt kich ban ECMAScript version 6 (6th LA,
316 shiatrinh khach  |ECMA 262 I EGition) Bit bugc ap dung
RSS v1.0 RDF Site Summary version 1.0 |Bat budc ap dung
Chia sé noi dung | RSS v2.0 Real_ly Simple Syndication n.lf')t tronxg hai
3.17 Web version 2.0 tiéu chuan
ATOMVLO  |ATOM version 1.0 Khuyén nghi ap
dung
Java Specification Requests 168 | ... , . .
JSR 168 (Portlet Specification) Bat buge dp dung
Chuén két néi tmg |JSR286 Java SpeC|f|c_z:1t_|on_ Requests 286 | Khuyén nghi ap
2 n (Portlet Specification) dung
3.18 | dung cong thong -
tin dién tu WSRPv1.0 | /Veb Services for Remote Bét buoc ap dung
i ' Portlets version 1.0 - §
WSRP v2.0 Web Serwce_s for Remote Khuyén nghi ap
Portlets version 2.0 dung
4 | Tiéu chuan vé an toan thong tin
Secure Multi-purpose Internet LA
41 An toan thu dién SIMIME v3.2 Mail Extensions version 3.2 Bat buge ap dung
w OpenPGP OpenPGP Khuyén nghi ap

dung




50 Loai tiéu chuan Ky hlel;l tieu Tén diy di ciia tiéu chuin Quy dinh dp
TT : chuan dung
« A . SSH v2.0 Secure Shell version 2.0 Bat budc ap dung
4.2 An toan tang giao Transport Layer Security .
| van TLSv1.2 . Bat bugc ap dung
version 1.2
HTTPS Hypertext Transfer Protocol Bét buéc dp dung
Secure
4.3 An todn truyen tp FTPS File Transfer Protocol Secure Khuyen nghi dp
tin dung
SFTP SSH File Transfer Protocol I;lhllgen nghi p
44 ?r} to?n truyen thu SMTPS Simple Mail Transfer Protocol Bét buéc dp dung
1én tr Secure
o POP3S Post Office Protocol version 3 Bét buoe 4p dung
An toan dich vu Secure AR
45 truy cap hop thu Internet Message Access mot hodc ca hai
y cap hop IMAPS g tiéu chuén
Protocol Secure
16 An toan dich vu DNSSEC Domaln_ Name System Security |Khuyén nghi ap
DNS Extenssions dung
4.7 | An toan ting mang | IPsec - IP ESP IEnégrnet Protocol security v6i IP Bit budc ap dung
An toan théng tin ’
4.8 |cho mang khong |WPA2 Wi-fi Protected Access 2 Bat bugc ap dung
day
TCVN Cong ngh¢ thong tin. Ky thudt 1 oo 4
) mat ma thuat toan ma dir liéu
7816:2007 dung
AES
. . Khuyén nghi ap
3DES Triple Data Encryption Standard dung
4.9 | Giai thuat ma hoa Khuyén nghi ap
RSA Cryptography Standard - | dung, stt dung
PKCS#1V22 |\ ersion 2.2 luge do RSAES-
OAEP dé ma hoa
ECC Elliptic Curve Cryptography Khuyen nghi ap
dung
Bat budc ap
_ | dung, str dung
Gisi thust chy g | PKCS #1V2:2 [T Cryplography Standard -y 4 q
4,10 | ot uat CIr Ry ' RSASSA-PSS dé
SO ky
ECDSA EII|pt|_c Curve Digital Signature |Khuyén nghi ap
Algorithm dung
4.11|Gidi thudtbam cho g1y o Secure Hash Algorithms-2 Khuyén nghi ap
chir ky so6 dung
Rivest-Shamir-Adleman - KEM
i (Key Encapsulation T
Giai thuat truyén RSA-KEM Mechanism) Key Transport Bat buge ap dung
412 ;
khéa Algorithm
ECDHE Elliptic Curve Diffie Hellman | Khuyén nghi ap
Ephemeral dung
4.13 | Giai phap xac thuc |[SAML v2.0 Security Assertion Markup Khuyén nghi ép




50 Loai tiéu chuan Ky hlel;l ticu Tén diy di ciia tiéu chuin Quy dinh dp
TT : chuan dung
nguoi s dung Language version 2.0 dung
XML
Encryption XML Epcryptlon Syntax and Bt buoe 4p dung
\ 2. Syntax and Processing
An toan trao doi -
414\ . . Processing
ban tin XML -
XML Signature .
XML Signature Syntax and Lo1A
Syntax and . Bat budc ap dung
Processing Processing
Quan ly khoa cong XML Key Management Khuyén nghj ap
415 khai ban tin XML XKMS v2.0 Specification version 2.0 dung
Giao thtrc an toan Platform for Privacy Khuyén nghi ap
416 |, A o P3P V1.1 . .
thong tin ca nhan Preferences Project version 1.1 | dung
Ha tang khéa cong khai Khuyén nghi ap
dung
Cu phap thtzng PKCS#7 V15 Cryp_tographlc message syntax
di¢p mat ma cho for file-based signing and
BN (RFC 2315) . .
ky, ma héa encrypting version 1.5
Cl{ ph:';lp trlong tin PKCS#15 v 1 _Cryptogr_aphlc token _
thé mat ma information syntax version 1.1
Cu phéap théng tin |PKCS#8 V1.2 |Private-Key Information Syntax
khoa riéng (RFC 5958) Standard version 1.2
G1~ao dién thé mat PKCS#11 v2.20 Cryptographl_c token interface
ma standard version 2.20
Cl{ phap trao d(31 PKCS#12 V1.1 Personal Inf_ormatlon Exchange
thong tin ca nhan Syntax version 1.1
Khuon dang danh - . .
séch chimg thu sé | RFC 5280 Cert!flcate Revocation List
X Profile
thu hoi
Khuon dang ching Public Key Infrastructure
4.17 | thu 6 RFC 5280 Certificate
Cuphéap yéucau |PKCS#10v1.7 |Certification Request Syntax
chung thuc (RFC 2986) Specification version 1.7
Giao thuc trang T -
théi chimg th truc | RFC 6960 On-line Certificate status
X protocol
tuyen
Gl‘a.o t.huc gan tem RFC 3161 Time stamping protocol
thoi gian
Information technology Security
ISO/EEC techniques - Time stamping
18014-1:2008 |services
ISO/EEC Part 1: Framework
Dich vu tem thoi  [18014-2:2009 | Part 2: Mechanisms producing
gian ISO/EEC independent tokens
18014-3:2009 | Part 3: Mechanisms producing
ISO/EEC linked tokens
18014-4:2015 |Part 4: Traceability of time
sources
418 An toan cho dich | WS-Security Web Services Security: SOAP | Khuyén nghi ap
7 |vu Web v1.1.1 Message Security Version 1.1.1 |dung
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50 Loai tiéu chuan Ky hlel;l ticu Tén diy di ciia tiéu chuin Quy dinh dp
1T : chuén dung
Khuén dang dr The Incident Object Description |\« .o
4.19 |li€u trao doi sy co |RFC 7970 Exchange Format version 2 dun yen nght ap
an toan mang (IODEF) g

Bing 2: Danh muc céc tiéu chuén trong linh vuce thong tin va truyén thong

TT Tén Tiéu chuin Ky hi¢u
1. | Cong nghé thong tin - Hé thong quan 1y an toan théng tin | TCVN ISO/IEC
— Cac yéu cau 27001:2019 ISO/IEC
27001:2013
Mang vién thong — Giao thirc IPv4 TCVN 8072:2009
3. | Cong ngh¢ thong tin - Quan ly dich vu - Phan 1: Cac yéu | TCVN 8695-1- 2011
cau
4. | Cong ngh¢ thong tin - Quéan 1y dich vu - Phan 2: Quy taic | TCVN 8695-2-2011
thuc hanh
5. | Cong ngh¢ thong tin-Chat lugng san pham phan mém- TCVN 8702:2011
Phan 1: Céc phép déng gia ngoai
6. | Cong nghé thong tin-Chat luong san pham phan mém- TCVN 8703:2011
Phan 2: Céc phép dang gi trong
7. | Cong nghé¢ théng tin-Chat lwong san pham phan mém- TCVN 8704:2011
Phan 3: Céc phép déng gia chat luong nguoi sir dung
8. | Cong nghé thong tin-Danh gia san pham phan mém-Phan | TCVN 8705:2011
1: Tong quat
9. | Cong nghé thong tin-Danh gia san pham phan mém-Phan | TCVN 8706:2011
2: Quy trinh danh cho bén danh gia
10. | Cong nghé¢ thong tin-Danh gia san pham phan mém-Phan | TCVN 8707:2011
3: Quy trinh danh cho nguoi phét trién
11. | Cong ngh¢ thong tin-Danh gia san pham phan mém-Phan | TCVN 8708:2011
4: Quy trinh danh cho ngudi mua san pham
12. | Cong nghé thong tin- Cac ky thudt an toan- C4c tiéu chi | TCVN 8709-1:2011
danh gia an toan CNTT- Phan 1: Giéi thiéu va mo hinh ISO/IEC 15408-1:2009
tong quat
13. | Cong nghé thong tin- Cac ky thuat an toan- Cac tiéu chi | TCVN 8709-2:2011
danh gia an toan CNTT- Phan 2: Cac thanh phén chirc ISO/IEC 15408-2:2008
nang an toan
14. | Cong ngh¢ thong tin- Cac k¥ thuat an toan- Cac tiéu chi | TCVN 8709-3:2011
danh gia an toan CNTT- Phan 3: Céc thanh phan dam bao | ISO/IEC 15408-3:2008
an toan
15. | Giao thirc internet phién ban 6 (IPV6)- Phan 1: Quy dinh | TCVN 9802-1 : 2013
ky thuat
16. | Cong nghé thong tin-Cac k¥ thudt an toan-Quan ly rairo | TCVN 10295:2014
an toan thong tin ISO/IEC 27005:2011
17. | K§ thuét h¢ thong va phan mém - Cac qua trinh vong doi | TCVN 10539:2014
phan mém ISO/IEC 12207:2008
18. | K¥ thuét phan mém - Yéu cau va danh gia chat lugng san

tra san phdm phan mém sin sang phd bién va thuong mai
h6a(COTS)

pham phan mém - Yéu cau chat luong va hudng dan kiém

TCVN 10540:2014
ISO/IEC 25051:2006
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19. | Cong nghé thong tin - Cac ky thuat an toan - Huéng dan | TCVN 10541:2014
trién khai hé thong quan 1y an toan thong tin ISO/IEC 27003:2010
20. | Cong ngh¢ thong tin - Cac k¥ thuat an toan - Quan lyan | TCVN 10542:2014
toan théng tin - Po luong ISO/IEC 27004:2009
21. | Cong ngh¢ thong tin - Cac ky thuat an toan - Quan lyan | TCVN 10543:2014
toan trao do6i thong tin lién to chic, lién nganh ISO/IEC 27010:2012
22. CoPg ngh§ thqng tl}’l I?y tl}}lat an toan - Agﬂtoan mang - | +~\/N 9801-3:2014
Phan 3: Cac k1c,h ban ket ndi mang tham chiéu - Nguy co, ISO/IEC 27033-3-2010
k¥ thuat thiét ké va cac van dé kiém soat ‘ ’ '
23. Q1a0 t}nrc Internet phién ban 6 (IPv6) — Phan 2: Kién trac TCVN 9802-2:2015
dia chi IPv6
24, Glé?.O th}m Irrlternet pl}len Pan 6 (IPv6) — Phan 3: Giao thuc TCVN 9802-3:2015
phat hi€n nit mang lan can
25. Gizrlo th}ﬁ:c Interne:[ phiér} ban 6 (IPv6) — Phan 4: Giao thirc TCVN 9802-4:2015
phét hi¢n MTU cua tuyén
26. | Giao thuc Internet phién ban 6 (IPv6) — Su phu hop cua
giao thirc — Phan 1: Kiém tra giao thirc phét hién nat TCVN 10906-1:2015
mang lan can
27. | Giao thtc Internet phién ban 6 (IPv6) — Sy phu hop cua
giao thirc — Phan 2: Kiém tra giao thtrc phat hién MTU TCVN 10906-2:2015
clia tuyén. i
28. GlaQA thirc cau l}lnh dong Internet phién ban 6 (DHCPv6) TCVN 11237-1:2015
- Phan 1: Dac ta giao thirc
29. | Giao thtrc cau hinh dong Internet phién ban 6 (DHCPv6) )
- Phan 2: Dich vy DHCP khéng giit trang thai cho Ipv6 TCVN 11237-2:2015
30. | Giao thte cau hinh dong Internet phién ban 6 (DHCPv6) )
- Phan 3: Céc ty chon cAu hinh DNS TCVN 11237-3:2015
31. | Cong nghé thong tin - Cac k¥ thuét an toan - An toan
mang - Phan 2: Huéng dan thiét ké va trién khai an toan | TCVN 9801-2:2015
mang
32. C@}lg I}ghé th‘(Sng tAin - Céc k}l/ thuat an t(?ér} - Hé thong TCVN 11238:2015
quan ly an toan thong tin - Tong quan va tir vung
33. CPng nghe thAong ‘Fm - Céc k¥ thuat an toan - Quan ly su TCVN 11239:2015
c0 an toan thong tin
34. Co,ng nghe; th/ong tn} - Cflc ky th}lat an tqan - Phuong TCVN 11386:2016
phép danh gi4 an toan cong ngh¢ thong tin
35. | Cong nghé thong tin - C4c k¥ thuét an toan - Chong chdi | TCVN 11393-1:2016
b6 - Phan 1: Téng quan ISO/IEC 13888-1:2009
36. | Cong nghé thong tin - Cac k¥ thuét an toan - Chdng chdi | TCVN 11393-2:2016
b6 - Phan 2: Cac co ché str dung k¥ thuét dbi ximg ISO/IEC 13888-2:2009
37. | Cong nghé thdng tin - Cac k¥ thuét an toan - Chdng chdi | TCVN 11393-3:2016
b6 - Phan 3: Cac co ché str dung k¥ thuat bat ddi xung ISO/IEC 13888-3:2009
38. | Cong ngh¢ thong tin - Cac ky thuat an toan - Yéu cau dbdi | TCVN ISO/IEC
v6i to chirc danh gia va ching nhan hé thong quan 1y an | 27006:2017
toan thong tin ISO/IEC27006:2015
39. | Cong nghé thong tin - Cac k¥ thuét an toan - Huéng dan | TCVN ISO/IEC
quan ly an toan thong tin cho dich vu tai chinh 27015:2017
ISO/IEC 27015:2012
40. | Cong nghé thong tin - Cac k¥ thuat an toan - Huéng dan | TCVN ISO/IEC
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dam bao su sin sang vé cong nghé thong tin va truyén 27031:2017
thong cho tinh lién tuc ctia hoat dong ISO/IEC 27031:2011
41. Giz,io th}ﬁ:c iIAlFemet phién ban 6' (IPv6) - Phan 5: Giao thic TCVN 9802-5:2017
phat hién doi tugng nghe multicast
42. | Giao thirc internet phién ban 6 (IPv6) - Su phu hop cua .
giao thirc - Phan 3: Kiém tra cac yéu cau k§ thuat IPv6 TCVN 10906-3:2017
43. | Cong nghé thong tin - Cac k¥ thuat an toan - Khung cho
dim bic an toin cong nght thong tn - Phan 1Gidi thicu | TCVN 11778-1:2017
TR i i ISO/IEC TR 15443-1:2012
va khai niém
44. | Cong ngh¢ thong tin - Cac k¥ thuat an toan - Khung cho | TCVN 11778-2:2017
dam bao an toan cong nghé thong tin - Phan 2: Phan tich | ISO/IEC TR 15443-2:2012
45. | Cong nghé thong tin - C4c k¥ thuat an toan - Huéng dan | TCVN 11779:2017
danh gia hé théng quan 1y an toan thong tin ISO/IEC 27007:2011
46. | Cong nghé thong tin - C4c k¥ thuat an toan - Huéng dan | TCVN 11780:2017
vé an toan kh@ng gian mang » ISO/IEC 27032:2012
47. | An toan hé thong bao mat DNS (DNSSEC) - Thay doi TCVN 11818:2017
trong giao thirc
48. | Cong nghé thong tin — Cac ky thuat an toan - Yéu cau co )
ban v€ an toan hé thong thong tin theo cap do TCVN 11930:2017
49. | Cac yéu cau bao mat DNS (DNSSEC) TCVN 12044:2017
50. | Cong nghé thong tin - Cac k¥ thuat an toan - Ngir canh TCVN 12042:2017
xac thuce cho sinh tric hoc
51. | Khuén dang dit liéu trao d6i mé ta sy c6 an toan mang TCVN 12043:2017
52. | Cong nghé thong tin - Céac k¥ thuat an toan - Panh gid an | TCVN 12210:2018
toan hé thong van hanh ISO/IEC TR 19791:2008
53. | Cong nghé thong tin - Cac ky thuat an toan - Huéng dan | TCVN 27008:2018
chuyén gia dénh gia vé kiém soét an toan thong tin ISO/IEC TR 27008:2008
54. | Cong nghé thong tin - Cac k¥ thuét an toan - Ma hda co TCVN 12197:2018
su dung xac thuc ISO/IEC 19772:2009
55. | Thong tin va tu liéu - Dinh danh s6 cho ddi tuong TCVN 12198:2018 1SO
26324:2012
56. | Cong nghé thong tin - Cac k¥ thuét an toan - Ho so bao TCVN 12637:2019
v¢€ cho trinh duyét Web
57. | Cong nghé thong tin - Cac k¥ thuét an toan - Nguyén taic | TCVN ISO/IEC
va quy trinh diéu tra su ¢d 27043:2019 ISO/IEC
27043:2015
58. | Cong nghé thong tin - Cac ky thuit an toan - Huéng dan | TCVN ISO/IEC
dam bao su pht hop va day du cia phuong phap diéu tra | 27041:2019 I1SO/IEC
su cb 27041:2015
59. | Cong nghé thong tin - Cac k¥ thuét an toan - Huéng dan | TCVN ISO/IEC
xéc dinh, tap hop, thu nhan va bao quan bang ching sd 27037:2019 ISO/IEC
27037:2012
60. | Cong nghé thong tin - Cac k¥ thuat an toan - Hé thong TCVN ISO/IEC
quén 1y an toan thong tin - Cac yéu cau 27001:2019 ISO/IEC
27001:2013
61. | Cong nghé thong tin - Cac k¥ thuat an toan - Ho so bao TCVN 12819:2020
vé cho thiét bi tuong Itra loc luu lugng c6 trang thai
62. | Cong nghé thong tin - Cac k¥ thuat an toan - Ho so bao

vé cho chirc ning phong chdng xam nhap trén thiét bi

TCVN 12820:2020
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tuong lira/thiét bi mang
63. | Cong nghé thong tin - Cac k¥ thuat an toan - H6 so bao TCVN 12821:2020
vé cho thiét bi luu trir di dong ‘
64. CAong ngI}@ thﬂong.tm - ?aikyAthuat an toan - H6 so bao TCVN 12822:2020
v¢€ cho hé quan tri co s dir liéu
65. Cong nghé thong tin - Cac k¥ thuat an toan - Quy tic thuc TCVN_ ISO/IEC
hanh quan 1y an toan thong tin 27002:2020 ISO/IEC
27002:2013 (*)
66. | Giao thtrc Internet phién ban 6 (IPv6) — Su phu hop cua
giao thirc — Phan 4: Kiém tra giao thirc ty dong ciu hinh | TCVN 10906-4:2020
dia chi khong giit trang thai ‘
67. | Giao thuc Internet phién ban 6 (IPv6) — Phan 6: Giao thuc )
tu dong cu hinh dia chi khong giit trang thai IPv6 TCVN 9802-6:2020
68. | Giao thtc Internet phién ban 6 (IPv6) — Kiém tra tudn thu | TCVN 12893 :2020
IPv6 cua thiét bj dinh tuyén bién khach hang
69. | Giao thuc Internet phién ban 6 (IPv6) — Su phu hop cua
giao thirc - Phan 5: Kiém tra giao thirc ban tin diéu khién | TCVN 10906-5:2020
Internet
70. quao .thu’ilnter.n;et phién ban 6 (IPv6) - Phan 7: Giao thirc TCVN 9802-7:2020
ban tin diéu khién Internet
71. | K§ thuat hé thong va phan mém —Kiém thir phan mém — | TCVN 12849 -1:2020
Phan 1: Khéi niém va dinh nghia ISO/IEC/IEEE 291109 -
1:2013
72. | Ky thuat hé thong va phan mém —Kiém thir phan mém — | TCVN 12849-2:2020
Phan 2: Quy trinh kiém thir ISO/IEC/IEEE 29119 -
2:2013
73. | Ky thuat hé thong va phan mém —Kiém thir phan mém — | TCVN 12849-3:2020
Phén 3: Tai li¢u kiém thir ISO/IEC/IEEE 29119
3:2013
74. | Ky thuat hé thong va phan mém —Kiém thir phan mém — | TCVN 12849 - 4:2020
Phan 4: K§ thuat kiém thir ISO/IEC/IEEE 29119 -
4:2015
75. | Cong nghé thong tin — Cac k§y thuat an toan — Quy tic TCVN 27018:2020
thuc hanh bao v¢ thong tin dinh danh c4 nhan (PII) trén ISO/IEC 27018:2019
dam may cong cong co chirc nang xu ly PII
76. | Cong nghé thong tin — Cac k¥ thuat an toan — Quan trian | TCVN 27014:2020
toan thong tin ISO/IEC 27014:2013
77. | Cong nghé thong tin — Céc k§ thuat an toan - Quy tic TCVN 27017:2020
thue hanh cho kiém soét an toan thong tin dua trén ISO/IEC 27017:2015
ISO/IEC 27002 cho cac dich vu ddm may
78. | Trung tdm dir liéu - Yéu cau vé ha tang k¥ thuat vién TCVN 9250:2021
théng
79. | Cong nghé thong tin - Cac ky thuat an toan - TCVN 13265:2021
Ap dung TCVN ISO/IEC 27001 cho linh vyc cu thé -Cac | ISO/IEC 27009:2016
yéu cau
80. | Cong nghé thong tin- Cac k¥ thuat an toan -Hudng dan TCVN 13266:2021
phan tich va giai thich bang chimg sd ISO/IEC 27042:2015
81. | Cong nghé thong tin - Cac k¥ thuat an toan - An toan TCVN 9801-1:2022

mang - Phan 1: Tong quan va khai niém

ISO/IEC 27033-1:2015
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82. | Cong ngh¢ thong tin - Cac ky thuat an toan - Lya chon, TCVN 13464:2022
trién khai va van hanh hé thong phat hién va ngin chin ISO/IEC 27039:2015
xam nhap

83. | Cong nghé thong tin - Cac k¥ thuat an toan - Huéng dan | TCVN 13467:2022
k¥ thuat quan 1y ban vé trong t6 chic

84. | Cong nghé thong tin - Cac k¥ thuat an toan - Huéng dan | TCVN 13465:2022
bdo dam an toan may chu

85. | Cong nghé thong tin - Cac k¥ thuat an toan - Huéng dan | TCVN 13466:2022
bdo dam an toan may chu web

86. | Cong ngh¢ thong tin — Cac ky thuét an toan — Ho sobao | TCVN 13468:2022

v€ cho phan mém ung dung

3. Danh muc chi tiét cac hang muc cin thu@

3.1. License co ban phin mém Céng dan sb

3.1.1 Céc chirc ning phin mém

Tinh nang/

Yéu cau dir liéu

STT phan hé Mo ta dAu vao Ghi cha
Nguoi dung thuc hién dang nhép
1 | bang nhap vao ung dung thong qua tai khoan
da dang ky
2 | Pang xuét Ping xuét khoi tmg dung
Nguoi dung nhén cac ndi dung
Truvén thon truyén thong, tuyén truyen tr co
3 Y e quan chinh quyén, c6 thé chu dong

tuyén truyén lya chon nhan ndi dung theo

quan/huyén, phuong/xa

Nguoi dung nhan cac ndi dung
canh bdo tir co quan chinh quyén,

4 Canh bdo ¢ thé chu dong lya chon nhan noi
dung theo quan/huyén, phuong/xa
Website cac trang
o Nhing cac link web bao tai dia | tin tirc, bao chi tai
5 | Tin tac < . 2
phuong hodc khu vuc dia phuong, cong
TTDT tinh
i Quan 1y cac thong tin c4 nhan nhu:
6 S6 thong tin CCCD, SBT, email, ma khach hang
dién, nudc. ..
7 Khéo st ykién Ngum dung th’uc hleri khao sat tur
cac co quan chinh quyén
Nguoi dung c6 thé gui cac gop y
8 | Gop yungdung | cho ing dung, cac tinh nang mong
muon, bao 101 tng dung...
Nguoi dung chon xem cic camera Tich hop hé théng
Camera truc giao thong tai dia phuong theo ,
9 X Camera VMS cua
tuyén dang danh sach & dang ban do, tur tinh

d6 c6 thé nim duoc cac tuyén




15

duong nao ach téc,vchﬁ dong lua
chon 19 trinh di chuyén phu hop

10

Tra ctru phat
nguoi

Nguoi dung tra cuu cac thong tin
phat ngudi theo bién sO xe va
khoang thoi gian

Tich hop hé thong
phat ngudi cua
tinh

11

Ban d6 ngap lut

Nguoi dung theo doi cac dia diém
ngap lut tai dia phuong trén ban do

Tinh hop hé
théng ngap lut
cua tinh, day
théng bao khi cé
thong tin tram do

12

So6 ste khoe
dién tir

Nguoi dung theo doi thong tin
kham, chira bénh ca nhan tai cac
bénh vién. Theo ddi don thude, cac
thong tin xét nghi¢ém, thong tin tiém
chung ctia cd nhan.

API tir h¢ thong
SoY té

13

Cosdyté

Ngudi dung c6 thé tra ciru va xem
danh sach cic co so y té trén dia
ban theo dang list hodc ban d6, xem
thong tin gidi thiéu chi tiét 1 co so
y té. Xem chi duong t6i dia diém

Ditr li¢u tinh nhap
theo file Excel,
hodc tich hop API
¢ san

14

Mang ludi nha
thude

Nguoi dung c6 thé tra cliru va xem
danh sach mang luéi nha thude trén
dia ban theo dang list hodc ban dd,
xem thong tin gidi thidu chi tiét 1
nha thuéc. Xem chi duong t6i dia
diém

Dt li€u tinh nhap
theo file Excel,
hodc tich hgp API
o san

15

Truong hoc

Nguoi dung c6 thé tra citu va xem
danh sach céac truong hoc trén dia
ban theo dang list hodc ban dd, xem
thong tin gidi thiéu chi tiét 1 truong
hoc. Xem chi dudng téi dia diém

Dit liéu tinh nhap
theo file Excel,
hoac tich hop API
o san

16

Chét lugng
khong khi

Nguoi dung co thé theo ddi chat
luong khong khi tai noi dang sinh
song, nhan thong tin vé tinh hinh
chit lugng khong khi x4u & nhiing
lwu y khi chat lwong khong khi
khong tbt

Két ndi voi trang
igair.com, c6 1
tram do tai Cang
Hon La

17

Ban dd du lich

Nguoi dung c6 thé tra ctru va xem
danh sach cac dia diém luu tra, an
uéng, mua siam, di tich lich s,
danh lam thang canh... trén dia ban
theo dang list hodc ban dd, xem
thong tin giGi thiéu chi tiét 1 dia
diém. Xem chi duong t6i dia diém

Dt liéu tinh nhap
theo file Excel,
hodc tich hgp API
¢ san hoic
nhing Web

18

Ban d6 quy
hoach str dung
dat

Nguoi dung c6 thé tra cliru va xem
thong tin quy hoach st dung dat tai
dia phuong

Nhung link ban
do cua tinh

19

Ban d6 quy
hoach xay dung

Ngudi ding c6 thé tra ciru va xem
théng tin quy hoach xdy dung tai
dia phuong

Nhung link ban
do cua tinh

20

Béan d6 OCOP

Nguoi dung co6 thé tra clru va xem

Dir li¢u tinh nhap
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va lang nghé danh sach cac dia diém co6 san | theo file Excel,
pham OCOP, céc lang nghé tai dja | hodc tich hop API
phuong theo dang list hodc ban dd, | co sin hodc

xem thong tin gi6i thiéu chi tiét 1 | nhing Web

dia diém. Xem chi dudng t6i dia

diém
o aoa s x| Kétndi APItir hé
Nguoi dung ¢6 thé nop ho so dich grnot. he
n X . . 1, . |thong dich vu
. . vu cong, tra cuu két qua xu ly cac | B
21 | Dich vu cong ; N N cong cua Tinh
dich vy, tim hiéu thong tin céc dich o ,
hoac nhing
vu .
i webview
29 Tra ctru tién Nguoi dung cé the tra ciru thong tin | API tur truc LGSP
dién tién dién theo ma khach hang tinh
T - X 1o tang, cac thong tin lich st ]
23 | Bao tang s vem»bao tang, cac thong tin lich st Nhiing web
cua tinh
Béan do6 cac diém | Nguoi dung c6 thé tim kiém cac dia | Dt li€u tinh nhap
24 phat mang diém cung cap wifi trén dia ban | theo file Excel,
internet mién tinh, xem cach thuc diang nhap dé | hoac tich hop API
phi (wifi) str dung wifi cd san
s f A e .« | SO dién thoai taxi,
38 dién thoai Nguoi dung c6 thé tim kiém cac o nhap truc tidp
25 ; - dién thoai cung cap dich vu taxi T

taxi trong quan tri hé

thong

trén dia ban tinh

3.2. Tich hgp VNelD va cac tinh ning mé rong:

STT

NOI DUNG

Ghi Chu

Chi phi tich hop VNelD va céc tinh nang m¢ rong:

1. Tich hop VNelD: Bang nhap xac thuc ngudi dung qua tmg dung VNelD,
hé théng dinh danh, xé4c thyc gin vdi CSDL qubc gia vé dan cu.

2. Tich hop thém céc tinh ndng mé rong:

- Ban d0 du lich, di tich.

- Tra ctru tuyén sinh dau cap.

- Phat thanh, truyén hinh Online.

3.Bb sung, diéu chinh mét s6 tinh nang, tién ich:

- Néng cép chitc nang, tinh nang hé thong Tiép nhan va xu 1y phan anh hién
truong (Hé thong PAHT):

+ Piéu chinh quy trinh xir Iy phan anh hién trudng phu hop véi mo hinh
chinh quyén dia phuong 02 cip sau sat nhap;

+ B0 sung chire nang xir Iy danh cho can bo phan anh hién truong trén nén
tang Web;

+ Piéu chinh giao dién ciia chirc ning phan anh hién trudng trén nén tang
Web cong dan sd;

+ B6 sung tng dung di dong danh cho cho can bd xir Iy phan anh hién
truong trén nén tang di dong;

+ Diéu chinh giao dién cua chirc ning phan anh hién trudng trén nén tang di
dong;

- Nang cép, diéu chinh giao dién hién thj tmg dung coéng dan s trén nén tang
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di dong dam bao tinh tham my, than thi¢n, dé khai thac su dung;

- Nang cép chtc ning ban d6 ngp lut va canh bao ngap lut tu dong theo dia
ban;

- B6 sung chuyén muc thong tin viéc lam.

4. Hb tro tich hop dir liéu cic hé thong phin mém chuyén nganh vao tng
dung cong déan sb khi dam bao cac yéu cau vé dir liéu va APL

3.3. HO trg' van hanh khai thac
* Cai dat ung dung trén may tinh va dién thoai ctia can b, 1anh dao cac don
V1.
- Chuén bj truéc khi cai dat:
+ Pam bao mdy tinh/dién thoai dap tng cau hinh k¥ thuat t6i thiéu.
+ Kiém tra hé diéu hanh, quyén cai dit phan mém, két ndi mang.
- Quy trinh cai dat:

+ Téai va cai dat ding phién ban img dung (Windows, Android, 10S).

+ Cau hinh ban dau: dang nhép tai khoan, két ndi véi hé thong trung tam,
thiét 1ap cac tham sb theo don vi.

- HO tro nguoi dung:

+ Hudng dan can bo, 1anh dao sir dung cac chirc ning co ban.

+ Xir Iy 16i phat sinh trong qu4 trinh cai dit va khéi chay.

* Tong hop thong tin dé tao/cap nhat thong tin nguoi dung, khoa tai khoan,
phan quyén
- Tao va cap nhat thong tin nguoi dung:

+ Thu thap dir li¢u tor don vi: ho tén, chirc vy, s6 dién thoai, email, don vi
cong tac.

+ Cap nhat trén hé thong quan tri tng dung.

- Khoa tai khoan:

+ Thyc hién khi can bd nghi viéc, chuyén cong tac hodc vi pham quy dinh
su dung.

+ Pam bao khong con quyén truy cap vao hé thdng sau khi khoa.

- Phén quyén nguoi dung:

+ Can ctr theo chuc vy, chitc ndng nhi€ém vu, quy dinh cua tinh.

+ Vi du: Lanh dao duoc quyén xem bao céo tong hop; can bo chuyén
trach c6 quyén nhép va chinh stra dit liéu; ngudi ding pho thong chi
dugc xem thong tin.

* Tiép nhan yéu cau tir bd phan cham séc khach hang (CSKH)
- Kénh tiép nhan: email, dién thoai, hé théng ticket online.
- Phan loai phan anh:

+ Nhém 1: Thic mic cach sir dung (hudng dan truc tiép).
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+ Nhom 2: Su ¢6 ky thuat (khong dang nhap dugc, 16i hién thi, khong
ddng bo dir lidu...).

+ Nhém 3: Yéu cau cai tién, thém chirc ning.

Xtr Iy ban dau:

+ Kiém tra thong tin phan anh, xac minh dir liéu lién quan.

+ Thuyc hién tai hién 15i trén méi truong thir nghiém (néu cd) dé xac dinh
nguyén nhan so bg.

Chuyén tiép:

+ Néu 16i thudc phan mém (bug, thiéu tinh ning), 1ap bao céo chi tiét (md
ta hién tuong, budc tai hién, anh chup man hinh, log hé théng) va
chuyén cho bd phan phat trién xu 1y.

+ Néu do nguoi dung thao tac sai — hudng dan va khic phuc ngay.

* Yé&u cau chung vé cong tac

Bao mat: tuan thil cac quy dinh cta Tinh Quang Tri vé bao mat thong tin,
an toan dir liéu.

Thoi gian phan hoi: nhanh chéng, dam bao hoat dong thong sudt ctia lanh
dao va cac don vi.

Bao cdo dinh ky: tong hop sb luong yéu cau da xur 1y, thoi gian phan hoi,
phan tich cac 16i thudng gip dé dé xuét cai tién hé thong.

3.4. Ha tang Cloud:
: . 3 o Céu S6
STT Dich vu Tal nguyéen Don vi tinh hinh lwong
I. Ha ting tai nguyén Cloud cho ing dung
vCPU 174
RAM (GiB) 348
N SSD (GiB . 2300
1 | Ha tang Cloud ( 2 Goi 1
IPv4 mua thém 8
File Storage (GiB) 2500
Volume Backup (GiB) 100
I1. Ha ting giai phap dam bao ATTT va cin bing tai
r 2 N ~ b 2. VCPU 2
1 May chu cai dat tuong lua RAM (GiB) VM 4 1
40 (Cloud Server)
SSD (GiB) 40
Mav ch P vCPU 6
ay chu cai dat h¢ thong -
2 DLP - Linux RAM (G.IB) VM 16 1
HDD (GiB) 500
New connection L 1500
3 | Dich vu vLB Active connnection Goi Basic - 1500 1
Standalone
Bang thong (Mbps) 512
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. ‘- o .. Ciu S6
STT Dich vu Tai nguyén Pon vi tinh hinh lwong
IP Public 1
111 | Van hanh khai thac
Dich vu van hanh khai thac . .
1 Cloud - Lép OS Goi Goi 1 12
Phi Audit tiép nhan Véan
2 | hanh khai thac (Thanh toan Goi 12 thang 2
1 lan)

3.4.1 Yéu cau vé dich vu van hanh khai thac Cloud
- C6 hé théng va nhan su dé giam sat hé théng lién tuc 24/7, kip thoi nhan biét
cac su kién xuat hién trén hé thong.
- Pham vi giam sat:

e Giam sat I6p hé diéu hanh (OS): Giam sat hiéu nang caa may chi (CPU,
RAM, HDD/SSD, IOPS, ...).

e Giam sat Ung dung: Trang thai up/down cia phan mém/tng dung; Canh
bao cao tai RAM, CPU, 10 do phan mém/tng dung; log, canh béo ton,
suy giam KPI, tinh trang két ndi tir APP dén Database.

e Giam sat Co so dir liéu (Database) nhu Oracle, MySQL, Mariadb.

- Xé&c nhan canh bao trong vong 30 phut ké tir khi canh bao xuét hién (loai trir
cac canh béo tu hét sau 15 phut) voi ty 16 >=95% canh bao duoc x4c nhan ding
han.
- Giam sét chi dong ddi véi cac hé théng dang thyuc hién tac dong, dang c6 su ¢b
hoic ¢6 yéu cau tir don vi thué dich vu.
- Giam sét hé thong ngay sau khi tac dong.
- Tiép nhan théng tin 15i, phan &nh cua don vi thué dich vu.
- Théng bao canh bao tdi cac bén lién quan trong vong 45° ké tir khi canh bao
xuat hién vé noi dung canh bao/su cd, thoi gian xuat hién, qua cac cong cu thdng
nhat (email, SMS, OTT, goi dién) véi ty 1é canh bao duoc théng bao ding han
>=950%.

3.4.2 Yéu cau vé SLA dich vu

STT Cic thong s6 SLA Chi tiéu

Do kha dung dich vu ha téng Cloud Server trung binh

1 A b
trén thang

99,99%

Céanh bao (email/SMS) khi tai nguyén hé thong
2 | (VCPU/NRAM/vStorage) vuot 70% so véi cau hinh Gui ngay
da cap phat

3 | Cam két thoi gian tiép nhan phan anh trong vong 30 | 100%
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STT

Cac thong so SLA

Chi tiéu

phut ké tir khi phat sinh yéu cau

Resource pool cho hé théng cloud cung cip may chu
a0 (VM) khong gidi han vCPU, vVRAM va vStorage
trong pham vi tong tai nguyén thué

100%

Toan bd may chu vat 1y cia hé théng Cloud déu duoc
trang bi 02 card mang port 10Gbps hoat dong du
phong, dugc két ndi vao hé théng mang cé giao tiép
10Gbps

Co

Cong nghé RAM cho may chu a0 (VM) str dung
RAM that (KHONG lay HDD lam RAM) va thiét 1ap
dung dung luong thuc vao thing may chi ao, khéng
chia sé véi cac may chu 4o khac dé dat toc do cao
nhat

Co

Ha tang Cloud dam bao hé thong server vt 1y duoc
t6 chtrc du phong, phan tai, storage duoc nhan ban ba
lan dam bao dy phong phan tan tai ba node

Co

Luu trir

Hé thong luu trik dam bdo tinh dw phong sir dung
cong nghé Software-Defined Storage trén hé thong
Server lwu trit phdn tan dé tranh nghén ¢ chai ¢
Card Controller ¢ tii dia SAN theo gidi phdp truyén
thong

Co

H¢ thong luu trik ¢6 cong nghé Storage Virtual
Machine cho phép phan tach cac phan vung luu trir
riéng biét cho moi khdach hang dam bdao ATTT cao

Co

Hé thong luu trik ¢6 khd nang mé réng dung hrong
lén dén hang PetaByte

Co

Hé thong luu trik tich hop cong nghé sao heu dir liéu
(nhdn bdo va sao luu) cho phép sao luu va phuc hoi
dit lieu mot cach nhanh chong

Co

Dung lwong luu trit dy phong cdp thiee theo nhu cau
sw dung

100%

1OPS (Input Output per second) theo phwong phap
doc/ghi ngdu nhién random operation 4K.

IOPS >=
23.000, trong do
IOPS write >=
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STT Cac thong so SLA Chi tiéu
7.680
Throughput (thong luong ghi, theo phuong phap ghi | >= 90MB/s
J tuan tu sequence operation)
h | Latency (dg tré) <=5ms
Cong ngh¢ mai
[ Cong nghé luu tri phan tan, uptime
99,9%
Cung cip cong dich vu ty quan 1y va van hanh ha
tang CNTT gdm: Giao dién tiéng Viét, tao/x0d may
cht 40 (VM); céac 16p mang khac nhau (t6 chuc theo
mé hinh FrontEnd - BackEnd); diéu chinh c4u hinh
9 | va hoat dong may chu 4o nhu: Khoi dong (Start Co
Server), Ngung hoat dong (Stop Server), Sao chup
anh may chu (Snapshot), thay doi cau hinh (resize)
vCPU, vVRAM, mé rong dung luong luu trit (SSD,
HDD)
Cung cap cong cu dé Iya chon cap phat cac may chu
a0 (VM) voi hé diéu hanh Windows, CentOS,
9 | Linux...tir danh sach hé diéu hanh c6 sin hodc tu tao | C6
trong pham vi tai nguyén duogc cap theo nhu cau cua
minh
10 Cung fép hé (}iéu;hén,h c6 ban quyén cho VM theo 100%
hop dong thué (néu c6)
1 IPAcho,méy chu a0 (IPv4 va IPv6) theo hop dong thué Theo nhu ciu
(n€u co)
12 | Luu luong thong tin dugce giri nhan (Data Transfer) i)hr(l)lrlli Igt;((?) han
Nha cung cip dam bao cung cap hé thong dich vu
TTDL 4o van hanh tét, 6n dinh (uptime 99,99% ) do
tin cay cao, dam bao tinh m¢ rong khong gisi han véoi
13 cac md hinh trién khai hé thong phan mém tng dung 6

hd tro trén cac hé diéu hanh theo khuyén cdo cia nha
cung cap:

Mo hinh may chu don (non-clustering).

M0 hinh clustering: Failover/failback clustering (ca
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STT Céc thong s6 SLA Chi ti¢u
hai md hinh active-active clustering va active-standby
clustering), network loadbalancing.
M® hinh High-Availability (HA): HA, HA-Load
balancing.
Céc mé hinh trién khai khac theo Nguyén tic RAS
(Reliability-Availability-Scalability).
14 | Bang thong két noi
- | Bang thong trong nuoc 300Mbps
- | Bang théng quéc té 10Mbps
15 | Ho tro ki thuat (Desk/Phone) 24XTX365
3.5. Hang muc dam bao ATTT théng tin cip d6 3
Pon vi , Thot | g5
STT | Téndich vu o Cau hinh gian
: : tinh . lwong
(thang)
Thiét bi Tuong lra The hé maoi
(NGFW)
- Tinh nang:
Firewall NGFW VPN site to site VPN
Client to site
IPS (Intrusion Prevention System)
AMP (Anti-Malware Protection)
Antivirus
Mobile Malware, Botnet, CDR, Virus
Outbreak Protection
License tuong License/ Tich hop dich vu phan tich ma doc trén
1 | Itra 4o thé hé . dam may (twong duong FortiSandbox 12 1
. thang
mai Cloud)
- bac tinh k¥ thuat:
2.300 Mbps thong luong tuong Itra
900 Mbps thong lugng khi bat tinh
nang bao mat
1.000 Mbps thong lugng Ipsec VPN
10.000 s6 lugng chinh sach bao mat to1
da
3.500.000 CCU s phién ddng thoi tdi
da ’
151.000 s6 phién moi/s
WP-Gold ,
- Tan suat request t61 da: 5000 rps
\ . . - Tuong ltra (WAF) chan tan cong TOP
p |juoneliaimg | GOV 10 owAsp 12 1
Hne 9 |- Giam sat bang thong
- Thém tap luat tuy chinh: 25
- Chong DDOS tang trng dung (DDOS




23

Thoi

STT| Tendichvy | >on " Céu hinh gian mif;
(thang) | ""O"e
N :
- Gioi han tan suat truy cap tir moi IP
nguon ‘
- Chong DDOS tang mang (DDOS L4)
- Ngan chan khai thac 16 hong 1-Day
(Pugc phat trién bdi Cloudrity)
’ vSOC1 Cloud - IDC:
3 Hé thong giam Géi/ | - SIEM 12 12
sat tap trung thang | - SOAR )
- Giam sat su 1y su co 24/7
Gl;al pha}p C? ONE | License/ | Device control +Content Aware
4 that thoat dor - . ) 12 12
o nam Protection -Linux
liéu DLP
Dich vy Gl
5 | Endpoint , Endpoint Security Business 12 12
X thang
Security
Dichvuphong | 4 | g5 Gpps
6 | chong tan cong than 1 1PV4 12 1
tir chdi dich vu g
3.6. md hinh cai dit may chii, mé hinh ATTT cap dd 3
a) Mo hinh cai dat may chu:
DCN F:VCH LB 01
INTERNET &=
DC SW DC 01
sSw
Management i | sSw Gom_01
\ a8
d Master 2 bt " l:ys_°s|] s bszi:rl‘(l:;r)
Master 1 VMaster 3 \}Vorléﬁr 1 VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV
Kubernetes Worker 6 - 5/ Worker 4 San Switch 01 —- STORAGE

M6 hinh cai dat may chu

Yéu cau HE thong nén tang theo kién truc microservice va trién khai trén

moi truong Kubernetes. HE¢ thong chay an toan va 6n dinh nho cac co ché nhu



24

tao lap (replicas), can bang tai (load balancer), ty dong md rong (auto scale).

- May chu Worker: 6 vai tro chay xu ly nghi€p vu twong tu may chu img
dung trong mé hinh truyén thong. Cai dat hé diéu hanh Ubuntu 22.04
LTS/CentOS Stream 9 tro 1én.

- May chu Master: ¢6 vai tro quan ly, diéu phéi toan bd hoat dong cia cac
thanh phan Worker. Cai dat hé diéu hanh Ubuntu 22.04 LTS/CentOS Stream 9
trd 1én.

- Mdy chu Database: cai dat h¢ quan tri CSDL My SQL dé luu trir thong
tin hé thong. Cai dat hé diéu hanh Ubuntu 22.04 LTS/CentOS Stream 9 tro 1én.

Hiéu suét 1am viéc trung binh caa CPU trén may chu dir liéu < 75%.

Yéu cau Hiéu suat lam viéc trung binh caa CPU trén may chu ang dung <
75%.

Yéu cau Ha tang may chu cho phép cai dat hé théng theo mé hinh may
chu chinh va may chu du phong.

Yéu cau Ha tang méay chu dam bao kha ning két ndi toi cac hé thong
chuyén nganh khéc ctia dé dap mg cac yéu cau chia sé, két ndi dit liéu theo yéu
cau.

b) M6 hinh ATTT cdp dé 3

Yéu cau kién tric mang, dam bao kién tric cac ving khac nhau. Cac ving
nay dugc quy hoach thanh cac ving IP khac nhau vé&i cac cip security khéac
nhau. Phan chia gifta cac 16p 1a thiét bi Firewall duoc cdu hinh theo céc policy
tuong Ung voi cac dich vu két ndi, quy dinh chi tiét chinh sach vé cac IP duoc
két ndi v6i nhau nham dam bao tach bach gitta cac nghiép vy, dong thoi dam

Ving mang bién

Q <

VPN Gateway

; ~
lFs @

Web Apps Load Balancer ~ WAF

Viing mang quan tri Ving mang DMZ

FArara

Viing may chi ndi bd

Ving mang CSOL
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bao ATTT cép do 3.
MG hinh ATTT cdp do 3

Yéu cau cac ving mang can duoc thiét ké nhu sau:

- Viing mang bién duoc thiét ké dé két ndi ra cic mang bén ngoai va mang
Internet; bao vé hé thdng tir bén ngoai Internet. Ving mang nay trién khai hé
théng phong chéng tan cong DAoS.

- Ving DMZ dit cic may chii cung cép dich vu. Ving mang nay trién giai
phap phong chéng xam nhap IPS, thiét bi Web Application Firewall.

- Ving mang quan tri dugc thiét ké dat cac may cha quan tri caa hé thong
cua khach hang.

- Vung mang co s¢ dit liéu dat cac may chu co sé dit liéu phuc vu viée luu
trit va quan 1y co s¢ dir lidu tap trung trén hé thong, giai phap DB Firewall
CSDL.

4. Giai phap va phwong phap luan:

Nha thau chudn bi dé xudt gidi phdp, phwong phdp ludn tong qudt thuc
hién dich vu theo cdac néi dung quy dinh tai Chuong nay, gom cdac phan nhuw sau:

1. Gidi phap va phwong phap ludn,
2. Ké hoach céng tdc.
5. Quy dinh vé kiém tra, nghiém thu san pham:

Muc nay quy dinh vé quy trinh kiém tra, nghiém thu san phdm, trinh tu
giao nép san pham (néu cé)... dé phuc vu céng tdc thanh, quyét todn hop dong.

Sau khi lap dit hoan chinh nha thau can tién hanh chay thu ngh1¢m toan bo
dich vu. Dich vu duoc van hanh c}lay thtr duoit su giélm sat cua Chu dau tu. Trong
qué trinh van hanh chay thir c6 thé két hop huong dan sir dung.



