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Phin 2. YEU CAU VE KY THUAT
Chuwong V. YEU CAU VE KY THUAT

1. Gi6i thiéu chung vé géi thiu

- Tén goi thau: Gia han license va dich vu hd trg k¥ thuat thiét bi Firewall
check Point tai Cong ty Thuy dién Song Bung, Cong ty Thuy dién An khé —
KaNak, License va dich vu ho trg k¥ thuat h¢ thong ArcSight Enterprise Security
Manager (ESM) tai TCT.

- Ngudn vbn: Vén san xuét kinh doanh cia EVNGENCO2.

- Thoi gian thyc hién hop dong: 13 thang, trong d6 thoi gian thuc hién goi
thau 1a 12 thang.

- Pia diém thuc hién: Co quan Tong cong ty Phat dién 2, Nha may thiy
dién Song Bung 2 va Van phong Cong ty Thuy di¢n An Khé — Ka Nak.

2. Yéu cau vé ky thuat

a. Thanh phan céc thiét bi thwe hién gia han ban quyén sir dung:

- Co quan Tong cong ty Phat dién 2:

e Hé thong thu thap, phan tich log SIEM: Arcsight.

- Nha may thiy dién Song Bung 2:

e Hé thong tuong ltra bao vé tat ca két ndi: Checkpoint 3800.

- Vin phong Cong ty Thily dién An Khé — Ka Nak: Hé thong tuong lua
bao v¢ tat ca két noi: Checkpoint 6200.
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b. Yéu ciu vé chirc niing va thong sd k¥ thuit chi tiét:

Stt Danh muc hang héa M0 ta san pham Théng s6 k¥ thuat yéu cau S6 lwong Pia diém thue hién
Gia han cho hé thong tuong
1 |lra Check Point 3800
(NMTD Séng Bung 2)
Gia han dich vu cap nhat ph@n meém,
bao hanh phéan cimg va ho tro ky
thuat cho thi€t bi tuong Itra thé hé
moi  Firewall CheckPoint 3800
Gi'fl haq dich vu cap nhﬁt trong vong 1 nam bao gom:
phan mém, bao hanh phan - Cap nhat ban va (Hot Fixes /
cing va ho tro ky thuat cho | Premium Collaborative | Service Packs) . . 01 goi (cho
1.1 | thiét bi tuong ltra theé hé mdi | Enterprise Support Add-on | - Nang cap phién ban phan mém 1 t%li ¢ bi) NMTD Song Bung 2
(Firewall CheckPoint 3800): | for Product (Major Upgrades/ Enhancements) :
I. NMTDb Soéng Bung 2 - Truy cép kho kién thuc bdo mat
(CPAP-SG3800-SNBT) (Secure Knowledge Access)
- Dich vu ho trg ky thuat 24x7
(Service and Support: 7 x 24 Every
Day) ‘
- Bao hanh phan ctiing (*)
Gia han dich vu phan mém tinh ndng
Gia han dich vu phﬁn mém Enterpr'lse Based Protection - Nf:xt
, L . Generation Threat Extraction
tinh nang “Enterprise Based ” AP , X
: : Package” cho thiét bi tuong ltra the
Protection - Next Generation A 5
. ) ) hé méi Firewall Checkpoint 3800
Threat Extraction Package | Enterprise Based Protection trong vong 1 nam bao gom cac tinh | 01 g6i (cho
1.2 | kage” cho thiét bi tuong Itra | - Next Generation Threat | . g & g g0} (¢! NMTD Song Bung 2
£ A iy . . nang: 1 thiét bi)
th¢ h¢ modi  (Firewall | Extraction Package
: - IPS
Checkpoint 3800): .
N - Application Control
l. NMTD Song Bung 2 _ URL Filterin
(CPAP-SG3800-SNBT) - &
- Antivirus

- Anti-Bot
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- Anti-Spam
- Threat Extraction
- Threat Emulation
- DNS Security
- Zero Phishing
Gia han hé thong tuong lia
) Check Point 6200 (Van
phong CTTD An Khé - Ka
Nak)
Gia han dich vy cap nhat phan mém,
bao hanh phan cimg va hd tro ky
thuat cho thiét bi twong lira thé hé
mo1 Firewall CheckPoint 6200
Gia han dich vu cdp nhat trong vong 1 nam bao gém:
phan mérrb bao hanh phan - Cap nhat ban va (Hot Fixes /
cung va ho tro ky thuat cho | Standard Collaborative | Service Packs) - . .
2.1 | thiét bj twong ltra thé hé moi | Enterprise Support Add-on | - Nang cdp phién ban phan mém 011 ti?é t(f)kil)o Vangﬁg?%éﬁi An
(Firewall CheckPoint 6200): | for Products (Major Upgrades/ Enhancements) :
1. CTTDb An Khé — Ka Nak - Truy cép kho kién thtirc bao mét
(CPAP-SG6200-SNBT) (Secure Knowledge Access)
- Dich vu hd trg ky thuat 24x7
(Service and Support: 7 x 24 Every
Day)
- Bao hanh phan cimg (*)
Gia han dich vu phin mém Sﬁa han dich vu phan mém tinh na“}ng
. < A « . Next Generation Threat Prevention
tinh ndng nang cao “Next | Next Generation Threat P o
' hreat | Prevention for additional 1| o gdd1t1on ! year fpr 6200 Base 01 goi (cho | Van phong CTTD An
2.2 Generat} on T appliance” cho thiét bi tuong Itra thé g0l ¢t puong
Prevention for addition 1 |year for 6200 Base he mdi Fi . 1 thiet bi) Khé — Ka Nak
. ¢ moi Firewall Checkpoint 6200
year for 6200  base | Appliance

appliance” cho thiét bi tuong

trong vong 1 ndm bao gom cac tinh
nang:
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lra thé hé méi (Firewall - IPS
Checkpoint 6200): - Application Control
1. CTTD An Khé — Ka Nak - URL Filtering
(CPAP-SG6200-SNBT) - Antivirus
- Anti-Bot
- Anti-Spam
- DNS Security
Gia h~an dich vu cap nhat phan m@m
Gia han 01 nim dich vu ci va ho trg k¥ thuat cho san pham
nhat phén mim va hé tro kI}N)/ OpenText  Enterprise  Security
thuat cho phin mém Micro Manager Standard Edition 500 EPS
Focus tI;i Co  quan trong vong 1 nam bao gom: 7
3 | EVNGENCO2 (Bussiness + HO tf()’ ky thua:[: 2flx7, khong gio1 01 gbi Co quan,TopAg cong ty
Support for  ArcSight ha’n mo C,ase’, quan 1}; leo:thang nang Phat dién 2
Enterprise Security Manager mue xu ly cac yeu cat hé trg
Standard Edition 500 EPS + Cép nhat phan mém (Software
SW E-LTU) Updates) bao gom: cap nhat phién
ban Major Version, Service Pack,
hotfix, patch
Ghi chu:

(*) Nha thau c6 trach nhiém dy du trong viéc thuc hién dich vu bao hanh thiét bi (phan ctng) khi xay ra su cb, dong
thoi dam bao thoi han sir dung dy du 12 thang ddi véi dich vu ban quyén va hd tro k¥ thuat di duoc mua sim theo géi thau.

+ Dich vy bdo hanh thiét bi (phan ciing): Bao gdm toan bd cac cong viée lién quan dén thiét bi ma Nha thau da cai dat
ban quyén (License) 1én thiét bi d6. Trong qua trinh van hanh thiét bi hodc khi thyc hién cap nhat (Update) phan mém (i
dong hodc thii céng) theo chinh sach cia hang, néu thiét bi phat sinh bat ky su c6 nao dan dén viéc thiét bi khong kha dung
(khong sir dung, hoic cac tinh ning cua thiét bi bi sai khac so voi yéu cau tiéu chuan/cau hinh gdc) Nha thau co trach nhiém
kiém tra, khac phuc, thay thé hoic thuc hién bao hanh thiét bi nham dam bao thiét bi hoat dong 6n dinh va lién tuc. Trudng
hop Nha thau xir Iy cham tré hoic khong dam bao thoi gian khac phuc su ¢ theo cam két, Chii dau tu cé quyén tinh toan thoi



5

gian mat kha dung (downtime) cua thiét bi trén co s gia tri binh quan twong tng voi 12 thang ban quyén va khau trir phan
gia tri twong (mg vao s tién thanh toan hogc khi thanh 1y hop dong.

Bat ky thuong hiéu, ma hiéu (néu cd) trong bang yéu cau k¥ thuat néu trén 13 d& minh hoa cac tiéu chuan chat luong,
cong nghé, tinh nang k¥ thuat yéu cau, nha thau co thé lya chon du thau hang hoa c6 ngudn gde, xuat xtr, nha san xuat, thuong
hiéu, ma hiéu phu hop véi diéu kién cung cip nhung phai dam bao yéu cau co tiéu chuan ky thuat, cong nghé, dic tinh ky
thuat, tinh nang str dung “tuong dwong” hodc “t6t hon” so véi cac yéu cau néu trén. Truong hop nha thau chao hang hoa tuong
duong hodc tét hon, nha thau phai cung cap tai liéu kém theo dé ching minh va khi d6 Nha thau phai kém theo phuong an
trién khai (phan mém/thiét bi) dé dam bao viéc thay thé nay hoan toan twong thich v6i hé théng hién hitu.



3. Cam két ban quyén sé hiru tri tué:

Nha thau cam két bang van ban vé viéc khong vi pham quyén sé hiru trf tué
d6i voi san pham cung cp (nha thau co thé cung cip kém theo E-HSDT, 1am rd
E-HSDT hoic trudc khi trao hop déng). Trong qua trinh Iya chon nha thau, ky két
va thuc hién hop déng, néu co cac phan anh, khiéu nai cua bén thir ba vé viéc nha
thau dd xAm pham quyén so hitu tri tué dbi voi vat tu, thiét bi (san pham) cung
cap cho cac don vi thi phan anh, khiéu nai d6 phai dugc bén thir ba chimg minh
bﬁng ban an, quyét dinh cta toa an Viét Nam hodc két luan, quyét dinh cua co
quan c6 thAm quyén cta Viét Nam vé hanh vi vi pham. Nha thau phai cam két
mién trir trach nhiém va bdi thudng toan bo thiét hai, chi phi phat sinh (néu c6)
cho Chu dau tu, Bén moi thau trong trudng hop c6 khiéu nai ctia bén thir ba vé
quyén s hiru tri tué dbi v6i hang hoa do bén ban cung cap.

4. Khi thdy quyén va loi ich hop phép ctia minh bj anh hudng, Nha thau co
quyén gui don kién nghi vé cac van dé trong qua trinh lua chon Nha thau, két qua
Iwra chon Nha thau dén Chu dau tu, Ngudi c6 thim quyén theo quy dinh tai muc
38. Giai quyét kién nghi trong du thau tai Chwong I. Chi dan Nha thau. Ngoai ra,
Nha thau c6 thé phan anh cac hanh vi vi pham phép luat vé ddu thau trong qua
trinh t0 chtrc lya chon Nha thau theo duong diy néng cua Bao Pau thiu
(024.3768.6611) va dia chi email cia Ban Quan 1y Pau thidu EVN
(quanlydauthau@evn.com.vn).



