Phin 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT
Yéu cdu vé ky thudt mang tinh kj thudt thuan tiiy va cdc yéu cau khdc lién Yéu
cau vé ky thudt bao gom cdc ngi dung co ban nhw sau:

1. Gi6i thiéu chung vé dv an/dy toan mua sim, goi thiu

- Tén chi1 dau tu: Trung tim Chuyén doi sb - Bo Dan toc va Ton gido

- Tén nhiém vu: Thyuc hién “Pé 4n thué dich vu cong nghé thong tin, ddm bao an
toan thong tin va két ndéi Bé an 06 ciia Uy ban Dan toc nim 2025 theo Quyét dinh
509/QD-UBDT ngay 31/7/2024 cua B truéng, Chii nhiém Uy ban Dan toc”

- Tén Goi thau: Goi thau 1: Thué dich vu cong nghé thong tin, dam béo an toan théng
tin va két ndi Dé an 06 cua Bd Dan toc va Tén gido ndm 2025.

- Hinh thtirc LCNT: PAu thau rong rii trong nudc qua mang.

- Phuong thirc LCNT: Mot giai doan mot tui ho so

- Thoi gian t6 chirc Iyra chon nha thau: 45 ngay

- Thoi gian bét dau t6 chitc LCNT: Quy III, 2025

- Loai hop dong: Tron goi

- Thoi gian thyc hién géi thau: 3 thang

- Tty chon mua thém: Khong &p dung

- Ngudn von: Ngan sach nha nude

- Pia diém thyc hién: Trung tdm Chuyén doi s6 - B6 Dan toc va Ton gido, sb 349
phd Doi Can, phuong Ngoc Ha, thanh phd Ha Ni.

2. Muc tiéu

- Thué dich vu ha tﬁng dién todn dam may, dich vu dam bao an toan thong tin,
dich vu van hanh hé théng, dich vu két ndi mang truyén sb lidu chuyén dung, dich vu
kiém tra va danh gia an toan thong tin dé cai dat, van hanh, giam sat va dap tng cac
yéu cau dam bao an toan thong tin cip do 3.

- Pam bdo an toan mang, dap tmg céc tiéu chudn theo ho so cap do 3 ddi véi Hé
thong thong tin giai quyét thu tuc hanh chinh cia BDTTG, d4p tmg cong van sb
1552/BTTTT-THH ngay 26/4/2022 ciia B TTTT vé huéng dan ky thuat trién khai D&
an 06 (phién ban 1.0); Cong vin sb 708/BTTTT-CATTT ngay 02/03/2024 cia Bo
Thong tin va Truyén théng vé viéc stra ddi, thay thé noi dung vé an toan, an ninh mang
tai Cong van s6 1552/BTTTT-THH; thong tu 12/2022/TT-BTTTT ngay 12/8/2022 ctia
B6 Théng tin va Truyén thong Quy dinh chi tiét va huéng din mot sé diéu ctia Nghi
dinh sb 85/2016/ND-CP ngay 01/7/2016 cua Chinh phu vé bao dam an toan hé thong
thong tin theo cap do;

- Gop phan hoan thién t6 chirc, trién khai dam bao ATTT theo mé hinh “4 16p”
theo Chi thi s6 s6 09/CT-TTg ngay 23 thang 02 nim 2024 ciia Tha tuéng Chinh phu



vé viéc tuan tha quy dinh phap luat va ting cudng bao dam an toan hé thong thong tin
theo cip do.

3. Yéu ciu

Viéc thué dich vu CNTT s& dam bao dap tGng cac yéu cau ky thuat dé Hé thong
thong tin giai quyét thu tuc hanh chinh caa B Dan toc va Ton gido sém dugce van
hanh, két ndi voi hé théng Dit liéu dan cu theo huéng dan ciia van ban 1552/BTTTT-
THH ngay 26/4/2022 cua B6 TTTT vé huéng dan k§y thuat trién khai Dé an 06 (phién
ban 1.0); Coéng vin s6 708/BTTTT-CATTT ngay 02/03/2024 ctia B6 Thong tin va
Truyén thong vé viéc sira doi, thay thé noi dung vé an toan, an ninh mang tai Cong vin
sO 1552/BTTTT-THH, dong thoi cling dam bao viéc van hanh va cung cép thong tin
ctia Cong thong tin dién tir cia Bd dugc van hanh an toan theo yéu cau ctua Thong tu
s6 22/2023/TT-BTTTT cua B Thong tin va Truyén théng Quy dinh ciu trac, bd cuc,
yéu cau k¥ thuat cho cong thong tin dién tir va trang thong tin dién tir ctia co quan nha
nudc, trong d6 Cong thong tin dién tir phai dap ung cap do 3.
I. XAC PINH SO BQO CAC MUC CHINH CANTHUE; MUC TIEU, NOI

DUNG, QUY MO, PHAM VI, PIA PIEM VA CO QUAN, PON VI SU DUNG
CONG NGHE THONG TIN

1. Quy mé thué dich vu

Quy mo6 thué dich vu CNTT dé dam bao an toan thong tin, van hanh va két ndi
Hé thdng thong tin giai quyét thu tuc hanh chinh cia BDTTG vé6i Dé 4n 06 va Cong
thong tin dién tu nhu sau:

- Dich vy ha ting dién toan dam may

STT Server Role S6 lwong Céu hinh

CPU: 16vCore; RAM: 32GB
Network: 10Gbps

1 May chu Web 02 Disk

- OS :50GB mountpoint

- DATA: 100GB

CPU: 08vCore; RAM: 16GB
Network: 10Gbps

01 Disk

- Disk1(OS): 50GB

- Disk2(DATA): 100GB

May chu tich hop
(Agent)

CPU: 16vCore; RAM: 32GB
Network: 1Gbps

3 | May chu PostgreSQL 02 Disk

- Disk1(0OS): 50GB

- Disk2(DATA): 100GB

CPU: 6vCore; RAM 32GB
4 | May chu FrontEnd 02 Network: 1Gpbs
Disk: 800GB

5 May chu CSDL 02 CPU: 12vCore; RAM 64GB




STT Server Role S6 lwong Céu hinh

Network: 1Gpbs
Disk: 2048GB

CPU: 4vCore; RAM 16GB
6 | May chu BackEnd 02 Network: 1Gpbs
Disk: 900GB

May chu Transcode CPU: 6vCore; RAM 16GB
7 01 Network: 1Gpbs
Disk: 500GB

Mady chu image CPU: 6vCore; RAM 18GB
8 01 Network: 1Gpbs
Disk: 2048GB

- Dich vu dam bdo an toan thong tin:

+ Tuong lua tich hop IPS (Firewall + IPS)

+ Tuong lra ing dung web (WAF)

+ Phong chéng tdn céng DDoS (Anti-DDoS)

+ Diét virus (Anti Virus)

+ Chdng thét thoat dix liéu (DLP)

+ Phat hién va phan hdi cac mbi nguy hai (EDR)
+ Sao luu du phong tap trung

+ Giam sat ATTT (SOC)

- Véan hanh h¢ thdng thong tin;

- Puodng truyén dén mang truyén s liéu chuyén dung.

2. Pham vi thué dich vu

Dich vu CNTT duge thué dé dam béo an toan thong tin, van hanh va két ndi He
thong thong tin giai quyét thu tuc hanh chinh cia BDTTGvSi Dé an 06va Cong thong
tin dién tr cia BDTTG.

3. Thoi gian thué dich vu
Thoi gian thué dich vu: 03 thang.

4. Pia diém cung cip dich vu

Dia diém cung cip dich vu: S6 349 phd Doi Can, phuong Ngoc Ha, Thanh phd
Ha Noi.

Pon vi, co quan cho thué dich vu, cung cép dich vu: don vi/co quan c6 uy tin
trén thi truong CNTT va dam bao du diéu kién k¥ thuat dap tng cac quy dinh vé an
toan, an ninh mang theo Cong van 1552/BTTTT-THH, Coéng van 708/BTTTT-
CATTT, Thong tu 12/2022-TT-BTTTT, Thong tu 22/2023/TT-BTTTT ngay 31 thang
12 ndm 2023, TCVN 11930:2017.

II. XAC DPINH SO BQ YEU CAU VE CHAT LUQNG DICH VU CNTT; SO BQ
VE YEU CAU KY THUAT, CONG NGHE PE PAP UNG YEU CAU CHAT




LUQNG DICH VU; YEU CAU VE KHA NANG KET NOI, LIEN THONGVOI
UNG DUNG, HE THONG THONG TIN KHAC; CAC THONG SO CUA HE
THONG MAY CHU, ATTT PHUC VU CHO DVC

1. Phan tich lya chon giai phap ky thuat va cong nghé

1.1.Céc giai phap cong nghé ha ting may chi

bién toan dam may (Cloud Computing) hay con goi la dién toan may chu ao
cung cip cac cong nghé, tai nguyén may tinh lién két v6i mang Internet. Vi mé hinh
dién toan dam may, ngudi ding s& duoc tiép can cac tai nguyén tir cong nghé, ning
Iire tinh toan, luu trir co so dir liéu dén tir nhitng nha cung cap dich vu dam may.

Dién toan dam may mang lai rat nhiéu loi ich giup cho t6 chirc, doanh nghiép tdi
uu lai tai nguyén va nhan lyc nhu:

- Tiét kiém chi phi: T6 chirc, doanh nghiép chi can tra tién cho nhing dich vu ma
minh st dung ma khong can phai bo ra cac khoan nhu phi mua thiét bi lip dat he
thdng, phi van hanh va duy tri nhu cac may chu vat Iy hay VPS.

- Str dung linh hoat va d& mé rong co sé ha ting: Nguoi dung cé thé thay ddi
tang hodc giam bét tai nguyén pht hop v6i nhu cau st dung ctia minh.

- Truy cap va st dung & bat cir moi noi: Nguoi dung cé thé truy cap va st dung
dién toan ddm may & bat ky noi nao trén thé gisi qua internet.

- Tinh sn sang cao: Hé théng dién toan dam may ludn c6 co ché du phong sau
Iru dit liéu nén ngudi dung c6 thé nhanh chong khoi phuc dir liéu khi gip su ¢ trong
qué trinh s dung.

- D6 bao mat va an toan cao: Cac nha cung cip dién toan dam mAay s& co nhirng
trung tdm dir liéu 16n, hé thong bao mat nhiéu tang nén d6 an toan sé& tot hon nhiéu so
céc doanh nghiép khong chuyén vé cong nghé.

1.2.C4c giai phap dam bao ATTT

Vi hé thong duoc trién khai trén méi truong dién toan dam may s& d& dang tich
hop thém céc phuong an, gidi phap bao dam an toan thong tin va mé rong theo nhu
cau. Cac phuong an bao dam an toan thong tin s& dugc cung cap nhu mot dich vy, bao
gé)m mét s6 dich vu sau:

- Dich vu Cloud Firewall + IPS

- Dich vy bao mat ing dung 16p Web

- Phong chéng tan cong DDoS (Anti-DDoS)

- Dich vu chdng thit tho4t dit liéu (DLP)

- Phan mém diét virus (Anti Virus)

- Dich vu sao luu du phong tap trung

- Dich vu phét hién va phan hoi cic mdi nguy hai cho may chu (EDR)

- Dich vu giam sat ATTT cho hé thng

- Dich vu van hanh hé théng thong tin

2. Cac tiéu chuén, quy chuin, hwéng din ky thuit cin dap Gng



TCVN 11930:2017: Tiéu chuan qubc gia vé Cong nghé thong tin - Cac ky thuat

an toan - Yéu cau co ban vé an toan hé thong thong tin theo cap do (bat budc ap dung).

III. TCVN ISO/IEC 27001:2019: Tiéu chuan qudc gia vé Cong nghé thong tin -
Céc k§ thuat an toan - Hé thdng quan 1y an toan thong tin - Cac yéu ciu.

TCVN ISO/IEC 27002:2020 vé Cong nghé thong tin - Cac k¥ thuat an toan -
Quy tic thye hanh Quan 1y an toan thong tin.

TCVN 9801-2:2015 : Tiéu chuin quéc gia vé Cong nghé thong tin - Cac k¥
thuat an toan mang - Phan 2: Hudng dan thiét ké va trién khai an toan mang (ISO/IEC
27033-2:2012).

TCVN 9801-2:2014: Tiéu chudn qudc gia vé Cong nghé thong tin - Cac ky thuat
an toan mang - Phan 3: Cac kich ban két nbi mang tham chiéu - Nguy co, k§ thuat
thiét ké va cac van dé kiém soat (ISO/IEC 27033-3:2010).

TCVN 11239:2015: Tiéu chuan qubc gia vé Cong nghé thong tin - Cac ky thuat
an toan - Quan 1y sy cb an toan thong tin.

TCVN 27017:2020: Tiéu chuan qubc gia vé Cong nghé thong tin - Cac ky thuat
an toan - Quy tic thuc hanh cho bién phap kiém soat an toan thong tin dua trén
ISO/IEC 27002 cho cac dich vu ddm may.

Vin ban s6 761/VPCP-KSTT ngay 29/01/2022 cta Vian phong Chinh pha vé
viéc hudng din két ndi, tich hop, chia sé voi CSDLQG vé dan cu.

Vin ban sé 677/BTTTT-THH ngay 03/3/2022 cua Bo truéng Bo Thong tin va
Truyén thong vé huéng dan két ndi va chia sé dir liéu thong qua Nén tang tich hop,
chia sé dit liéu qudc gia.

Thong tu 12/2022/TT-BTTT ngay 12/8/2022 cua Bd Thong tin va Truyén thong
quy dinh chi tiét va hudéng din mot s6 didu cua Nghi dinh sé 85/2016/ND-CP ngay
01/7/2016 ctia Chinh phu vé bao ¢am an toan hé théng thong tin theo cap do.

Cin cr theo cong van s 708/BTTTT-CATTT ngay 02/03/2024 ctia Bo Thong
tin va Truyén thong vé viéc stra d6i, thay thé noi dung vé an toan, an ninh mang tai
Cong vin s 1552/BTTTT-THH.

Thong tu s6 22/2023/TT-BTTT ngay 31/12/2023 ciia Bo Thong tin va Truyén
thong vé viée Quy dinh ciu trac, bd cuc, yéu ciu k¥ thuat cho Céng thong tin dién ti
va trang tin dién tr ciia co quan nha nudc.

3. Yéu ciu vé mé hinh trién khai h¢ thong

Theo yéu cau veé viéc trién khai, két n6i hé thong hé¢ thong s€ dugc trién khai nhu
sau:
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O mirc tong quan, kién truc hé théng dwogc chia thanh cic phan ving. Mbi phan
vung/16p bao gdm nhiéu khéi véi cac chirc nang nhiém vy khac nhau:

Ving mang bién (Internet/ WAN): Két ni Internet cung cap cac dich vu caa dich
vu cong va mot ctra dién tu.

Ving DMZ: Vung mang nay bao gdm cip tuong lira tng dung web (WAF) dé
kiém soat truy cap tir ngoai Internet vao hé thong bén trong. Moi ludng dir liéu di qua
tuong ltra dugc kiém soat theo chinh sach bao mat dinh sin.

Ving may chu ting dung: Bao gdm cac may chu cai dat tmg dung xt 1y dit liéu
dau vao tir 1op web

Ving may chit CSDL: Bao gdm cac mdy cha cai dit va sao luu phan mém co s
dir ligu.

Ving méay chu 06: may chi agent phuc vu két ndi lién thong quéc gia

Ving mang quén tri: Chtra cac thanh phan ding dé quan tri hé thong. Ving mang
nay bao g@)m cac may chu cai dat mot tap hop cac cong cu quan tri va giam sat toan bo
cac thiét bi mang, bao mat, may chi trong hé théng. Cac cong cu bao gom:

- Giai phap Network Monitoring: La giai phap monitor duoc thiét ké dé monitor
may chil va thiét bi mang trong hé théng.

- Giai phap Anti Virus: 14 giai phap phong chéng mi doc tap trung.

- M4y chu Backup: backup co sé dir li¢u tr may chu CSDL

Vung gidm sat ATTT

- Giai phap SIEM: La giai phap phin mém giam sat an ninh mang dya trén sirc
manh cua viéc phan tich Log. Giai phap thuc hién cac cong viéc tim kiém, giam sat va



phan tich dir li¢u logs 16n dugc sinh ra tir cac ing dung, cac h¢ théng va céc thiét bi ha

tﬁng mang.

mat an toan cho Endpoint.
Danh muc thiét bj cho hé théng:

- Giai phap EDR: Ia giai phap giam sat, theo doi va phan ung lai cac nguy co gay

STT Ténﬂthiét bi/ Vi tri t{‘ién Muc dich si dung
chung loai khai : :
I | Thiét bi bio mat
Ving DMZ Thiét bi tuong ltra duoc thiét lap dé quan
1 Firewall-1 ly, kiém soat truy cdp vao/ra giita hé
thong v6i mang Internet, mang WAN
Ving DMZ Thiét bj tuong lra dugc thiét 1ap dé quan
. ly, kiém sodt truy cdp vao/ra gitra hé
2 | Firewall-2 thong voi mang Internet, mang WAN. Du
phong 1-1 cho Firewall 1
Viung DMZ Thiét bi tuong ltra img dung dé kiém soat
3 | WAF-01/ WAF cac két ndi tir ngoai Internet vao trong hé
thong
Viung DMZ Thiét bi tuong ltra img dung dé kiém soat
4 | WAF-01/ WAF cac két ndi tir ngoai Internet vao trong hé
thng. Dy phong 1-1 cho WAF-01
AntiVirus/ . Thiét b.i,du’o.rc cai dat AV server dé kiém
5 : Vung quan tri | soat thi€ét bi dugc cai dat AV trong hé
Windows Server %
thong
II | Thiét bi may cha
1 Méay cha Web | Vung may chu | Trién khai itng dung Dich vu Cong
01 ung dung
) May chi Web | Ving mdy chu | Trién khai tmg dung Dich vu Cong
02 ung dung - , ,
. , Vung may chua | Phuc vu két ndi lién thong qudc gia, ket
3 | May chuAgent 1 g ndi t6i C06
4 May chu | Ving Méy cha | Chira cac mdy chi CSDL cua hé thong
PostgreSQL 01 | CSDL Dich vu Cong
5 May chu | Ving Méy cha | Chira cac may chit CSDL cua hé thong
PostgreSQL 02 | CSDL Dich vu Cong
6 May chu | Ving may cha | May cha tGng dung cua hé thong Cong
FontEnd 01 ung dung thong tin.
7 May chu | Ving may cha | May cha tGng dung cua hé thong Cong
FontEnd 02 ung dung thong tin.
2 May chi CSDL | Vung May chu | Chira cac mdy chu CSDL cua hé thong
01 CSDL Cong thong tin.
9 May chu CSDL | Vung May chu | Chira cac may chu CSDL cua hé thong
02 CSDL Cong thong tin.
10 May chu | Ving may cha | May cha Gng dung cua hé thong Cong
BackEnd 01 ung dung thong tin.




STT Ténﬂthié't bi/ Vi tri tl.'ién Muc dich si dung
chung loai khai :

1 May chu | Ving may cha | May cha Gng dung cua hé thong Cong
BackEnd 02 ung dung thong tin.

12 May chu | Ving may cha | May cha Gng dung cua hé thong Cong
Transcode ung dung thong tin.

13 May chu image | Vung may chu | My cha Gng dung cua hé thong Cong
ung dung thong tin.

1. Yéu cau doi véi dich vu ha tang dién toan dam may

Dién toan ddm may ciing gidng nhu nguyén tic cung cip may tinh, mang, thong
tin lwu trit, dich vu, nén tang, tng dung cho nguoi ding c6 nhu cau thong qua két ndi
mang. Tt ca cac tai nguyén thong tin, dich vu va ung dung déu dén tir cloud. Cloud
nay duoc diéu phdi boi phan mém quéan 1y va tu dong hoa cho cic nhom tai nguyén ao.
Nguoi dung co thé truy cip (on-site) khi can thiét thong qua giao dién quan 1y. Giao
dién duoc hd tro boi tinh ning ty dong thay doi quy mé va phan bo tai nguyén rong, ha
téng dién toan ddm may dugc khoi tao tir mot ha tﬁng 40 hoa c6 nang lyc xu ly va bao
mat cao. Ha ting can dam bao gdm nhiéu server vat 1y lién két voi nhau, mdi server
(hoac nhom server) dong mot chirc nang riéng biét: tinh toan, luu trir, tuong lira, can
béng tai, du phong, sao luu dir li¢u. ..

Dich vu ha tang dién toan dam may dugc thué can duoc thiét ké dédap tmg cac
yéucau sau:

a) Phai duogc thiét ké tach riéng, doc 1ap voi cac hé thong khac vé 16-gic va co
bién phap quan 1y truy cép giira cac hé thong;

b) Cac ving mang trong hé théng phai dugc thiét ké tach riéng, doc 1ap v6i nhau
vé 16-gic va c6 bién phap quan Iy truy cép giita cac ving mang;

¢) C6 phan vung luu trit duoc phan tach doc 1ap vé 16-gic.

d) Cung cip du tai nguyén theo yéu cau ciia hé thong phan mém Hé théng thong
tin giai quyét thi tyc hanh chinh.

e) Phan ving dién toan dam mdy phai bao dam an toan hé thong thong tin theo
cap do thuc hién theo yéu cau co ban quy dinh tai Thong tu 12/2022/TT-BTTT, Tiéu
chuan quéc gia TCVN 11930:2017 vé Cong nghé thong tin - cac k¥ thuat an toan - yéu
ciu co ban vé an toan hé thong thong tin theo cip do 3, bao gom thiét 1ap chinh sach,
nhan luc, thiét ké, van hanh, quan Iy rui ro, ddm bao an toan mang, may chu, ung
dung, dir li¢u.

Mo hinh dam bao viéc trién khai hé thong ciing nhur dam bao an toan thong tin
theo cap d6 ciing nhu dap tng cac yéu cau két ndi dén hé théng CSDL Dan cu Qudc
gia do B§ Cong an quan ly.

Can ctr theo dé xuat s6 lugng va cdu hinh hé théng may chu trong tai liéu thiét ké
hé thong thong tin giai quyét tha tuc hanh chinh cia BDTTG do Vin phong Bo vadon
vi cung cép, trién khai Hé théng thong tin giai quyét tha tuc hanh chinh ctia B6 (Cong
ty CMC), dé trién khai Hé thong thong tin giai quyét thi tuc hanh chinh va Cong thong




tin dién tir cia BDTTG, hé théng may chii yéu cau nhu sau:

STT ServerRole S6 lwong Céu hinh

CPU: 16vCore; RAM: 32GB
Network: 10Gbps

1 | M4y chu Web 02 Disk

- OS :50GB mountpoint

- DATA: 100GB

CPU: 08vCore; RAM: 16GB
Network: 10Gbps

01 Disk

- Disk1(OS): 50GB

- Disk2(DATA): 100GB

Mdéy chua tich hop
(Agent)

CPU: 16vCore; RAM: 32GB
Network: 1Gbps

3 | May chu PostgreSQL 02 Disk

- Disk1(OS): 50GB

- Disk2(DATA): 100GB

CPU: 6vCore; RAM 32GB

4 | May chu FrontEnd 02 Network: 1Gpbs

Disk: 800GB

CPU: 12vCore; RAM 64GB
5 | May chu CSDL 02 Network: 1Gpbs

Disk: 2048GB

CPU: 4vCore; RAM 16GB
6 | May chu BackEnd 02 Network: 1Gpbs
Disk: 900GB

May chu Transcode CPU: 6vCore; RAM 16GB
7 01 Network: 1Gpbs
Disk: 500GB

May chu image CPU: 6vCore; RAM 18GB
8 01 Network: 1Gpbs
Disk: 2048GB

2. Yéu cau ddi véi dich vu dam bdo an toan thong tin
5.1. CAc tiéu chi vé An toan thong tin

- Péap tmg yéu cau vé viéc két ndi, tich hop chia sé voi CSDLQG vé dan cu theo
Cong vin s6 761/VPCP-KSTT ngay 29/01/2022 ciia Vin phong Chinh phu vé viéc
huéng dan két ndi, tich hop, chia sé véi CSDLQG vé dan cu, Cong vin sd 4059/VPCP-
KSTT ngay 11/6/2024 cta Vin phong Chinh phi vé viée cap nhat lai tai liéu hudng dan
két ndi, tich hop, chia sé¢ véi CSDLQG vé dan cu; dong thoi dam bao an toan thong tin
cho cac may chu cho cac may chu thuc hién két ndi, tich hop chia s¢ CSDLQG vé dan
cu theo Cong vin sé 1834/BCA-C06 ngay 23/5/2024 ctia B6 Cong an vé viée chinh stra
huéng dan 761/VPCP-KSTT dé dam bao an toan thong tin trong viée két ndi, tich hop,
chia sé véi CSDLQG vé dén cu.

+Cip thiét bi nay c6 thé phat hién va ngin chin cac tin cong chua biét va




nhirng hanh vi bat thuong trén ung dung dac bi¢t 1a cac website.

+Thiét bi nay chdng lai cac tAn cong mirc tng dung duge néu trong top 10 diém
yéu OWASP nhu: SQL injection, Cross-Site Scripting (XSS),...

+ Chéng dugc cac tAn cong tr dong nhu site-scraping, application DDoS,...

- Phwong 4n phong, chong tin cong mang cho ing dung web: Trang thiét bj
tuong lua ng dung web duogc thiét lap dé bao vé webisite hé théng dich vy céng va
mot ctira dién tir cia BDTTG.

- Phwong 4n cin bing tai, duw phong néng cho cac thiét bi mang chinh: Cac
thiét bi network, security, may chu déu duoc thiét ké mot cap dé dam bao du phong
cho nhau: nhu cap Firewall, cap WAF, cdp may chu tng dung, cdp may chu CSDL,
ciap may chi LB 1am chtrc ning cin bing tai cho tng dung

- Phuwong 4n bdo dim an toan cho may chi co sé dir li¢u

-+May chu co s¢ dir li€u dugc thiét ké doc 1ap va tach biét vdi cadc vung mang
khac trong hé thong. Chi cé cic may chi ing Pam bao hé thdng thong tin duoc thu
thap, danh gia viéc sir dung thong tin va dich vu cong truc tuyén theo Coéng vin sb
2278/BTTTT-CDSQG ngay 12/6/2024 vé viéc dong bd diy du dir lidu giita
HTTTGQTTHC cép bo, cip tinh véi Hé thong giam sat, do ludng muc d6 cung cip va
st dung dich vy Chinh phu sé (Hé théng EMC).

- Pap tng yéu cau vé danh muc phuong an, thiét bi ti thiéu phuc vu bao dam an
toan, an ninh mang dbi véi hé thong thong tin cap d6 3 dé két ndi dén Dé an 06 theo
dap ung cong vin sd 1552/BTTTT-THH ngay 26/4/2022 ctia B6 TTTT vé huéng dan
k¥ thuat trién khai Pé an 06 (phién ban 1.0); Cong vin sé 708/BTTTT-CATTT ngay
02/03/2024 ctia B4 Thong tin va Truyén thong vé viée sira doi, thay thé ndi dung vé an
toan, an ninh mang tai Cong van sé 1552/BTTTT-THH, Thong tu 12/2022/TT-BTTTT
ngay 12/8/2022 Tiéu chuan qudc gia TCVN 11930:2017.

Trong do, tiéu chiky thuat cu thé vé dam bao an toan thong tin:

- Phuong 4n quan 1y truy cép, quan tri hé thong tir xa an toan: truy cip quan tri hé
thdng tir xa, ngudi dung phai dang nhap va két ndi qua VPN; ngudi dung nhdp ma pin
va passcode dugcgui dén dia chi da ding ky (s6 dién thoai/Mail/...) dé thuc hién két
ndi VPN.

- Phuong 4n quan ly truy cap giita cic ving mang va phong chéng xam nhép:
trén cap Firewall dugc trang bi cho hé thong déu dwoc dd cdu hinh giai phap IPS dé
quan 1y truy cap giita cac ving mang va phong chdng xam nhap.

- Phuong 4n phong, chdng tin cong mang cho ing dung web

+Hé théng duoc trang bi 01 cdp tudng lira tng dung WEB (WAF). Thiét bi duoc
trién khai ¢ ving mang DMZ.

dung duoc phép méi duge két ndi dén cac may chit CSDL.

+Cac chinh sach truy cap duoc kiém soat chit ché trén policy cua Firewall. Thiét
1ap cau hinh tudong ltra Hé didu hanh may chu co sé dit liéu dé quan 1y truy cip giita
cac may chu trong cung mdt ving mang



+May chiu CSDL dugc thiét 1ap cdu hinh t6i vu (hardening) dam bao an toan cho
CSDL.

+ M4y chu CSDL duoc cai dit EDR, toan b log, bao gdm ca Audit log duoc day
vé SIEM.

+ Trén SIEM c¢6 ciu hinh cac tap luat lién quan dén may cha CSDL

- Phuong 4an chin loc phan mém doc hai trén moi trudng mang: St dung phan
mém diét virus (Anti Virus).

- Phuong 4n phong chdng tin cong tir chdi dich vu

+St dyng chirc ning phong, chong tin cong tir chdi dich vu duoc tich hop trén
cac thiét bi bao mat WAF, Firewall: Layer 7 trién khai Web Application Firewall
(WAF) gitip loc va chin nhitng dot tin cong c6 dic diém cia cac cude tan cong DDOS
& muc ung dung, bao vé hé thdng khoi cac mbi de doa t6i cac tng dung web.

+Sur dung dich vu Anti-DDoS tir 02 ISP khi h¢ thdng bi tin cong

- Phuong &n quan 1y truy cép 16p mang

+Toan b hé thdng duoc trién khai trong mot VPC (Virtual Private Cloud) véi
cac subnet trong ung véi VXLAN.

+Cac VXLAN ciia hé thong hoan toan riéng biét véi cac hé thong khac trén
Cloud cua nha cung cép dich vu, do d6 khong c6 cac thiét bi la truy cap.

+ Ngudi quan tri hé théng khi mubn truy cap can thuc hién VPN, tai khoan VPN
nay duoc quan ly

- Phuong 4an giam sat hé thong thong tin tap trung: Hé thong sé& gidm sat tinh
trang hoat dong cua thiét bi nhu: CPU, RAM,. ..

- Phuong 4n giam sat hé thong thong tin tap trung

+Str dung giam st an toan hé thong thong tin tip trung SIEM

+Tich hop log: log Firewall (canh bdo, va outbound connection, audit logs,
IPS,... ), log server (thu thdp cac thong tin security logs, message logs, audit logs),
logs WAF (thu thép céc logs canh béo va access logs tir hé thong).

- Phuong 4n quan 1y sao luvu dy phong tip trung: hé théng backup VM ung
dung/ma nguén trén Cloud (tu dong), cac thiét bi may chu, mang duogc backup dinh ky
thuong xuyén.

- Phuong 4n quan Iy phin mém phong chéng ma doc trén cac mdy chi/may tinh
ngudi dung tap trung: St dung giai phap Antivirus dé phong chdng mi doc trén cac
may chu, c6 chirc ndng quan 1y tap trung

- Phuong 4n quan 1y phdn mém phong chéng ma doc trén cac may chi/may tinh
ngudi dung tap trung: Toan bd cac may chi, mdy tram trong hé théng duoc cai dit San
pham Antivirus va dugc quan 1y trén hé thdng quan 1y tap trung

- Phuong 4n phong, chéng that thoat dit liéu: Sir dung giai phap phong chong that
thoat dir liéu chuyén dung.

- Phuong 4n duy tri it nhat 2 két ndi mang Internet tir cac ISP str dung ha ting két
ndi trong nude khac nhau: str dung 02 duong truyén két ndi Internet ctia 2 nha mang



khac nhau, déng thoi kénh truyén dam bao c6 két ndi da huéng dé du phong céac
huéng két ndi cho nhau

5.2. Tinh toan yéu cau vé thong so chinh ciia cic gidi phap, thiét bi

Dé tinh toan thong sb ky thuat ctia hé thdng dam bao an toan an ninh cho hé
thdngDVC dua vao tai liéu thiét ké hé thong thong tin giai quyét thi tuc hanh chinhva
su danh gia cua to thAm dinh vé tai liéu thiét ké hé théng cua don vi thudng truc
CNTT thudéc BDTTG, céc t tur vin cho cc hé thdng thong tin trén,nhu sau:

Hé thong duoc thiét ké nhim phuc vu ngudi dung véi cac thong sb ki thuat nhu

sau:
STT | Théng s ky thuat
1 S6 luong nguoi dung dong thoi cia hé th6n~g 150 nguoi dung
2 SO lugng phién lam vi¢c trung binh ma moi ngudi dung | 1.4 phién
th};c hién ~
3 S6 lugng trang dugc mo véi moi phién lam vige 4 trang
4 | Thoi gian truy cdp trung binh cua nguoi dung _ 90 gidy
Tur d6 tinh ra dugc sO luong ban tin (message) moi gidy: =150x1.4x4/90=9.3
message/s.
Véi tinh toan kich thudc mdi ban tin (message) trong tai liéu thiét ké hé thong
nhu sau:
Dung luwgng message Phéan loai message Trén hé thong (dv kién)
Tu 50 KB Nho 35%
Tir 50 KB dén 1 MB Trung binh 40%
T 1 MB dén 5 MB Lén 15%
Trén 5 MB Rat 16n 10%
Thong luong cia hé théng dé dap tmg 9.3 message/s:
Dung luwgng message Trén hé thong (duv kién) Théng lwong
Tu 50 KB 35% =9.3x35%x04Mb=1.3
(0.4Mb) Mbps
Tir 50 KB dén 1 MB 40% =9.3x40% x4 Mb =14.9
(Trung binh: 0.5MB Mbps
+4Mb)
T 1 MB dén 5 MB 15% =9.3x 15% x 20 Mb = 28
(Trung binh: 2.5MB =+ 20 Mbps
Mb)
Trén 5 MB 15% =9.3x15% x 56 Mb =52.3
(Trung binh: 7MB + Mbps
56Mb)
Téng thong lwong trung binh 96.5 Mbps

Can cir theo tinh toan & trén, cAu hinh céc trang thiét bj dam béo an toan an ninh
thong tin can dap tng muc thong luong tdi thiéu 100 Mbps. Bén canh d6 Hé théng c6
thé thiét ké dé dap tng 150 ngudi dung, trung binh file 25Mb va c¢6 kha ning mé rong,




nang cap cau hinh trong twong lai.
Vi vay cau hinh thiét bi/giai phap yéu cau:
5.2.1. Tudng Itra tich hop IPS

STT Tinh ning
1 | Théng sd ky thudit | Yéu ciu toi thicu
Thong luong IPS 100 Mbps
Thong sb NGFW | 100 Mbps
Thoén 0 han
cfrrcl)g gyéus Ocﬁup caéi CPU2 1 Core
Ram >2 GB

dat

Tinh ning twong
Itra co ban

Tinh nang quén tri

Ho tro quan tri thong qua giao dién web GUI, CLI va
Cloud Central

HO tro x4c thue 2 nhan to cho truy cdp quan tri, két noi
IPSec va SSL VPN.

C6 hd trg trang quén tri cho ngudi ding cudi User Portal

Ho6 tro sao luu va Phuc hoi cau hinh theo theo nhu cau
hang ngay, hang tuan, hang thang tai local, qua FTP hoac
Email

Thong bdo qua email hoac SNMP

Thong bdo ban cap nhat moi

H0 tro tich hgp API cuia bén thir 3

Ho tro doi tén giao dién

Hb tro quan trj tap trung Firewall trén nén tang dién toan
dam may mién phi

Cho phép cau hinh chinh sich theo nhém céc thiét bi
tuong ltra

Kién trac xua ly
thong minh

La tuong Itra Stateful

Str dung kién trac xir Iy goi tin thong minh dé phat hién
ma ddc va bao vé h¢ thong

H) tro gidi ma luu lugng TLS 1.3 ma khong ha bac giao
thirc

HO tro ting toc cac luu luong dang tin ciy

Tinh nang mang

Ngin chin céc tan cong DoS, DDoS va portscan

Chan luu lugng theo vung dia ly

Chinh sach theo mang/ngudi dung/thoi gian/vung mang

Can bang tai nhiéu duong Internet

H tro giao thire dinh tuyén tinh, multicast (PIM-SM) va
dong (RIP, BGP, OSPF)

Ho trg giao thirc 802.3ad (LAG)

HO trg Jumbo frame

Tinh nang QoS

Gidi1 han bang thong theo network, user

Tinh nang VPN co
ban

HOo trg giao thitc VPN site-to-site

Truy cp tir xa bang giao thirc VPN

HO6 trg Route-based VPN




STT

Tinh nang

Ho tro kha ning chia tach duong ham thong minh dé
dinh tuyén luu lugng t6i vu

Tinh
WAN

nang SD-

Hd trg nhiéu két néi WAN, cac tiy chon bao gém
VDSL, DSL, cap, LTE/Cellular, va MPLS

HO tro chon duong va dinh tuyén theo tmg dung

Network
Protection
mat mang)

(bao

HO tro tich hop hé thong chong xam nhap IPS

HO tro phong chong cic m01 de dao nang cao

Clgong, x4m nhép: theo mau dau hiéu & hd tro tuy chinh
mau dau hiéu IPS

Hb tro VPN khéng can cai Agent: HTML5 hd tro cac
giao thitc RDP, SSH, Telnet, VNC

Web  Protection
(Bdao vé truy cap
Web)

HO tro tich hop hé thong chong xam nhap IPS

HO tro phong chong cic m01 de dao nang cao

Clgong, x4m nhép: theo mau dau hiéu & hd tro tuy chinh
mau dau hiéu IPS

Hb tro VPN khéng can cai Agent: HTML5 hd tro cac
giao thitc RDP, SSH, Telnet, VNC

Ho tro quét ma doc trén giao thuc HTTP/S, FTP va
webmail

Hb tro co so dit lidu bo loc URL véi hon 92 loai trang
web

HO tro chinh sach dinh muc truy cidp web theo nguoi
dung/nhém nguoi dung

Ho tro Panh gia mirc d6 nguy hai cta nguodi dung (UTQ)

Ho tro Gidi han bing thong theo ung dung, theo danh
muc Web

Hb trg Ngin chin cac tng dung khong mong mudn

Ho tro nhan dang va dinh danh céc tmg dung cloud

Hb tro Quan ly tmg dung theo category, characteristics,
technology, risk level

Ho tr¢ Quan ly chinh sach tng dung theo User va
Network

Zero-Day
Protection (Bao
vé Ky thuat hop
cat)

Kiém tra céc t€p thuc thi va tai liéu chua thyc thi nhu
(.exe, .com, .dll, .doc, docx, docm, .rtf, pdf)

Kiém tra dugc cac dinh dang nén, luu tri nhu: zip, bzip,
gzip, rar, tar, LHA/LZH, 77, Microsoft Cabinet




STT

Tinh nang

Phan tich hanh vi, mang va phan tich bd nhd

Cong ngh¢ Machine Learning st dung Deep learning
quét tat ca file thyc thi da bi loai bo

Cong nghé chdng khai thac 16 hong

Cong nghé trén hop cat giam sat ghi tép. Néu phat hién
thiy cac hanh dong gidng nhu ransomware, né s& khoi
phuc cac t&p bi anh huong va ngung thyc thi quy trinh
duogc phat hién

Xac dinh hanh vi 1an tranh hop cat

Kiém tra va phan tich tt ca tip tin bat thuong bang tinh

nang Threat Intelligence

93]

.2.2. Tudng lra itng dung Web (WAF)

STT

Théng s6 ky thuit

Thong so hi€u ning toi thiéu

S6 lugng két n6i HTTP dong thoi: 150

S6 lugng két ndi HTTPS dong thoi: 150

Thong lugng HTTP: 100Mbps

Thong lugng HTTPS: 100Mbps

vCPU: 1

RAM: 2GB

Ho tro cac nén tang
Hyper-V, VMware, Xen server, KVM

Tinh niing bio vé tAn cong Web

Chong tan cong XSS

Chong gia mao yéu cau lién trang

Chong 16 hong OS command

Chéng tan cong truy cp tap tin may chu

Chong tan cong vét can

Chong cai ma ddc trén co so dir licu

Chéng danh cap 1énh

Chong tan cong 16 hong XXE

Chong Include Injection

Cong nghé phat hién tan cong dua trén logic (Logic Based Detection Engine
COCEP)

H0 trg virtual patching

Ho tro md hoéa URL

HO tro bao vé web socket

Ngin chan dir liéu két ndi toi Tor Proxy

Chdng LDAP Injection

Chong Xpath Injection

Chéng tan cong tir chdi dich vu ting tng dung (Application Level DDoS)

Tinh ning bdo mit rng dung

Chéng tan cong dau doc Cookie

Kiém tra IP tin cay

Chong liét ké thu myc




STT Théng so ky thuit

HOo tro x4c thuc & quan 1y phién

HO tro xu 1i 16i

HOb trg chong chuyén huéng trang khong hop 18

HO tro luu trir dau vét thiét bi

Chéng tan cong 16 hong File Inclusion

Chéng botnet

Chong truy cap URL khong hop 1¢

Xac thuc tuan tha HTTP

Chédng gia mao tham sb

Chéng 16 tran bo dém

Chéng upload tp tin doc hai

Chéng thay doi giao dién website

Chong tan cong Webshell

Chéng thu thap thong tin web

4 | Tinh ning Chéng thit thoat dir liéu

B4 loc tép tin riéng tu

Chon loc dit liéu dau ra

Xéc minh hop 1€ voi thuét toan Luhn

Bao mat thong tin nhay cdm trong logs

5 | Tinh niing hé trg SSL/TLS

Ho trg SSL Offload

Ho trg SSL/TLS Cipher control

Ho trg SSL Profiling

HO6 trg SSL Termination

6 | Tinh nang quan ly va bao cao

HO trg tich hop cic hé thong SIEM

Ho tro ca nhan hoa bao cédo, guri bdo cdo ty dong qua E-mail, v.v.

Hb tro bao céo theo chuan PCI-DSS

Ho trg cac dinh dang bao cao PDF, CSV, WORD,...

Hb trg REST API trén nén web

Ho trg gidm sat SNMP, Syslog va E-mail

H0 trg do luu lugng, bang giam sat trong thoi gian thuc

Quan 1y bao cao

Ho trg HA Active/Active, Active/Passive Clustering

Ghi nhat ky va gidm sat dya trén vi tri dia ly

7 | Tinh ning kiém soat

Bd loc Header ciia Request

Loc IP

B loc mé rong

HO tro loc dir liéu dau vao ca nhan

Chon loc Request Header

Chon loc Response Header

Chon loc Request Method

Chon lgc ndi dung dit li¢u dau vao

kiém soat truy cap URL

Ngan chan theo khu vuc dia li




STT

Théng so ky thuit

URL/HTML/Base64 Deco

Cac tinh nang nang cao

HO tro tu chan doan va canh bao

H0 trg tich hgp LDAP/ Active Directory

Khoi phuc dir liéu duong tinh gia (false positive)

Luu trir khoa

SSL an toan

HO tro mang HSM

.2.3. Phong chéng tdn cong DDoS (Anti-DDoS)

TT

Noi dung

Yéu cau ky thuit

Phong chong
cong tur choi

tan | Phat hién va ngan chdn cac loai hinh tan cong DDoS
Volume-Based.

dich vu DDoS Lam sach luu lugng tan cong dé tra vé luu luong sach cho

khéch hang.
Chédng tin cong volume 16n, 1én dén 01Gbps.

2.4. Dich vu Phan mém diét virus (Anti Virus)

TT

Noi dung |

Yéu ciu ky thuit

Cong nghé phong chdéng ma doc

Ty dong quét loc ma ddc, bao v€ may tinh theo thoi gian thuc

Cong nghé quét toi wu, khong quét lai cac file di quét trude do

Phong chong gia mao (anti-phishing)

Tuong Itra bao vé may tinh

Kha nang

Bao vé va tu dong ngin chin quyén truy cip t6i thu muc chia sé
khi phat hi¢n hanh vi ma hoa dir li€u tor may tinh bi nhiem ma
doc.

bao vé

Tao cac khu vuc tin cdy (Trust-zone) giup ting hiéu suat an ninh
va gidm ti€u ton tai nguyén cho qua trinh quét virus

Phat hi€én va ngan chan céc ,thié't bi USB nhiém ma doc thuc hién
mo phong gia mao nhu thiét bi ban phim. Cho phép nguoi dung
nhap ma so d€ ban phim duogc két ndi theo nhu cau.

Tinh niang cho phép dicu khién xéa dir liéu trén may tram tir xa
trong truong hop can thiét

Kiém soat

Quan ly ung dung dugc khoi chay, ngan chan cac ing dung
khong mong mudn

ung dung:

Kiém soat quyén cua tng dung duoc phép truy cap vao hé thong,
giam sat va phan loai ung dung

Kiém soat

Kiém soat theo cong nghe truyen dir liu/bus két ndi (6 cung,
thiét bi luu trit gin ngoai, may in, 6 dia CD/DVD, ...)

thiét  bi
ngoai vi

Co kha nang ghi lai bao cdo, theo doi cac hoat dong cua tap tin
dugc tao, x0a trén thict bi luu trir di dong

Kiém soat
truy  cap
web

Thiét 1ap chinh sach han ché truy cap web, ngan chan viéc truy
cap cac trang web khong mong muén, kiém soat viéc truy cap
theo danh muc website, theo loai dir liéu hoac dia chi web chi
dinh

Kiém soat linh hoat theo nhdm ngudi dung, theo lich tuy chon

Kha ndng

Ho6 tro ma hoa mirc Full disk va file-level




TT

Noi dung

Yéu ciu ky thuit

ma hoa dir
liéu

Module phuc vu tinh ndng ma hoa duogc tich hgp ma khong cai
thém phan mém ma hoda riéng biét

Kha nang
do quét va
va 10 hong

Kha ning do quét va va 15 hong hé diéu hanh, tmg dung trén may
tinh ngudi dung thong qua thanh phan quan tri tdp trung
(Vulnerability and Patch Management)

Ngon ngir
ho tro

HS trg giao dién tiéng Anh va giao dién tiéng Viét

Nén tang
ho trg bao
ve

Hb trg cac hé diéu hanh may cha: Windows Server 2016, 2019,
2022; Linux

Kha niang

udn tri tap trung

Giam sat Va bdo cao tap trung tur cong cu quan tri, cung cap
thong tin téng quan va cac sb liéu thong ké trang thai bao vé cla
hé thong

Phan mém két ndi tuong tac giira may chi quan tri va cac thiét bi
hoat dong riéng

Cho phép cai dit tir xa phan mém diét virus tir cong cu quan tri

Ho tro quan ly, cai dit tir xa phan mém cua hang khéc trén cong
cu quan tri

Tu dong kich hoat chinh sach ]oéo v€ nang cao khi bung phat ma
ddc. Chinh sach nay dugc thiét 1ap riéng so vdi chinh sach hién
hanh

Tinh ning | C6 co ché Out-of-Office cho phép thyc thi mot chinh sach bao vé
quan tri phu hop khi ngudi sit dung mang mdy tinh ra khdi mang cong ty
Thuc thi tac vu ra soat 16 hong bao mat trén hé théng, co bao cao
cung cép danh sach cac 16 hé)ng bdo mat dugc phat hi¢n va cac
ban cap nhat cho phﬁn mém ctia bén tht ba duoc cai dit trén cac
may tinh.
Kha ning thiét 1ap mé hinh quan 1y phan cap Primary Manager/
secondary Manager
Hb tro dong thoi ca giao dién quan Iy Web Console va MMC-
based console. C6 co ché xac thuc hai bude dé ting cudng bao
mat.
Cho phép tuy chinh, trich xuat luu trit cac bao cdo theo cac dinh
dang XML, HTML, PDF
I}jg IEI‘O’ ;[igﬁ Hé trg trién khai may cyﬁ qufm tri theo ché do cluster, dam bao
Khai thanh tinh san sang cao cho may chu.
E)han quan Quan tri tdp trung hd trg cac co so dit liéu: Microsoft SQL,
r1 tap = = d ia A
frung MySQL hoac co s¢ dir liéu quan hé tuong duong

.2.5. Dich vu phong chdng thét thoat dir liéu (DLP)

STT

Yéu cau k¥ thuit

Chéng thit thoat dir liéu (Data Loss Prevention - DLP)

Giai phap cho phép thiét 1ap, quan Iy chinh sach tip trung.

Thanh phan quan Iy hd tro quan tri théng qua giao dién Web hoidc GUI




STT

Yéu ciu ky thuit

C6 kha nang phat hién cac loai tép tin da dang, cho phép nhan dang va phat
hién t6i thi€u 500 loai tép tin khac nhau

Ho tro kiém soat dit liéu qua cac kénh nhu: Cloud, Email, Web. ..

Bao cédo cac su kién vi pham

HO trg tinh ning phan quyén truy cap cho nguoi ding

Kha nang tich hop he théng domain (Active Directory)

Giai phap cho phep a an tién trinh va dich vu ‘hoac thiét 1ap mat khau phan mém
DLP nhim ngan chan can thlep vao phan mém

HO tro xuit bdo cdo ra toi thiéu 01 loai dinh dang sau: CSV, XML, PDF,
XLSX, HTML

Nén tang co so dit liéu hd trg Microsoft SQL hodc PostgreSQL hodc tuong
duong

Nén tang Endpoint hd trg pho bién nhu: Windows 10/11; Windows Server
2016, 2019; Ubuntu

Chong thit thoat dir liéu qua thiét bi ngoai vi

Kiém soat cac thiét bi ngoai vi ngan chin that thoat dir liéu

Kiém soat dir li¢u nhay cam thong qua in an

Ho tro ma hoa dit liéu file khi sao chép ra thiét bi ngoai vi

H{ tro kiém soat thiét bi ngoai vi, gom céc kiéu két noi nhu: USB, LPT/COM
Port, FDD, DVD/CD, PCMCIA, IrDA, Modem, May in, HDD, Cac 6 cliing
ngoai khac, Tape drives, FireWire

Chéng thit thoat dir liéu qua mang

Hd tro kiém soat that thoat dit liéu qua Email

Ho tro kiém soat dit liéu qua kénh qua Web: HTTP/HTTPS va FTP

Hb trg kiém soat dit lidu st dung trén nén tang Cloud nhu: OneDrive, Office
365, DropBox, WeTransfer, Box.com, Google Drive, Google Docs

Tinh ning kham ph4, phin loai dir li¢u

Ho trg phét hién dir liéu nhay cam luu trit khong dung cach

Giai phap trang bi hodc cho phep tich hop nhiéu cong nghé khac nhau dé phat
hién dir li¢u nhay cam, t6i thi€éu ho trg 03 cong nghé sau: Machine learning, tir
khoa, tir dién, fingerprints, OCR, Al-based image templates

HO trg canh bao dén nguoi dung va quan tri vién bao mat

5.2.6. Dich vu phat hién va phan hoi cac mbi nguy hai (EDR)

STT Yéu ciu ky thuit
Windows Server 2016, Windows Server 2019, Windows Server
2022; Ubuntu 18/20/22, RHELS8/9, Oracle 7/8
N , Danh sach trng dung duoc phép hoat dong
Nén tang r—, A i A -
1 . Bdo mat truy cép web, dd tin cdy khi download.
hoat dong

Kiém soat web / ngan chdn URL theo danh muc.

Kiém so4t thiét bi ngoai vi (USB...)

Kiém so4t (mg dung

Ngéan chan | Phét hién phan mém doc hai bang cong nghé Deep Learning

truée  khi | Quét tap tin dé ngin chian ma doc.

ma doc | Bao vé€ thoi gian thyc.

hoat dong | Phan tich hanh vi trudce khi thyc thi tp tin (HIPS).




STT

Yéu ciu ky thuit

Ngin chin tng dung tiém tang khong mong mudn (PUA).

Ngan chan
moi nguy
khong
mong
mudn

Chong that thoat dir liéu (DLP)

Ngén chan cac ky thudt khai thac 16 hong: toi thiéu 20 k¥ thuat
tan cong khai thac 10 hong.

Phan tich hanh vi hoat dong theo thoi gian chay (HIPS)

Giam thiéu hoat dong nguy hai (Active Adversary Mitigations)
+ Credential Theft Protection

+Code Cave Mitigation

+Man-in-the-Browser Protection (Safe Browsing)

+Malicious Traffic Detection

+ Meterpreter Shell Detection

Khoa tng dung tang cuong:
+ Web Browsers

+ Web Browser Plugins

+ Java

+ Media Applications

+ Offce Applications

Béo v¢ tan cong Man-in-the-Brower

Bao vé€ ban ghi khoi1 dong va 6 dia

Ngan chan Ransomware

+ Ransomware File Protection

+ Automatic file recovery

+ Disk and Boot Record Protection

Tinh nang
phat hi¢én
va diéu tra
hanh vi ma
doc

Tim kiém mai de doa tryc tiép (gitp sin tim mbi de doa, duy tri
va cai thién h¢ thong bado mat CNTT)

Thu vién truy van SQL gitip sin tim mdi nguy hai (cc truy van
duoc vi€t san, hoan toan cé thé tuy chinh), c6 thé dat lich truy
van

Truy cip nhanh, luu tri dir liéu trén dia cuc bd (1én dén 90 ngay)

Truy cép chéo cac nguon dir liéu tir cac hé thong may tinh, tudng
Itra, email

Luu trit ddm may Data Lake

Tinh nang
dicu tra

Phan tich nguyén nhan (Root Case) v6i cac moi de doa (Threat
Case)

Phan tich ma doc véi cong nghé Deep learning chuyén sau

Phén tich Threat Intelligence nang cao theo yéu ciu

Xuat dir li€u diéu tra Forensic

Diéu tra sir dung Al

Tinh nang
khac phuc
su cO

Loai bo phan mém doc hai ty dong

DPong bd bao mat voi thiét bi tudong lira ciing hing

Lam sach ma doc

Kha ning phan hoi truc tiép (diéu tra tir xa va thyc hién phan hoi)

Céch ly may chi theo yéu cau

Loai b6 va ngan chan nhanh béng 1 cu click chudt

Diéu khién

Cap nhat cache va chuyén tiép goi tin

Ty dong loai trir viing quét




STT

Yéu ciu ky thuit

| Giam sat tinh toan ven cua t€p tin

5.2.7. Dich vu sao luu dy phong tép trung

STT

Tinh ning

1

Sao luu du phong tap trung | - G61 2TB luu trir tap trung

.2.8. Dich vu giam sat ATTT (SOC)

STT

Tinh ning

+ Thu thap va quan 1y log theo thoi gian thyc: tir cac thiét bi mang, thiét bi an
ninh mang, cac dich vu mang, cdc may chu va céc thiét bi dau cudi. Hé théng
tu dong chuén hoa cac dang log khac nhau.

+ Phat hién tin c6ng mang nhanh chong: Hé thdng c6 thé phat hién tin mang
dua trén phan tich log, truy van tén mién doc hai, két ndi toi cac dia chi IP doc
hai...

+ Xir 1y phén tich trong quan: Cho phép thiét 1ap cac luat nham ty dong phan
tich twong quan nhiéu ngudn log khac nhau

+ Tich hop Vulnerability management: Tich hop chic nang quan ly diém yéu
ATTT, ty dong canh bao khi phat hién diém yéu ATTT.

+ Canh bao va ty dong ngin chin tin cong mang: Ty dong canh bao tin cong
mang.

+ Piéu tra va phén tich su c¢b: Hé thdng hd tro diéu tra va phan tich log murc
sdu theo timg trudng thong tin, diéu tra su cd thong qua giao dién twong quan.

3. Yéu chu ddi v6i dich vu van hanh hé théng

Giam sat 24/7 va van hanh, ddm bao hoat dong cua ha t?mg thué, bao gém cac

may chu, thiét bi an toan thong tin va cac giai phap di kém:

- 02 May chu web

- 01 May chu tich hop (Agent)

- 02 May chu PostgreSQL

- 02 May chu Fontend

- 02 May chu Backend

- 02 May chu CSDL

- 01 May chu Transcode

- 01 May chu Image

Trach nhiém cua nha cung cép dich vu van hanh:

- Bb tri cac nhan su c6 chuyén mén trong linh vuc dién toan ddm may va an toan

thong tin phu hop, ddm bao tinh an toan, tinh san sang, tinh kha dung 24/7 cta hé

thdng thong tin trong sudt qua trinh thué dich vu.

- Pam bao tinh bao mat, ven toan va tinh kha dung cta thong tin trong sudt qua

trinh thué dich vu.

- C6 quy trinh van hanh, giam sat, xir Iy su c¢b hé théng thong tin dam kha ning

van hanh an toan va xuyén suot.

- San sang hd tro k¥ thuat phuc vu viée bao tri, tich hop dich vu di voi cac phan

phan mém cua don vi thué dich vu.




- Thyc hién cac bao cdo dinh ky vé tinh trang hoat dong cia h¢ théng, cac thay
d6i hodc sy cb xay ra ddi vai cac thiét bi trong qua trinh van hanh.

- Nhat ky gidm sat hé thdng phai dugc luu trir toan bd trong thoi gian thué dich
vu.

- Ban giao toan bd dir liéu cho don vi thué dich vu khi hop déng chim dt.

4. Yéu ciu déi v6i dich vu dwong truyén két ndi téi mang truyén sé liéu chuyén
dung
Dép tmg cac yéu ciu cua Cong van sd 1552/BTTTT-THH ngay 26/4/2022 cua
B6 TTTT vé huéng dan k¥ thuét trién khai P& an 06 (phién ban 1.0); Coéng vin sb
708/BTTTT-CATTT ngay 02/03/2024 ctia B6 Thong tin va Truyén thong vé viéc sta
dbi, thay thé noi dung vé an toan, an ninh mang tai Céng vin s6 1552/BTTTT-THH.
Dép tmg yéu ciu cua Cong van sd 273/BTTTT-CBDTW ngay 31/01/2020 V/v
huéng dan mé hinh tham chiéu vé két ndi mang cho bo, nganh, dia phuong.
Cung cap du bang thong dudng truyén theo yéu cau ctua Hé thdng thong tin giai
quyét thu tuc hanh chinh.

5. Xac dinh yéu ciu vé kha ning két ndi, lién théng véi img dung, hé thong
thong tin khac
Hé théng dich vu CNTT duoc thué can c6 kha nang két nbi Heé théng thong tin
giai quyét thi tuc hanh chinh cia BDTTGvéi Dé 4n 06 nhim tich hop, chia sé dit liéu
ddi voi CSDLQG vé dan cu, Hé théng dinh danh va xac thuc dién tir.

6. Xac dinh yéu ciu vé cong tic vin hanh thir trwée khi dwa dich vu vao khai
thac va st dung.
Hé théng dich vu CNTT s€ duoc van hanh thur (néu c0) trude khi dua vao van
hanh va khai thac st dung. Moi cong vi¢c va chi phi van hanh thir s€ do Pon vi cung
cap dich vu ¢am nhan theo dting qui dinh huéng dan hién hanh.

. GIAI PHAP VA PHUONG PHAP LUAN

Nha thau chudn bi dé xudt giai phap, phwong phdp ludn tong qudt thuc hién dich
vu theo cdc ndi dung quy dinh tai Chirong nay, gom céc phan nhw sau:

1. Giai phap va phwong phap lugn;

2. Ké hoach céng tdc.

. QUY PINH VE KIEM TRA, NGHIEM THU SAN PHAM :

Chu dau tu phéi hop véi nha thau thyc hién kiém tra, nghiém thu chit luong theo
trinh tir va nguyén tic sau:

- Kiém tra va nghiém thu khoi luong céc dich vu ma nha thau cung cép;

- Kiém tra, danh gia cht lugng cac dich vu nha thau cung cap;
- Xéc dinh gia tri khéi luong cong vi¢e hoan thanh cua nha thau thuc hién.



