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Part 2. TECHNICAL REQUIREMENTS 

Chapter V. TECHNICAL REQUIREMENTS 

1. General introduction of procurement projects/estimates and bidding packages: 

- Package name: Provision of maintenance services for the “University 

Management System” software system (also called Student Lifecycle Management 

(SLCM)) of the Vietnamese–German University. 

- Investor: Vietnamese-German University. 

- Location: Ring Road 4, Quarter 4, Thoi Hoa Ward, Ho Chi Minh City, Vietnam 

- Package implementation time: 30 months  

- Bidding form: International open bidding. 

- Contract form: Package contract. 

- Sources of capital: Revenues from non-business activities. 

2. Job objectives: 

Maintain the "University Management System" software system of VGU with the 

current features of the software and integrate related functions with other software (FMIS 

SAP B1, HRMIS iHRP, DMS) in the Integrated Campus Management System of VGU 

(hereinafter referred to as the system).  

3. Technical requirements of the bidding package: 

3.1. Routine maintenance tasks: 

a. Periodically review and evaluate to detect and ensure the system runs stably: 

- Take precautions to minimize the possibility of errors, overcome application risks 

that affect the stability of the software including periodic checks, system optimization, 

software upgrades to newer versions (if any), updates and upgrades of critical scripts or 

tools (if any), security patches. 

- Ensure that all program source code, executable code, system installers, and data 

are properly maintained and backed up.  

- All maintenance and backup tasks will be carried out in silent mode without 

affecting the work of VGU or are planned to be carried out outside the office hours of 

the VGU. 

- Coordinate with the investor to check and update patches, patches for information 

security vulnerabilities for database management systems, web servers (Webserver), etc. 

and the components that make up the software system.  

b. Reporting requirements: 

- Monthly make a report on the status of handling errors and problems that occur 

with the system. 

- Quarterly make a system application performance report and submit an optimal 

solution proposal, including security warnings for the application and database (if any). 

- Detailed report on the faults that have been fixed and the maintenance measures 
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taken. 

3.2. Unexpected technical support jobs (not fixed during the support process) 

a. Provide user's manual, instructions and remediation of errors caused in the process 

of implementing the system for functions and features under the Contract. 

- Handle errors and complaints arising from users in the process of implementing 

the system for the functions and features of the System (including errors arising related 

to the integration and exchange of data between the University Management System and 

3rd parties when coordination is necessary). Error handling includes but is not limited 

to: functional errors, performance errors, interface errors, data errors. Based on historical 

error and incident data, the contractor is required to commit to handling errors within 

the scope of a maximum of 600 incidents, and requires support within a contract year. 

Depending on the scale and complexity of the fault and incident, fault handling will be 

carried out to ensure the stability and performance of the system.  

- Guide users on the system’s functions and features under the Contract 

- Update technical documentation and user manuals due to bugs and improved 

features. 

b. In case of system interruption: 

- When there is an incident that causes system interruption, or a problem related to 

hardware or transmission lines that requires support from a software contractor, this 

contractor needs to cooperate, support, review, evaluate and agree with the investor on 

the scope of error correction to serve as a basis for overcoming system errors to 

overcome problems.  

- Coordinate with the technical staff of the VGU to fix problems with servers, 

applications, and databases when unexpected problems arise (if any). 

o Technical support for hardware infrastructure within the permitted scope (in case 

of problems) 

o Support technical inspection in the software system when there is a change in 

infrastructure equipment and hardware (in case of problems arising) 

o Support in case of an error and want to restore the software system at the time of 

backup data. In the event that the incident is identified as a disaster1, require the 

maintenance contractor to commit to providing disaster recovery services once in a 

contract year, in coordination with the parties involved.  

o Detailed report on the errors and issues that have been fixed and the technical 

support measures taken. 

- Support the configuration and declaration of data information of the user unit 

when new additions arise. 

3.3. Time requirements for maintenance and technical support: 

                                                           
1 A "disaster" can be a particularly serious incident that causes the application system to stop working completely, 

or completely lose data, making it impossible for staff, students, and candidates of the University to access and 

use it. 
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The technical support team must handle system features, including but not limited to 

standard software, applications, data warehouses, system server configurations, and add-

ons. The level of technical support is as follows: 

a. Ability to contact the Technical Assistance Center (TAC) unlimitedly, 24 hours 

a day, 7 days a week; the ability to update the software on computers or equivalent 

devices unlimitedly, 24 hours a day, 7 days a week. 

b. Response within 6 hours after receiving the official notification of errors, 

problems in the operation of the "University Management System" software system and 

related integrations during the maintenance period. The Contractor will determine the 

response time for the types of problems and how the hierarchy handles the problem 

according to the Contractor's organizational process; 

c. In case of a serious error that causes the system to temporarily suspend operation, 

making it impossible for staff, students, and candidates of the VGU to access and use it, 

the maximum time to resolve it is 24 hours from the time the University reports the error. 

d. For average errors (causing one or more functions in the system to stop working): 

The maximum time to resolve is 48 hours from the time the VGU reports the error. 

Remediation must be carried out continuously, including outside of business hours, 

weekends, and holidays. 

e. For minor errors (which do not affect the ability to access and use the system): 

The maximum time to resolve is 72 hours from the time the VGU reports the error. The 

remedy will be carried out during the office hours of the VGU. 

f. Temporary remedies for all types of faults: During business hours, the contractor 

must install and implement temporary remedies within 6 hours of receiving the fault 

report. Outside of working hours, weekends and holidays, the time for this is 12 hours. 

g. The contractor will provide a "Hotline and Support Area"; Permitted means 

include: submitting tickets to the contractor's fault and incident management system, 

email, telephone (direct call or voice message), internet, local office, support from the 

contractor's office or regional office. Contractor hotline support operates from Monday 

to Friday 08.00 - 17.00 Hanoi time (UTC +7) with the option of "on-demand" after-

hours support; 

h. The maximum allowable system disconnect time is 30 minutes during the process 

of troubleshooting and system errors. 

3.4. Information security requirements: 

a. Ensure that all program source code and execution code are clean, safe, free of 

security vulnerabilities and malicious code on the system of the VGU, ensure 

information and data security, and prevent unauthorized access. 

b. Ensure the confidentiality of the system's information during the service 

provision. Not to commit acts of leaking information of the system, the Contractor 

must commit not to disclose information of the system without the permission of the 

investor.  

* Bidders are encouraged to conduct an on-site survey at the Vietnamese–German 

University, Ring Road 4, Quarter 4, Thoi Hoa Ward, Ho Chi Minh City (contact Ms. 

Doan Ngoc Tin at +84 908 55 7890. 

4. Solutions and methodologies: 
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The contractor shall prepare to propose general solutions and methodologies for 

service performance according to the contents specified in this Chapter, including the 

following parts:  

1. Solutions and methodologies; 

2. Work plan. 

5. Regulations on inspection and acceptance of products: 

The VGU will only accept the final handover when the contractor has fully met 

all the requirements of the E-Bidding Document (E-HSMT) and has provided a detailed 

report on the results of the maintenance service implementation in accordance with the 

regulations.




















































