Chuwong V. YEU CAU VE KY THUAT

1. Gi6i thiéu chung vé géi thau

- Tén g6i thau: Thué dich vu giam sat va dam bao an toan mang cho hé thong
thong tin cua B Cong Thuong

- Chu dau tu: Cuc Thuong mai dién tir va Kinh té sb.

- Ngudn von: Sy nghiép kinh té

- Thoi gian thuc hién: 120 ngay

- Hinh thitc hop ddng: Tron goi.

2. Muc tiéu cong viéc

- Nang cao tinh chu dong va hiéu qua xt 1y, giam thiéu tan cong nham vio
cac hé théng thong tin tai B dac bi¢t 1a cac hé théng thong tin quan trong, qua do,
giam thiéu hau qua va gop phan duy tri tinh kha dung ctia thong tin va su hoat dong
lién tuc ctia hé thong thong tin khi bi tn cong. Nang cao ning luc phat hién cac hinh
thirc tn cong mang Internet; dap (mg viéc tuan thil cac quy dinh, chi thi ctia Chinh
phu vé giam sat an toan thong tin (ATTT), dam bao ATTT theo md hinh 4 16p va
tang cuong kha nang theo doi, giam sat trung tam dit li¢u theo ding Chi thi 14/CT-
TTg ngay 07/6/2019 ctia Thu tudng Chinh phu vé viée ting cudng bao dam an toan,
an ninh mang nham cai thién chi sb xép hang cua Viét Nam. Qua do, s€ thuc hién
thué don vi thuc hién tai 16p thr 2 ciia mo hinh: “T6 chirc hodc doanh nghiép doc
1ap kiém tra, danh gia dinh ky”.

- Giam sat, canh bao cac cudc tin cong, ra quét vao hé thdng tmg dung, mang,
may chu ciia B cho cac hé thong: Hé thong thu dién tir, Hé thong Quan 1y van ban,
Hé thdng Quan 1y ngudi diung Active directory va hé théng tuong lora Bo Cong
Thuong.

- Giam sat, canh bao sém cac nguy co an ninh mang, c6 bién phéap khéc phuc,
phong ngira, giam thiéu rai ro mat ATTT cho cac hé théng: Hé thong thu dién ti,
Hé théng Quan 1y vin ban, Hé thong Quan 1y nguoi dung Active directory va hé
thong tuong lira By Cong Thuong.

3. Yéu cau k¥ thuat

3.1. Pham vi cdng viéc: Thuyc hién cac cong viéc cho cac hé thong: Hé thong
thu dién tir, Hé thong Quan 1y vin ban, Hé thdng Quan 1y ngudi dung Active
directory va hé thong tuong lira BO Cong Thuong.



- Khao sat, ciu hinh danh muc endpoint can giam sat. Thiét 1ap cai dat hé théng
giam sat.

- Tryc van hanh, theo doi, giam sat hé théng, thu thap thong tin tir hé théng
giam sat trung tam.

- Nghién ctru phan tich log hé diéu hanh, ung dung, phan tich cac su kién, nhat
ky c6 ddu hiéu nguy co mat an toan mang dé phat hién kip thoi cac tin cong, su cd,
cac diém yéu, 16 hong bao mat trong hé théng dugc giam sat va cac xu hudng tan
cong, cac khuyén nghi phong ngira dé canh béo cho khach hang.

- Canh bao, phéi hop xac minh, dé xuat cach thirc khic phuc tin cong duoc
phat hién.

- Nghién ctru, cap nhat, diéu chinh hé théng gidm sat phu hop diéu kién thuc té
va k¥ thuat tin cong moi

+ Nghién ctru, toi vu héa hé thong giam sat trung tam.

+ Phdi hop cip nhat thong tin thay d6i, nang cap tai diém giam sat.

- Tong hop, hoan thién bao cdo dinh ky hang tuan, thang.

3.2. Yéu ciu cu thé
3.2.1. Yéu cdu vé kj thugt, cong nghé vdi gidi phdp gidm sdt I6p mang
Phuong an giam sat 16p mang phai dam bao thuc hién cac yéu cau:

- H0 trg phan tich luu luong mang t6i thiéu 5Gbps va hd tro nhiéu cong giam
sat dé dam bao giam sat duoc toan b hé théng mang

- Hd tro phan tich mang theo md hinh phan tan, mdi hé théng c6 sensor phan
tich riéng, duoc quan tri tip trung nham dam bao kha ning mé rong cua hé thong

- Thudng xuyén giam sat, phat hién va canh bao sém cac hanh vi, cu thé:
+ Céc két ndi, truy van téi cac may chi diéu khién mang botnet (C&C Server);

+ Céc file ma doc, URL nguy hiém duogc truyén qua mdi trudng mang (voi cac
giao thirc khong ma hoa) bang cach giai ma giao thirc, boc tach dir liéu dang file,
URL dua vao cac hé théng phan tich tu dong;



+ Céc Shellcode, payload tan cong khai thac 16 hong phan mém, dich vu trong
dir liéu truyén tai trén mang thong qua phan tich cac ddu hiéu dic trung;

+ Cac hanh vi bat thuong nhu do quét mang, do quét tai khoan mat khau mic
dinh, mat khau yéu. ..

3.2.2. Yéu cdu vé kj thudt, cong nghé véi gidi phdp gidm sdt cdc mdy chii
dich vu

Phuong an giam sat cac may chu dich vu phai dam bao thuc hién cac yéu cau:
- Céc két no1 cia may chu ra cac dia chi IP doc hai;

- C4c hinh thtc tan cong mang nhu tdn cong khai thac diém yéu, tan cong do
quét va cac dang tan cong tuong ty khac;

- Su thay ddi trai phép ciia cac tép tin hé thong;

- Cac tién trinh ¢6 dau hiéu bat thuong vé hanh vi va viéc str dung tai nguyén
may chu.

3.2.3. Yéu cdu vé kj thugt, cong nghé vdi gidi phdp gidm sdt ting dung
Giai phap giam sét 16p Gmg dung phai dam bao thuc hién cac yéu cau:

- Céc dang tan cong vao 16p ung dung pho bién gbm SQLI, XSS...;

- Tan cong do quét, vét can mat khau, thu muc va khai thac thong tin;

- Tan cong thay d6i giao dién;

- Tan cong Phishing va cai cim ma doc trén ung dung;

- Tén cong tur chdi dich vu.

- C6 kha nang tich hop log véi cac hé thong SIEM dé phuc vu viée giam sat tap
trung

3.2.4. Yéu cdau vé quy trinh trinh thwc hién:

Budéc Mo ta cong viéc Xurly
chinh




Thong tin canh bao:
- Tirhé théng giam sat ATTT

- Tu email, dién thoai cua cac Phong/Ban, nhan sy van hanh vé
suco ATTT

Chuyén budc 2

Tier 1

Thuc hién x4c minh thong tin canh bao:
- Canh bao dung: Chuyén budc 2a. Phan loai, danh gia cip do
su cO

- Canh b4o sai: Canh bio nham nghiép vu quan tri, nghi¢p vu
don vi, tac dong co ké hoach... Chuyén budc 2b. Cap nhat trang
thai ticket REJECT — False Positive.

Tier 1

2a

- Phan loai cép d6 su cd, gém 2 muc do: Thong thuong va
Nghiém trong.

- Dua vao phan loai cip d6 su ¢ ATTT va hudng dan xur 1y, Tier
1 thyc hién 1 trong céac lua chon sau:

+ Su ¢6 trong pham vi do Tier 1 xir Iy duwoc: Chuyén buéc 3a.

+ Sy ¢b do Tier 2 xtt Iy: Chuyén budc 3b.

+ Su ¢ do Tier 3 xur ly: Trong trudng hop xac dinh cip do su cd
Nghiém trong. Chuyén budc 3c.

Tier 1

3a

Cép nhat thong tin xu 1y ticket.
Tier 1 thyc hién xtr 1y ticket su c6 theo hudng dan
- Cap nhat trang thai ticket CLEAR

- Chuyén budc 14: Xac minh két qua xtr Iy

Tier 1

3b

Tao ticket su ¢b cho Tier 2:
- Trang thai ticket ANALYSING

- Gan ticket cho Tier 2. Chuyén budc 4 cho Tier 2 xac minh
thong tin

Tier 1

3c

Tao ticket su ¢b cho Tier 3 xir ly

Trong truong hop Tier 1 x4c dinh cép do su cb 1a Nghiém trong.
Tier 1 thuc hién: Tao ticket su ¢b cho Tier 3 xur ly. Chuyén budc
11

Tier 1




4 Xéc minh thong tin cua ticket sy co: Tier 2
Thong tin ticket nham nghiép vu quan tri, nghi€p vu don vi, tac
dong cb ké hoach... Cap nhat trang thai ticket REJECT -
False Positive (budc 2b).
- Théng tin canh bao dung: Chuyén budc 5
5 Xt 1y ticket su ¢6 theo huéng dan: Tier 2
- Xir Iy xong ticket su cb: Tier 2 xir Iy xong ticket su ¢6 theo
huéng dan. Chuyén budc Sa.
- Can System Owner xi 1y: Ticket su c6 can System Owner x4c
minh thong tin nghiép vu. Chuyén budc 5b gan tiket cho System
Owner.
- Can Tier 3 h tro: Ticket sy c¢b da xur 1y theo hudng dan nhung
khong triét dé, can Tier 3 ho trg. Chuyén budc 5S¢ tao
sub-ticket cho Tier 3.
Sa Cép nhat thong tin xur ly cho ticket: Tier 2
- Tier 2 thuc hién cap nhat cac thong tin da xir 1y cho ticket.
- Chuyén budc 14: Xac minh két qua xir Iy
5b Gan ticket cho System Owner: Tier 2
Tier 2 gan ticket cho System Owner véi cac thong tin:
- Thong tin cho System Owner can xtr Iy
- Trang thai ticket 1a ANALYSING Chuyén buéc 6.
5¢ Tao sub-ticket cho Tier 3: Tier 2
Tier 2 tao sub-ticket cho Tier 3 khi can hd tro véi cac thong tin:
- Céc thong tin, hanh dong di xtr Iy theo huéng dan.
- Véan dé can Tier 3 hd trg
- Trang thai sub-ticket ]a ANALYSING
- Gan ticket cho nhém Tier 3 Chuyén buédc 8
6 Xir Iy ticket theo huéng dan System
+ System Owner xr Iy ticket su ¢6 theo huéng dan. Owner

+ Chuyén budc 7




Cép nhat thong tin da xir 1y vao ticket:

+ Ticket gén sai cho nhém van hanh System Owner. Cap nhat thong
tin va trang thai ticket 1a REJECT — Wrong Assignment, gan ticket
cho Tier 2 xir 1y tiép.

+ System Owner xac minh thong tin trong ticket nhadm nghiép vu
quan tri, nghi€p vu don vi, tadc dong cod ké hoach. .. Cap nhat thong
tin va trang thai ticket 1a REJECT — False Positive, gan ticket cho
Tier 2 ndm thong tin.

+ Xt 1y thanh cong theo huéng dan. Cap nhat thong tin va trang
thai ticket 1a CLEAR.

+ X 1y khong thanh cong, can hd trg. Cap nhat thong tin can hd
trg va gan ticket lai cho Tier 2.

- Chuyén budc 4: Cho Tier 2 xac minh thong tin va xir Iy tiép

System
Owner

Xtr Iy yéu cau hd trg trong sub-ticket:
- Tier 3 hd tro Tier 2, System Owner xtr 1y vin dé dang gip kho
khan trong qué trinh xtr 1y ticket su ¢6 theo hudng dan.

- Cap nhat day du thong tin xir 1y vao sub-ticket
- Chuyén budc 11

Tier 3

Cép nhat lai céc tai liéu huong dan:
- B0 sung thém tai liéu huéng dan cho Tier 1, Tier 2, System
Owner c6 thé xtr Iy dugc.

- Chuyén buoc 10

Tier 3

10

Thong bao lai két qua cho Tier 2:
Chuyén budc 4 cho Tier 2 xac minh thong tin

Tier 3

11

Xt Iy ticket su co:
- Thuc hi¢n cac bién phap nghiép vu diéu tra nhanh, khéc phuc
su ¢d kip thoi, ddm bao céc hoat dong CNTT.

- Tier 2, System Owner hd tro Tier 3 khi can

- Chuyén buéc 12

Tier 3

12

Céap nhat ticket cac thong tin vé su cb:
- Thong tin diéu tra

- Thong tin viéc khéc phuc su cd

- Pé xudt, kién nghi
Chuyén budc 13

Tier 3




13 Bio cao két qua: Tier 3
B4o cao két qua tong hop qua trinh xir 1y su ¢ cho cap 1anh dao
S& TTTT, dong gui Tier 2.

14 Xac minh két qua xir 1y: Tier 1
Thuc hién xac minh két qua toan bo qua trinh xir 1y cua ticket c6
trang thai CLEAR, REJECT xem da thuc hién dung theo hudng
dan, da triét dé chua:

- Néu ddi twong, thiét bi c6 canh bao phat sinh hodc chwa dy du
theo hudng dan, két qua xir 1y chua triét dé, thuc hién mo lai
ticket voi trang thai ANALYSING, chuyén Tier 2 xtt 1y. (budc 4)

- Néu ddi tugng, thiét bi khong c6 canh bao phat sinh, qua trinh
xur ly day di theo hudng dén, thyc hién chuyén ticket tir trang thai
CLEAR sang CLOSE, dong ticket.

3.2.5. Yéu cau vé don vi thuc hién:

- Nha thau thyuc hién phai la t6 chuc sy nghiép nha nudc co chlic ndng, nhi¢m
vu phu hop hoidc t6 chitc duge cip co tham quyén cip phép theo Nghi dinh sb
108/20216/ND-CP ngay 01/7/2016 (Nha thau cung cdp tdi liéu chitng minh).

3.2.6. Yéu cau vé nhan sw thuc hién:

- Chuyén gia truc van hanh hé théng giam sat, s6 lugng 02 nguoi: Tot nghiép
Pai hoc dai hoc tré 1én dugc dao tao vé cong nghé thong tin va nganh gan dao tao
vé cong nghé thong tin theo quy dinh tai Piéu 2, Thong tu 08/2022/TT-BTTTT hoic
tuong duong ddi voi cac bang tot nghiép tai nude ngoai. Co kinh nghiém tuong tu
03 nam hozc 01 hop dong giam sat ATTT. C6 ching chi qubc té co ban vé an ninh
mang — ECSS (Nha thdu cung cdp cdc tdi liéu chirng minh).

- Chuyén gia phan tich sy kién, su cd an toan thong tin mang chuyén sau )
luong 01 nguoi: Tot nghiép Pai hoc dai hoc tré 1én dugc dao tao vé cong nghé thong
tin va nganh gan dao tao vé cong nghé thong tin theo quy dinh tai Piéu 2, Thong tu
08/2022/TT-BTTTT hodc tuong duong ddi véi cac bang tot nghiép tai nudc ngoai.
C6 kinh nghiém tuong ty 03 nim hodc 01 hop dong vé giam sat. Co dong thoi cac
chtng chi qudc té vé diéu tra sé - CHFI va kiém thir xam nhap hd trg cong tac phan
tich diéu tra — OSCP va OSEP (Nha thau cung cdp cdc tai lidu chitng minh).

- Chuyén gia phan tich su kién, su ¢6 an toan thong tin mang cho tng dung sb
luong 01 nguoi: Tot nghié¢p Pai hoc dai hoc tr¢ 1én dugc dao tao vé cong nghé thong
tin va nganh gan dao tao vé cong nghé thong tin theo quy dinh tai Dicu 2, Thong tu



08/2022/TT-BTTTT hoic tuong duong ddi véi cac bang tét nghiép tai nude ngoai.
C6 kinh nghiém tuwong ty 03 nam hodc 01 hop dong. C6 chimg chi quéc té vé kiém
thir xAm nhap web hd tro cong tac phan tich diéu tra— OSWA va OSWE (Nha thiu
cung cdp cdc tdi liéu chirng minh).

- Chuyén gia hd tro tmg ctru su ¢d, sé lwong: 02 nguoi: Tt nghiép Pai hoc
dai hoc tr& 1én duoc dao tao vé cong nghé thong tin va nganh ga‘in dao tao vé cong
nghé thong tin theo quy dinh tai Diéu 2, Thong tu 08/2022/TT-BTTTT hoic tuong
duong dbi voi cac bang tot nghiép tai nudc ngoai. Co kinh nghiém tuong ti 03 nim
hodc 01 hop dong. C6 chung chi qudc té vé diéu tra s6 - CHFI (Nha thau cung cdp
cdc tai lieu chirng minh).

4. Giai phap va phuong phap luén:

Nha thau chudn bi dé xudt giai phdp, phwong phap ludn féng quat thuc hién
dich vu theo cdc noi dung quy dinh tai Chuong nay, gom cac phan nhu sau:

1. Giai phap va phuwong phap ludn;

2. Ké hoach céng tdc.

5. Quy dinh vé Kkiém tra, nghiém thu san phim:

Muc nay quy dinh vé quy trinh kiém tra, nghiém thu san pham trinh tw giao
ngp san pham (néu co)... dé phuc vu cong tac thanh, quyét toin hop dong.



