Phin 2. YEU CAU VE KY THUAT
Chuong V. YEU CAU VE KY THUAT

1.  Gié6i thiéu chung vé dy an/du toan mua sim, géi thau:

- Tén dyw an: Thué hé théng giam sat an ninh théng tin SOC.

- Tén g6i thau: Thué hé théng gidm sat an ninh théng tin SOC.

- Ngudn von: Von hoat dong kinh doanh ctia VCBS.

- Gi4 goi thau: 4.794.000.000 dong, da bao gom thué, phi va toan bd chi phi khac
lién quan (Bang chit: Bon ty, bay tram chin muoi bon triéu dong.).

- Hinh thirc, phwong thirc Iya chon nha thiu: Chao hang canh tranh, trong nudc,
qua mang, mot giai doan mdt tai ho so.

- Thoi gian bat dau t6 chire lwa chon nha thau: Quy Il nim 2025.

- Loai hop dong: Tron goi.

- Thoi gian thuwc hién géi thau: 17 thang ké tir ngay hop ddng c6 hiéu luc, trong
do:

+ Thoi gian trién khai hé théng: 05 thang ké tir ngdy hop dong c6 hiéu lyc.

+ Thoi gian thué dich vy: 01 nam (12 thang) Tinh tr ngay nghiém thu hoan thanh
viéc trién khai va cai dat h¢ thong gidm sat ANTT cho h¢ thong CNTT cua VCBS).
2.  Muc tiéu cong viéc:
a) Dinh huéng tiéu chuin va khung kién triic

Dé dap tng yéu cau tuan thi quy dinh phap luit vé an toan thong tin, dong thoi
dam bao hé thdng giao dich truc tuyén cung cap cho khach hang, VCBS xac dinh dinh
huéng tiéu chuan va khung kién tric an toan thong tin nhu sau:

- Nghi dinh 85/2016/ND-CP Théng tu s6 12/2022/TT-BTTTT ctia B6 Thong tin va
Truyén théng: Day 13 yéu cau bt budc VCBS phai tudn tha theo quy dinh. Céc
quy dinh trong nghi dinh nay yéu cau to chirc can phan loai hé théng thong tin theo
cap do va phai trién khai cac bién phap bao dam an toan theo cac cap do, bao gdm
kha ning giam sat, phat hién va tmg pho su ¢b an toan thong tin 24/7. Cac hé thong
thong tin cua VCBS chi thudc cdp do 2 va 3, khong thude cip do 1, cap do 4 va
cap d6 5 do khong thudc pham vi ap dung, cu thé nhu sau:

e Tiéu chi phén loai v&i hé thong cap dd 2: Theo khoan 1 va khoan 2¢ Diéu 8
Nghi dinh 85/2016/ND-CP, cac h¢ thé)ng thong tin phuc vu hoat dong ndi bo
clia co quan, to chire va ¢ xir Iy thong tin riéng, théng tin ca nhan cua nguoi
sir dung nhung khong xir Iy thong tin bi mat nha nuéc va/hoic cung cap dich
vu tryc tuyén khac c6 xir Iy thong tin riéng, thong tin ca nhan ctia dudi 10.000
nguoi str dung.

e Tiéu chi phan loai voi hé théng cip do 3: Theo khoan 2b, 2¢ Piéu 9 Nghi



b)
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dinh 85/2016/ND-CP, cac hé théng cung cép dich vu truc tuyén thuoc danh
muc dich vu kinh doanh c6 diéu kién va/hodc xur 1y thong tin ¢4 nhan cua tur
10.000 nguoi trd 1én.

Khung an ninh mang cua Vién Tiéu chuin va Cong nghé Quéc gia Hoa Ky (NIST
Cybersecurity Framework - NIST CSF): NIST CSF dua ra ciu trac quan 1y rai ro
an ninh mang theo 5 chirc ndng ¢4t 15i: Nhan dién (Identify), Bao v¢ (Protect), Phat
hién (Detect), Ung ph6 (Respond), va Phuc hoi (Recover).

Tiéu chuin qudc té ISO/IEC 27001:2022 vé Hé thng quan 1y an toan théng tin
(ISMS): ISO 27001 yéu cau to chic xay dung, duy tri co ché kiém soat va giam
sat an toan thong tin dé bao vé tai san thong tin trude cac mdi de doa ngay cang
gia tang.

Muc tiéu mong muon tdi thiéu ddi véi hé thong Giam sat an ninh théng tin

(SOC)

Dua trén dinh hudng khung kién tric an toan thong tin va cac tiéu chuan, quy dinh

phap 1y di néu tai muc a, VCBS mong mudn trién khai Hé thong giam sat an ninh thong
tin (SOC) v6i cac muc tiéu tdi thiéu sau:

Dép g yéu cau tuan tha quy dinh phap luat Viét Nam va chuan hoa hé thong theo
tiéu chuan quéc té:

. Theo quy dinh tai Nghi dinh 85/2016/ND-CP va huéng dan tai Thong tu
12/2022/TT-BTTTT, hé thong thong tin cip d6 3 bit budc phai cé ning luc
giam sat, phat hién, canh bao va ing phé su c¢b an toan thong tin lién tuc 24/7.
Viéc thiét 1ap SOC 1a giai phap k¥ thuat chi dao dé dam bao thuc hién day
du cac yéu cau nay.

. Theo NIST Cybersecurity Framework (NIST CSF): trong 5 chiic ning cbt
161 cua NIST (gém Nhan dién, Bao vé¢, Phat hién, Ung phoé, va Phuc héi),
SOC dam nhén vai tro trién khai cac chitc niang Phat hién (Detect) va Ung
pho (Respond) dbi véi sy ¢d an toan thong tin, dong thoi hd trg chirc ning
Phuc hdi (Recover) sau su c0.

e  Theo ISO/IEC 27001:2022: SOC déng vai tro 1 thanh phan trung tim trong
viéc kiém soat, giam sat sy ki¢n an toan thong tin, quan 1y su cd, thuc hién
céc hanh dong khic phuc va cai tién lién tuc trong hé théng quan 1y an toan
thong tin (ISMS).

Bao vé tai san thong tin va dir liéu giao dich cta khach hang: Hé thong giao dich
tryc tuyén ciia VCBS xir 1y khéi lugng 16n thong tin ca nhén, tai chinh ciia khach
hang. Viéc xdy dung SOC gilip phat hién kip thoi cac hanh vi tan cong, 1o ri dir
lidu hodc su ¢ an toan thong tin, giam thiéu tdi da rai ro gdy ton that cho khach
hang va uy tin cua cong ty.
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- Néng cao ning luc van hanh an toan hé thong CNTT tong thé: Trung tim SOC

khong chi giam sat riéng cac hé thong giao dich ma con mé rdng nang luc gidm

sat toan bo ha tﬁng CNTT ndi bg, qua do tao nén tang van hanh 6n dinh, an toan

va san sang dap tng cac yéu cau phat trién trong tuong lai.

- Phu hop véi 16 trinh xdy dung kién tric an toan thong tin téng thé: Theo khung

kién tric an toan thong tin VCBS d3 dinh hudng, SOC 1a mot cau phan quan trong

gitip hién thue hoa cac 16p bao vé (multi-layered defense) cho toan bd ha tng cong

ngh¢ thong tin.

3. Yéu ciu k¥ thuit ciia géi thau:

a) Yéu cau ve dich vu

Hé thong cung cép phai c6 san cac tinh ning san sang st dung (khong phat sinh
thém chi phi) dép tng cac yéu cau dudi day:

STT Yéu ciu

I Yéu cau chung cia dich vu

Yéu cau hiéu
nang

Kha ning dap ung thu thap va xu 1y dit lidu tdi thiéu 7900
EPS (Event Per Second) hodc 135 GB/day.

C6 co ché buffer dé xir 1y dir liéu khi vuot qua license trong
mot khodng thoi gian xéac dinh.

Yéu cau vé hé
thong

S6 luong thiét bi xur 1y va luu trit dit lidu: >= 02 thiét bi.

Pam béo tat ca cic cAu phan trong hé thong giam sat an
ninh thong tin phai dugc chay & ché do active-active
hodc active-standby.

Cac cau phan cta hé thong giam sat (bao gém phan
ctng xtr 1y va luu trir, phan mém xtr 1y giam sat) phai
duoc dat tai DC cua VCBS.

H¢ théng phai dap ng yéu (,:ﬁu vé phan tich va luu trir
dir 1i€u t61 thi€u 03 thang (d61 véi dir li€u online) va 09
thang (doi vaéi dir li¢u offline).

Yé&u cau vé dich
3 vu trién khai, cai
dat

Trién khai tat ca cac cau phan cua hé thong giam sat an
ninh SIEM.

Trién khai tich hop céc nguén dir li€u phuc vu giam sat.




4

e Thuc hién thu thap, chuin hoéa va huéng dan t8i wu dit
liéu da thu thap vé hé thong SIEM.

e Thuc hién thiét 1ap cac canh bao hé thé)ng bao gém cac
canh bao theo tip ludt va canh bdo cac su kién bat
thuong (Behavior Analytics).

e Thuc hién téi vu cac tap luat (rule) khi c¢6 cac dir li¢u
logs mai1 phat sinh trong hé thong CNTT cua VCBS.
e Trién khai cac kich ban (Use Case) giam sat dua trén

thong tin tir cic giai phap trong ha ting bao mat cua
VCBS.

e Trién khai xdy dung dashboard giam sat theo kich ban
SOC.

e Xay dung Portal hé thong giam sat an ninh thong tin
cho Khéch hang.

e Thiét 1ap co ché kiém soat truy cap da yéu té (MFA) doi
v6i hé thong SIEM.

Yéu cau vé dich
vu giam  sat
ANTT

e Cung cdp nhan su gidm sat an ninh thong tin 24/7 L1,
L2&L3.

e Giam sat ANTT, phan loai, phan tich, diéu tra canh bao
va ung ctru, phoi hop xtr Iy sw ¢c6 ANTT trong toan thoi
gian cung cap dich vu.

e Thuc hién bao cao dinh ky theo tuan, thang, quy vé tinh
hinh gidm sat va xu 1y su co.

e Bao cdo phéan tich va xur 1y su cd d6i véi cac su ¢b &
muc nghiém trong.

o Cung cip hé théng Workflow/Case Management
(Ticket management) dé quan 1y cac su kién an ninh bat
thuong/tan cong dugc dinh danh.

Yéu cau vé dich
vu tinh bdo sb
(Threat
Intelligent)

Cung cip thong tin tinh béo cho hé thdng gidm sat an ninh
thong tin dé kip thoi ra soat diéu yéu, 10 hong an ninh va
phat hién sdém céc thong tin bi 190 lot.

Giai phap phan
mém

Giai phap nam trong danh sich cac Leaders theo danh gia
ctia Gartner vé giai phap thu thap, giam sat va phan tich log
trong 3 nam gin nhat tai duong  dan:
https://www.gartner.com/doc/reprints?id=1-

2HIOXQSL &ct=240509&st=sb

Ban quyén mém

Ban quyén cho toan b cac tinh ning phan mém cia hé
thong SIEM ¢ phu luc nay phai 1a ban quyén thuong mai.



https://www.gartner.com/doc/reprints?id=1-2HIOXQSL&ct=240509&st=sb
https://www.gartner.com/doc/reprints?id=1-2HIOXQSL&ct=240509&st=sb

Trong trudng hop phan mem dung tén nha cung cip, nha
cung cap dich vu phai cung cap day du gidy to ching minh
rang phan mém dwoc cap phép boi cdc hang san xudt dé
cung cdp dich vu cho riéng VCBS”.

Yéu ciu ban quyén phén hé théng SIEM

Yéu cau vé md
hinh trién khai.

Hé thong trién khai theo kién truc tip trung hodc phan tan
c6 cac thanh phan phan tich tai site chinh va site du phong.

Hé thdng c6 tinh ning ciu hinh dé kiém soat toc do xir Iy
trong qua trinh thu thap su kién.

Yéu cau vé quan
tri hé thong.

Quan trj thong qua tbi thiéu gom: CLI, Web GUI.

Hé théng c6 chiic ning phan quyén ngudi dung hé théng
theo vai tro (Role-based access control).

Kha nang thu
thap va chuan
hoa dir liéu cua
hé thong.

C6 kha nang thu thap dit liéu tir nhiéu nguon dit liéu khac
nhau, t6i thiéu bao gom:

- Logs cac may chu

- Logs céac ing dung

- Logs cac thiét bi mang va bao mat.

C6 kha nang thu thap dir li¢u khong can phan biét di liéu
¢d cau tric hay khong c¢6 cau truc.

C6 kha nang thu thap cac dit liéu médi duogce sinh ra theo
thot gian thue.

C6 kha nang xay dung index cua dir li¢u ma khong can tuan
theo lugc do dir liéu dau vao.

C6 kha nang che cac thong tin nhay cdm (masking) trong
dit liéu raw trude khi hién thi 1én dashboard, dam bao tinh
bi mat cua thong tin (nhu thong tin tai khoan nguoi dung,
thong tin mat khau,...)

Dir li¢u dé thu thép yéu cau dam bao co ban luu dir liéu
nguyén goc (raw - chua xtr ly), ¢6 thé trich xuat dit liéu raw
nguyén gbc bat ctr khi nao can.

Kha nang tim
kiém va phéan

C6 kha niang tim kiém cung lac trén nhiéu ngudn dir liéu,
nhiéu dinh dang khéc nhau dé xau chuoi cac thong tin lién
quan.




tich dir liéu cua
hé thong.

Cung cip cong cu ty dong va thu cong trén giao dién web
deé phan tach cac truong thong tin dé hi€u rd hon vé y nghia
cua cac dir li€u log, thuan ti¢n cho doi ngii quan tri st dung.

Cho phép tu dong phat hién céc~su: kién bat thuong hodc
dir 1i€u ngoai 1€ thong qua cac mau dir li¢u lich su.

Cung cap bo luat detection rules sin c6 theo khung MITRE
ATT&ACK

Cho phép phan tich tuong quan sy kién (Correlation
Analysis) theo cac quy tac: bat thuong (anomaly), theo
hanh vi (behavior), va theo ngudng (threshold).

Kha ning bd
sung tri thuc dé
lam giau dir liéu
ctia hé thong.

C6 kha niang cho phép hé thong va nguoi ding tu dong
thém cac nguodn tri thirc dé€ lam giau dir lidu.

C6 kha nang cho phép xac dinh va phan loai céc giao dich
bang cach tuong quan sy ki¢n trén nhi€u nguon dir li¢u
khac nhau.

C6 kha nang chia sé cac cau Iénh tim kiém, cac bdo cao
cho cac nguoi dung khac nhau trong h¢ thong.

C6 kha nang tich hop véi cac nguodn tri thirc Threat
intelligent dé cap nhat cac mau tin cong, rai ro méi nhat
theo chuan mo STIX/TAXII.

C6 kha nang quan ly hanh vi nguoi dung User Behavior
Analytics d€ gidm sat cac rui ro tir bén trong.

Kha nang gidm
sat, canh bao cua
hé thong.

C6 kha nang thiét 1ap cac diéu kién canh bao dya trén cac
ngudng do nguodi dung quy dinh trudce.

C6 kha ning cho phép theo ddi va ty dong khic phuc su ¢b
thong qua céc script hoac Web Hook.

Kha nang phan
tich va bao cao
cua h¢ thong.

C6 kha ning hd trg phan tich, thong ké bang cach két hop
cac cau Iénh tim kiém nang cao trong mét cau 1énh tim
kiém.

Cho phép cai dit/tiy chinh dé c6 chirc ning tiy bién bao
cao theo cac dang khac nhau: time-base charts, bar, pie.

C6 kha nang trich xuat bao cao ¢ dang PDF theo yéu cau
hodc lap lich.




Kha nang tao va

C6 kha ning tao va chinh sira dashboard bang cach két hop
cac két qua tim kiém, bao cdo, bang va bicu do.

C6 san tinh nang tich hop véi cac tng dung pho bién ctua

8 ty Chlr}h bén thir ba nhu: Solarwind, Dynatrace hodc cac hé thong
Dashboard  cua svslog khac
hé thong. ys109 '
C6 kha ning kéo tha cac panel trén dashboard, sip xép vi
tri tuy y theo nhu cau cua nguoi sit dung.
C6 kha nang thu thap va phén tich log duoc day vé tir hé
Kha ndng xAy | thong khac hoic chu dong lay log bang cach goi td1 API
9 dung va phat | cta cac hé théng khac va phan tich log lay vé.
trién Ung dung ) ) : )
ctia hé thong. Cho phép tuy bién giao dién voi toi thi€éu ngon ngitr tieng
Anh hoac tieng Viét.
i Cho phép hd tro trién khai va mo rong hé thong trén tdi
Trién khai va m¢ | thi€u cac hé diéu hanh Linux hodc Windows.
10 rC)I}g caa hé - —
thong. C6 kha nang giam sat dé phat hién cac thay doi cau hinh
trai phép trén chinh hé thong SIEM.
Cho phép cau hinh han ché truy cip vao cac ngudn dit liéu,
loai dir liéu, lghoéng thoi gian, xem, bdo cdo hoac
dashboard cu thé.
o Hé thong c6 kha ning xac thuc nguodi dung thong qua
Yéu cau vé bao | LDAP va c6 kha niang xac thuc hai yéu td bang cach tich
11 |mat cua hé | hop véi gidi phap khac.
thong.
C06 kha nang cho phép nguoi dung truy cap an toan thong
qua giao thuc HTTPS.
Cho phép xac nhan tinh toan ven cua dir liéu index theo
nhu ciu dé dam bdo tinh an toan va tuan thu.
Tang kha niang phat hién va diéu tra su cb thong qua céac
Kha ning gidm plrlu:ong thirc phan tich nang cao nliu: d?.y file tryc tiép 1én
1 R cac sandbox nhu totalvirus hoac h¢ thong tuong tu/check
12 | sat bao mat tong . . s A c 1A A
thé cita hé théng IP reputation/kéo tha cac thong tin sang cac h¢ thong Vpl
; " | Scanning khac dé dua ra cac twong quan hoac Kill chain
attack/...
Kha nang phan Cung cap cac bado céo 'phar‘l tich ve hanl} vi nguoi dunAg
, X (User Behavior Analysis) va hoat dong ctuia h¢ thong mdt
13 | tich, dicu tra su

cO.

cach tong quan nham ho trg vi¢c ki€ém toan, chong lai cac
hanh vi can thi¢p dir li¢u.




Cung cép cong cu diéu tra dé phat hién cac hanh vi bt
thuong trén cac hé thong bi xam nhap (phuc vu cho viéc
diéu tra s0).

14

Kha nang quan
1y su co

C6 kha nang ghi nhé céac cau 1énh tim ki€ém, cac budc da
thuc hién, cac gog1 ¥ cho viéc xur ly, ting pho su co.

C6 kha nang xau chuoi céac su kién 1i€n quan dén su ¢ theo
thot gian dé hiéu rd vé vong doi cua cudc tan cong.

C6 kha nang giam sat va xau chuoi cac su kién tur “diém
dau” to1 “diém cudi” cua mot sy co thanh mot “workflow™.

Cho phép tich hop cac hé thong SOAR (Security
Orchestration Automation and Response) thuc hién qué
trinh ty dong phan Gmg lai cac dau hiéu bat thuong nhu thu
thap thong tin chuyén sdu, cho phép két ndi t6i cac hing
tht ba dé thuc hién ngan chan.

Cho phép trién khai tich hgp co ché canh bao qua da nén
tang nhu MS Team, Email...

15

Kha ndng quéan
1y rui ro

Ngoai cac canh bao (alerts) duoc thiét 1ap, hé thong giam
sat cung cp bo sung dashboard theo doi cac su kién bat
thuong thong qua cac chi s6 bao mat (security indicator) tir
d6 hiéu va chi dong quan 1y rui ro téng thé.

Cam két trién khai ddi vé6i tai khoan dic quyen trong hé
théng, cac hoat dong cua tai khoan dac quyén ngoai gio
1am viéc can c6 co ché ty dong phat hién céac truy van bét
thuong.

16

Cac cau

khac

yéu

C6 céac dashboard/report cho phép tra ctru lich str hoat dong
clia tai khoan ngudi dung trong vong tdi thiéu 90 ngay bao
gom cac hoat dong truy cap cua tai khoan, cac dia chi truy
cap tir dau, cac may chu trong hé théng di truy cép va cac
két ndi truy cap.

Yeéu cau ban quyén cac tinh nang khac

Kha nang quan
ly 10 hong tong
thé

Cho phép tich hop v6i hé théng quan 1y 16 hong hodc thong
tin tinh bao mang dé theo ddi trang thai va hoat dong cta
cac 10 hong ton tai trén h¢ thong.

M6 hinh hoa
kién tric mang

Cho phép mb hinh héa lai kién triic mang, qua do ‘biét duogc
tinh trang an ninh tai tirng thanh phan trong ha tdng mang
theo thoi gian thuc.
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Ghi chii: Cdc model, xudt xir (néu cd) trong E-HSMT ndy chi mang tinh chdt
tham khdo, nha thau cé thé chdo hang hda/dich vu tirong diong hodc tét hon so véi yéu
cau ciia E-HSMT.

b) Yéu cau vé nhan sy thwe hién dich vu:

Kinh
) nghiém
STT VlA UBS GO || X trong Chirng chi/trinh d¢ chuyén mén®
viéc lwgng | cac cong :
viéc
tuong tw
i) Bang cip: Pai hoc chuyén nganh Cong nghé
thong tin/ An toan thong tin hodc chuyén nganh
gan v4i Cong nghé thong tin theo quy dinh tai
Khoan 1,2 DPiéu 2 Thong tu sd 08/2022/TT-
BTTTT ngay 30/6/2022
ii) Chtng chi: + C6 tdi thiéu 01 trong cac chimg
Téi thiéu | chi quan ly du 4n sau: PMP, PSM, PMI-RMP
05 nam | hodc tuong duong.
Quan Iy du k'r_‘[‘ (Cdc chirng chi phai con hiéu lic dén thoi diém
1 1| nghiém | #6ng thiu.)
hoac toi
thiéu 02
hop dong | iii) Kinh nghiém trong cic cong viéc twong tu: C6
t6i thiéu 05 nam kinh nghiém trong linh vyc An
toan théng tin tinh tir thoi diém tot nghiép dai hoc
hodc di tham gia t6i thiéu 02 hgp dong trong linh
vuc An toan théng tin vai vi tri quan li du an (Nha
thau kém theo van ban xdc nhdn ciia Chii dau
tw/dai dién Chii dau tw hodc Quyét dinh phdn
céng nhiém vu ciia nha thau (kém theo Hop dong)
hodc cac tai liéu co tinh phap Iy twong duwong).
i) Bang cép: Dai hoc chuyén nganh Cong nghé
thong tin/ An toan thong tin hodc chuyén nganh
gan voi Cong nghé thong tin theo quy dinh tai
Khoan 1,2 Piéu 2 Thong tu sd 08/2022/TT-
SOC Téi thidu | BTTTT ngay 30/6/2022
Manager/ 05 nam
2 | Truong 1 hodc toi | ... ., ke o :
nhom _giam thidu 03 112 Chung chl.Aco tql thiéu 01 trong cac chung chi
sit ATTT hop déng vé€ an toan thong tin sau: CISM, CHFI, GREM,
i CISSP, GISPO hoac tuong duong.
(Céc chitng chi phdi con hiéu lic dén thoi diém
déng thau.)
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iii) Kinh nghiém trong cac cong viéc tuong tu: CO
t61 thiéu 05 nam kinh nghiém trong linh vuc An
toan thong tin tinh tir thoi diém tbt nghiép dai hoc
hodc d3 tham gia t6i thiéu 03 hop dong gidm sat
An ninh thong tin véi vi tri SOC Manager (Nha
thau kém theo van ban xdc nhan cia Chi dau
tw/dai dién Chii dau tw hodc Quyét dinh phdn
cong nhiém vu ciia nha thau (kém theo Hop dong)
hodc cdc tai liéu co tinh phap ly twong dwong).

Nhén su
tricn  khai
giai phap

Tbi thiéu
03 nam
hoac tbi
thiéu 01

hop dong

i) Bang cip: Pai hoc chuyén nganh Cong nghé
thong tin/ An toan thong tin hodc chuyén nganh
gan voi Cong nghé thong tin theo quy dinh tai
Khoan 1,2 Piéu 2 Théng tu sd 08/2022/TT-
BTTTT ngay 30/6/2022.

i1) Chung chi:

+ 02 nhan sy mdi nhan sy phai c6 t6i thicu 01
ching chi chuyén mon cua giai phép dugc dé xuat
hodc tuong duong trong linh vy trién khai/ quan
tri/ van hanh hé thong SIEM.

+ Uu tién c6 01 trong cac chimg chi chuyén mon
cia giai phap dugc dé xudt nhu: Architect,
Enterprise Security, Security Expert hodc tuong
duong.

(Cdc chimg chi phai con hi¢u hyc dén thoi diém
dong thau.)

ii1) Kinh nghiém trong céc cong viéc tuong tu: Co
t6i thiéu 03 nam kinh nghiém trong linh vuc An
toan thdng tin tinh tir thoi diém tot nghiép dai hoc
hodc di tham gia tdi thiéu 01 hop dong An ninh
thdng tin voi vi tri nhan sy trién khai giai phap
(Nha thau kém theo van ban xdc nhdn ciia Chi
dau tu/dai dién Chi dau tu hodc Quyét dinh phan
céng nhiém vu ciia nha thau (kém theo Hop dong)
hodc cdc tai liéu co tinh phap ly twong dwong).

Nhan su
giam sat
ATTT (Tier
1)

Tbi thiéu
01 nam
hodc  tdi
thiéu 01
hop dong

i) Bang cip: Pai hoc chuyén nganh Cong nghé
thong tin/ An toan thong tin hodc chuyén nganh
gan v4i Cong nghé thong tin theo quy dinh tai
Khoan 1,2 Piéu 2 Théng tu sd 08/2022/TT-
BTTTT ngay 30/6/2022

ii) Chimg chi: Mdi nhan sy phai c6 tdi thiéu 01
trong céc ching chi ATTT sau: CEH, EHE, ICIP,
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CCNA, ComTIA CySA+, CompTIA Security+,
CyberOps Associate hoac tuong duong

(Cac chirng chi phai con hi¢u lyc dén thoi diém
dong thau.)

1i1) Kinh nghiém trong cac cong viéc tuong tu: Co
t6i thiéu 01 nam kinh nghiém trong linh vuc An
toan thong tin tinh tir thoi diém tt nghiép dai hoc
hodc da tham gia t6i thiéu 01 hop dong gidm sat
An ninh thdng tin (Nha thau kém theo vin ban xdc
nhdn ciia Chu dau tw/dai dién Chi dau tw hodc
OQuyét dinh phdn céng nhiém vu ciia nha thau
(kém theo Hop dong) hodc cdc tai liéu c6 tinh
phap Iy twong duong).

Nhan su
phén tich an
toan thdéng
tin (Tier 2)

Téi thiéu
03 nam
hodc tdi
thiéu 01
hop dong

i) Bang cap: Pai hoc chuyén nganh Cong nghé
thong tin/ An toan thong tin hodc chuyén nganh
gan v4i Cong nghé thong tin theo quy dinh tai
Khoan 1,2 Piéu 2 Thong tu sb 08/2022/TT-
BTTTT ngay 30/6/2022

ii) Chtrng chi: Mdi nhéan su c6 t6i thiéu 01 trong
cac chung chi ATTT sau: CHFI, CTIA, OSCP,
OSWE, GCIH hodc tuong duong.

(Cdc chitng chi phdi con hiéu lyc dén thoi diém
dong thau.)

ii1) Kinh nghiém trong céc cong viéc tuong tu: Co
t6i thiéu 03 nam kinh nghiém trong linh vuc An
toan thong tin tinh tir thoi diém tbt nghiép dai hoc
hodc da tham gia tdi thiéu 01 hop ddng An toan
thong tin(Vha thau kém theo vin ban xdc nhdn
ciia Chi dau tw/dai dién Chit dau tw hodc Quyét
dinh phén céng nhiém vu ciia nha thau (kém theo
Hop dong) hodc cdc tai liéu cé tinh phdp 1y twong
duong).

Nhan su
phan tich va
xu 1y su cb
(Tier 3)

Téi thiéu
05 nam
hodc tbi
thiéu 02
hop dong

i) Bang cap: Pai hoc chuyén nganh Cong nghé
thong tin/ An toan thong tin hodc chuyén nganh
gan v4i Cong nghé thong tin theo quy dinh tai
Khoan 1,2 Piéu 2 Théng tu sd 08/2022/TT-
BTTTT ngay 30/6/2022

ii) Chumg chi: Mdi nhan sy c6 toi thiéu 01 chimg
chi vé an toan thong tin sau: OSCP, OSEP,
OSWE, CHFI, GCFE, GCFA hoac tuong duong.
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Céc chimg chi con hiéu lyc dén thoi diém dong
thau.

(Cac chirng chi phai con hi¢u lyc dén thoi diém
dong thau.)

1i1) Kinh nghiém trong cac cong viéc tuong tu: Co
t6i thiéu 05 nam kinh nghiém trong linh vuc An
toan thong tin tinh tir thoi diém tt nghiép dai hoc
hodc dd tham gia tdi thiéu 02 hop dong An toan
thong tin (Nha thau kém theo vin bdan xdc nhdn
ctia Chu dau tw/dai dién Chi dau tw hodc Quyét
dinh phdn céng nhiém vu ciia nha thau (kém theo
Hop dong) hodc cdc tai liéu c6 tinh phdp 1y twong
duong).

4. Giai phap va phwong phap luan:

Nha thau chuan bi dé xuat giai phap, phuong phap luan tong quat thuc hién dich
vu theo céc nd1 dung quy dinh tai Chuong nay, gom cac phan nhu sau:

1. Gidi phap va phuong phép luan;

2. Ké hoach cong tac.

3. Ngoai ra, nha thau phai dinh kém theo E-HSDT Bang tuyén b dap tmg theo
mau dudi day

MAu Bang tuyén bo dap ing ki thuit

Yéu cau tai theo E- Tinh dap ing

STT HSMT Ho6 so tham chiéu dich vu clia nha
thau
1) 2) ©) (4)
Yéu cau chung ciia dich Ten i lieu™ - than,A L\od .
| vu chuong, muc, bang (néu co) bap ung
: - “trang”

1 | Yéu cau hiéu nang

Ghi cha:
- No1 dung ¢ cac cot (1), (2), phai dugc 1ap twong Gmg voi ndi dung cua yéu cau
k¥ thuat cua goi thau tai muc 3 Chuong nay.

- Cach thire trinh bay noi dung & ¢t (3) nhu sau: “Tén tai liéu” - “Phan, chuong,
muc, bang (néu co)” - “trang”

- Noi dung ¢ cot (4) chi duge ghi “Dép tng” hoac “Khong dap ing”.

5. Yéu cau vé Bao cao
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+ Béo cao dinh ky theo tuan, thang, quy vé tinh hinh giam sat va xtr Iy sy cd.

+ B4o c4o phan tich va xir 1y su ¢b d6i véi cac su ¢d & mirc nghiém trong (Trong
pham vi goi thdu ndy, cac su cd & mirc nghiém trong dugc hiéu 1a nhitng sy ¢d an toan
thong tin c6 murc do tr ‘nghiém trong’ tr¢ 1€n, dugce xac dinh va phan loai theo quy dinh
hién hanh ciia VCBS)

+ Béo c4o phan tich vé hanh vi nguoi diung (User Behavior Analysis).
6. Quy dinh vé kiém tra, nghiém thu sin pham:

+ Trong vong 07 ngay lam viéc ké tir khi Nha thau hoan thanh toan bd cong viée
ctia hop dong bao gom trién khai cai dat, tich hop va thu thap log tir cc thiét bi/ hé thong
trong pham vi yu cau, dam bao chirc nang giam sat an toan thong tin hoat dong day du,
Chu dau tu va Nha thau s& ky bién ban nghiém thu tong thé dy an.

7. Quy dinh vé bao méit thong tin.
- Nha thau cam két khong tiét 16 bat ky thong tin, dit liéu hodc tai liéu ndo c6 chira
cac thong tin, dir li¢u nhu sau:
+ Thong tin, dit liéu cia VCBS va ciia cac hé théng trong pham vi trién khai cung
cap dich vuy;
+ Thong tin, dit lidu hinh thanh trong qua trinh trién khai cung cap dich vu.

+ Chiu trach nhiém néu dé xay ra viéc 16 lot thong tin dit liéu cia Chu dau tu trong
qua trinh trién khai cung cap dich vu do 161 ciia don vi va cua cac nhan sy tham gia vao
du an.

+ Chi str dung céc cac nhan sy tham gia vao du an theo d€ xuat cua don vi, cam két
khong st dung cac nhan su khac khi chua dugce sy dong v ciia Chu dau tu.

8. Yéu cau ve chat luwgng dich vu :
Nha thau c6 cam két dam bdo céc y€u cau vé chat luong dich vu nhu sau:

Thoi gian xir 1y canh bao, kiém tra xac minh phan loai canh béo, tao ticket gan yéu
cau xu ly cho bd phan tuong tng:

- Xt Iy canh bao mat ATTT CAP DO NGHIEM TRONG t6i da khong qué
30 phat.

- Xtr Iy canh bao mat ATTT CAP PO CAO tbi da khong qua 1 gio.

- Xtr Iy canh bao mat ATTT CAP DO TRUNG BINH t6i da khong qué 2 gio.
- Xtr Iy canh bao mat ATTT CAP PO THAP t6i da khong qua 24 gio
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