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Phian 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT

1. Gi6i thiéu chung vé du 4n/dw toan mua sim, géi thau

1.1. Giéi thiéu chung

- Tén du toan mua sam: Kinh phi van hanh Trung tam tich hop dit liéu tai ting 4
toa nha VNPT

Chu dau tu: Trung tim Cong nghé thong tin va Truyén thong tinh Quang Ninh;

Tén g6i thau: G6i thau s6 04: Bao tri, bao dudng thiét bi, hé thong.

- Toém tét cong viéc chinh cua goi thau: Thuc hién bao tri, bao dudng ddi véi cac
thiét bi thudc kinh phi van hanh Trung tim THDL tinh tai ting 4 tda nha VNPT

- Nguén von: Ngéan sach nha nudc tinh nam 2025 duoc cép tai Quyét dinh s6
1431/QD-UBND ngay 12/5/2025 ctia UBND tinh Quang Ninh; s6 121/QD-SKHCN ngay
29/5/2025 cua S¢ Khoa hoc va Cong nghé.

Hinh thtrc lya chon nha thau: Chao hang canh tranh, qua mang.
Phuong thuc dAu thau: Mot giai doan, mdt tui hd so.
Thoi gian bat dau to chirc lwa chon nha thau: Quy I1I ndm 2025.

Loai hop dong: Tron goi.

- Thoi gian thyc hién goi thau: 120 ngay.

1.2. Quy mé cung cép dich vu ciia géi thau

Don vi So
STT Noi dung chi tinh lwgng
thiet bi
I | Bio tri, bio dudng thiét bi, ha ting ky thuat dién, diéu hoa
1 | Béo tri, bdo dudng May phat dién Himoinsa 670 kVA May
2 | Bao tri, bdo dudng Tram bién ap HEM 630kVA Tram
5 | Po. kiém tra hé thng dién tro tiép dia (cua ca h¢ thong cap tiép | He |
dia dong (1x6) va cap tiép dia dong (1x4) thong
s 1 ~ A 1A s aia A - H¢
4 | Béo tri, bdo dudng H¢ thong Tu di¢n gdm 09 cai théng 1
5 Bao tri, bao dudng Hé thong phong chay chita chay cho 03 Hé 1
phong: Server + Network + M&E thong
6 | Bao tri, bao dudng Piéu hoa ciy Carrier 48000BTU Chiéc 3
7 | Bao tri, bao dudng Piéu hoa 4m tran Nagakawa 50000BTU Chiéc 2
8 | Bao tri, bao dudng Diéu hoa treo tudng LG 24000BTU/H Chiéc 1
9 | Bao tri, bao dudng Hé thong phat hién chit 16ng (hing Emerson) th%flg 1
Béo tri, bio dudng Hé théng phat hién canh bao méi truong | He
10 ~ X 1
(hang Emerson) thong
11 Béo tri, bao dudng Hé thong An ninh (GOom hé thong camera H¢ 1
gidm sat, may chu camera, h¢ thong tir van tay) thong
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Don vi So
STT Noi dung chi tinh lwgng
thiet bi

|, | Bao tri, bao dudng He thong luu dién 100kva thude dy an Chinh | Hé 5
quyeén dién tir thong

13 Bao tri, bao dudng Hé thong diéu hoa chinh xac Phong Server H¢ )
Liebert P2060DA thudc dy 4n Chinh quyén dién tu thong

14 Bao tri, bao dudng Hé thong diéu hoa chinh xac Phong Network H¢ )
Liebert P2040DA thudc dy 4n Chinh quyén dién tu thong
Bio tri, bao dudng cac thiét bi, ha ting ky thuit, hé thong

11 A 1 A . - A
mang, hé thong an ninh bio mat
Bdo tri, bao dudng Core/Aggregation Switches (Juniper EX8208 .

15 ! Bo6 2
Ethernet Switch)

16 Béo tri, bdo dudng Access Switch for Servers 1GE (Juniper B6 4
EX4200-48T Ethernet Switch) j

17 Béo tri, bdo dudng L2 Switch for DMZ Internet/Management B6 3
modules (Juniper EX2200-24T-4G Ethernet Switch) i

18 | Bdo tri, bdo dudng Internet Routers (Inbound) B6 1

19 | Bdo tri, bdo dudng Wan Router Juniper MX 5 Router Bo 2

20 Béo tri, bao dudng Firewall/IPS cho Server Farm (Checkpoint B6 )
Firewall Appliance 12400) j
Bao tri, bao dudng Thiét bi quan tri Firewall Server (Check Point

21 | Smart-1 Appliance — Checkpoint Security Management Device: Bo 1
Checkpoint SM2507)

2 Béo tri, bao dudng Firewall cho internet Inbound (Juniper B6 )
SRX650 Services Gateway) i

73 Bao tri, bao dudng Cip thiét bi SSL VPN: (Juniper MAG6611 B6 1
Junos Pulse Gateway - SSL VPN Device) j

24 Béo tri, bao dudng Thiét bi quan tri Network & Sercurity tap B6 1
trung Juniper Security NSMXpress Appliance j

55 | Bao tri, bao dudng Thiét bi Can bang tai va Application Security B6 |
cho vung Internet: F5 BIG-IP LTM 3900 j

2 Bao tri, biao dudng Thiét bi Can bang tai cho ving may chu: F5 B6 )
BIG-IP System 2200S i

27 | Bao tri, bao dudng Thiét bi cam bién MiDFS-IDS Bo 2

78 Béo tri, bao dudng Thiét bi bao mat ving WAN (Juniper B6 )
SRX4200) '
Switch cho hé thong Database bao gom:

29 | Bdo tri, bdo dudng Cisco SG300-28 Port Switch Bo

30 | Bdo tri, bdo dudng Cisco 2960G-24 Port Switch Bo

31 Bao tri, bao dudng Thiét bi tudng lira Co s& dir liéu Imperva B6 1
X2520 Database i

3 | Bao tri, bao dudng Thiét bi quan tri tuong ltra Co so dit lidu B6 |
M120 Management Server i
Bio tri, bao dudng Thiét bi dinh tuyén Router Cisco ASR 1001- .

33 X Bo 1

34 | Béo tri, bao dudng Thiét bi chuyén mach Catalyst 9300-48T-A Bo 1

II | Bao tri, bao duwdng hé thong may chi

35 | Bdo tri, bdo dudng May chu co s¢ dir liéu: HP DL580G7 Bo 6

36 | Bdo tri, bdo dudng May chu ing dung: HP BL460c G8 Bo 19

37 | Béo tri, bdo dudng Mdy chu quan tri, sao luu: HP BL460c G8 B6 5
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Don vi So
STT Noi dung chi tinh lwgng
thiet bi
38 | Bdo tri, bdo dudng May chu SMS Gateway: HP BL460c G8 Bo 2
39 Bao tri, bao dudng May chu ung dung s6 héa vin ban: HP B6 )
BL460c G8 '
40 Béo tri, bao dudng Khung may chii phién (Blade chassis): HP B6 4
Blade System C7000 Enclosure j
41 | Bao tri, bao dudng May chu IBM 3650 M4 B¢ 7
42 | Bao tri, bao dudng May chu Blade HP BL460c G9 Bo 12
43 | Béo tri, bdo duong May chu HP DL580G9 B6 4
44 | Bao tri, bao dudng May chu HP DL.380 G9 Bo 2
45 | Bao tri, bao dudng May chui cong théng tin HP BL460c G9 Bo 3
46 | Bao tri, biao dudng My chii cong thong tin HP DL380c G9 Bo 2
47 | Bao tri, bao dudng May chii Pé tai khoa hoc (micro) Bo 2
IV | Bio tri, biao dudng hé thong sao luu, lwu triv
48 | Bao tri, bao dudng HP storeone 3100 Bo 1
Béo tri, bao dudng Hé thong luu trit: HP 3PAR StoreServ 8400 .
49 Bo 1
Storage
50 Béo tri, bdo dudong SAN Switch: HP 16/24 SAN Switch B6 )
SN3000B .
Béo tri, bdo dudng Thu vién bang tu: HP StoreEver MSL4048 .
51 . Bo 1
Tape Library
sy | Bao tri, bao dudng Hé thong luu trir HP 3PAR StoreServ 7400 B6 :
Storage j
53 | Béo tri, bdo dudng SAN Switch: HP 8/24 SAN Switch Bo 2
Béo tri, bdo dudng Thu vién bang tir HP StoreEver MSL 2024 R
54 . BO 1
Tape Library

2. Muc tiéu cong viéc

Bio tri, bao dudng thiét bi cong nghé thong tin, ha tang ky thuat dé cac thiét bi
va hé thong luén dugc hoat dong trong trang thai t6t nhat, ting tudi tho cua cac thiét bi
va tranh nhiing riii ro nghiém trong ctia thiét bi nham duy tri hoat dong 6n dinh cho cac
thiét bi.

Tan suat va tién d6 cung cip dich vu bao tri, bao dudng ciia goi thau:

- Tan suat thyc hién dich vy d6i voi mdi thiét bi/hé théng: 2 1an bao tri, bao dudng
trong thoi gian thuc hién goi thau (02 dot bao tri, bao dudng).

- Thoi gian thye hién dich vy tdi da cho mdi dot bao tri, bao dudng: 15 ngay.
- Khoang céch gitra 02 dot bao tri, bdo dudng: cach nhau 3 thang.

Dich vu bao tri, bao dudng ctia goi thau: thuc hién theo tiéu chuan cua hing san
xudt thiét bi, hé thong.

Pon vi thi cong c6 trach nhiém kiém tra, danh gia va dua ra cac khuyén céo k¥
thuat lién quan dén cac ndi dung bao tri, bao dudng nham dam bao thiét bi, hé thong van
hanh 6n dinh va an toan.

3. Yéu ciu ky thuit ciia g6i thau
3.1. Yéu cau k¥ thuét cung cip dich vu
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STT

Danh muc dich vu

DPon vi
tinh

Noi dung cong viéc

Bio tri, bao dudng thiét bi, ha tA

ng ky thuat dién, diéu hoa

Béo tri, bdo dudng May
phat dién Himoinsa
670 kVA

May

Kiém tra hién trang thiét bi truéc khi bao dudng.
Thuyec hién kiém tra, bao tri cac hé théng cia may
phat dién:

+ Hé thong boi tron.

+ Hé théng lam mat.

+ Hé thong huat gio.

+ Hé théng loc nhién liu.

+ Hé thong dién, ti ATS.

- Thyc hién cong vi¢c lam sach, v¢ sinh cong
nghi¢p may phat dién, khung va gia do.

- Thay thé dinh ky cac loc dau nhién liéu, loc nhét
boi tron, loc gi6 (neu c6), kiém tra, thay thé day
dai truyen dong (neu c0).

- Kiém tra, thay thé dau dong co.

- K1em tra, bd sung nudc cho ac quy.

- Kiém tra tinh trang két ndi vat 1y hé thong thanh
cai, cap dong luc, cap diéu khién.

- V¢ sinh cong nghiép toan bd may phat dién va ta
ATS ‘

- Chay khong tai va kiém tra hoat dong may phat
sau khi bao tri, bao dudng.

- Nhén xét, danh gia hién trang ciia may phat dién
va dua ra nhitng khuyén nghi, du bdo su b c6 thé
x4y ra voi may phat dién (néu co).

Bao tri, bao dudng
Tram bién ap HEM
630kVA

Tram

- V& sinh cong nghiép: tt RMU, may bién ap, ti
ha thé, tu bu, dau cap trung thé, dau cap ha thé.

- Thi nghiém may bién ap, cap trung thé.

- Kiém tra cach dién cap trung thé, cap ha thé.

- K1em tra tu bu, ro le dleu khién.

- Kiém tra tinh trang két ndi vat 1y cta cac cdu
phan tram bién ap.

- Kiém tra, danh gia tinh trang hoat dong ctia cac
céu phén tram bién 4p.

- Kiém tra, danh gia tinh trang str dung tram bién ap
- X1r Iy c4c vén dé phat hién duogc sau khi kiém tra
tram bién 4p.

- Nhan xét, danh gié hién trang cia tram blen ap
va dua ra nhitng khuyen nghi, du bao sy cb c6 thé
x4y ra voi tram bién ap (néu co).

Do, kiém tra hé thong
dién tro tiép dia (cta ca
hé théng cap tiép dia
dong (Ix6) va cép tiép
dia dong (1x4)

Hé
thong

- V¢ sinh cong nghiép. , )
- Bo dac dién trd cua hé thong tiép dia.

Bép tri, bao du:6'pg Hé
thong Ta dién gom 09
cai

Hé
thong

- V¢ sinh lau chui tu dién, cap dién; kiém tra nhiét
dod céc thanh cai, day dan.
- Bo cach dién cap dién ha thé.
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STT

Danh muc dich vu

DPon vi
tinh

Noi dung cong viéc

- Kiém tra tinh trang két ndi vat 1y cua cac cdu
phan tu dién.

- Kiém tra, danh gia tinh trang hoat dong ctia cac
céu phan ta dién.

- Kiém tra, danh gia tinh trang sir dung tu dién.

- Kiém tra, danh gia tai si dung tu; thyc hién can
lai tai néu can. .

- X1r Iy c4c van dé phat hién duogc sau khi kiém tra
ta dién.

- Nhan xét, danh gid hién trang ctia ta dién va dua
ra nhiing khuyén nghi, du bdo su cd ¢6 thé Xay ra
v6i tu dién (néu co).

Béo tri, bao dudng H¢
thdng phong chay chira
chdy cho 03 phong:
Server + Network +
M&E

He
thong

a. Hé thong phat hién khoi d6 nhay cao:

- V& sinh cong nghiép toan b hé thdng.

- Kiém tra quat hut, v¢ sinh bd loc khi. Kiém tra
két ndi va trang thai day tin hiéu va day ngudn.
- Kiém tra chuc ning bao khoi ctia bang diéu
khién, dén cdi canh bdo, diu cam bién.

- X1r Iy cac van dé phat hién duogc sau khi kiém
tra.

- Nhan xét, danh gié hién trang cia h¢ théng va
dua ra nhiing khuyén nghi, du bédo su ¢ c6 thé
xay ra voi hé théng (néu co).

b. Hé thong chita chay:

- V& sinh cong nghiép toan b hé thdng.

- Kiém tra chirc ning bio chay cua bang diéu
khién, dén coi canh béo, dau cam bién. |
- Kiém tra tinh trang vat Iy ctia cac thiét bi. Kiém
tra dau x4, nut xa/ngat khi.

- Kiém tra 4p suét binh khi chira chay.

- Kiém thtr hoat dong ctia hé théng chita chay (test
khong x4). .

- X1r Iy c4c van dé phat hién duogc sau khi kiém
tra.

- Nhan xét, danh gié hién trang cia h¢ théng va
dua ra nhiing khuyén nghi, du bdo su cb c6 thé
xay ra voi hé théng (néu co).

Béo tri, bao dudng
Diéu hoa cay Carrier
48000BTU

Chiéc

Bao tri, bao dudng
biéu hoa am tran
Nagakawa 50000BTU

Chiéc

Bao tri, bao dudng
Diéu hoa treo tuong LG
24000BTU/H

Chiéc

- Nghién ctru tai liéu huéng dan ki thuat.

- Kiém tra trang thai thiét bi trudc khi thyc hién
bao tri.

- Kiém tra, vé sinh dan nong (dit ngoai troi).

- Kiém tra, vé sinh dan lanh (dat trong nha).

- Kiém tra ap suét gas.

- Kiém tra hoat dong sau bao dudng.

- Thu don vé sinh, ghi lai ddy du cac noi dung, két
qué cong tac bao dudng vao phiéu bao dudng.

- V& sinh c6ng nghiép toan bo hé théng diéu hoa.
- Kiém tra trang thai vat ly ctua thiét bi (vo ngoai,
tiéng dong la).
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STT

Danh muc dich vu

DPon vi
tinh

Noi dung cong viéc

- Kiém tra cac canh bdo, log (su ki¢n).

- Kiém tra tinh trang hoat dong cac thanh phén cua
dan nong: Quat, bd diéu khién.

- Kiém tra tinh trang hoat dong céc thanh phan cua
dan lanh: B9 loc, bang mach didu khlen quat, day
curoa, dan ngung tu, bd tao 4m, van tiét luu, khay
ca‘ip/thoét nudc.

- Kiém tra tinh trang hoat dong cuia may nén, bng
dan ga: Role ap suit, ap suét duong Ong ga, tinh
trang ro ri ciia duong 6ng, théng s6 vé dong dién.

- Klem tra tinh trang hoat dong cac thanh phan dién
cép cho dleu hoa: Thiét bi chong qua tai, role, day
cap ngudn, cap tin hi¢u, cac diém d4u ndi. .

- X1r Iy c4c van dé phat hién duogc sau khi kiém tra
hé théng.

- Nhén x¢ét, danh gia hién trang cua h¢ théng va
dua ra nhiing khuyen nghi, du bao sy ¢6 ¢o thé
xay ra voi hé théng (néu cb).

Bép tri, bdo dudng Hé
thong phat hién chat
long (hang Emerson)

He
thong

- Kiém tra trang thai vat 1y ctia cap dung dé phat
hién chét long.

- Kiém tra hoat dong cuia cac bang mach diéu
khién va ngudn dién cap cho bang mach.

- Thir nghiém phat hién chat 1ong, kiém tra viéc
canh bao khi xut hién chat 1ong.

- X1r Iy c4c van dé phat hién duogc sau khi kiém tra
hé théng.

- Nhan xét, danh gid hién trang cia h¢ théng va
dua ra nhiing khuyén nghi, du bdo su ¢ c6 thé
xay ra voi hé théng (néu co).

10

Béo tri, bao dudng H¢
thong phat hién canh
bao mdi truong (hang
Emerson)

Hé
thong

- V& sinh céac dau cam bién.

- Kiém tra tinh chinh x4c ctia dau cam bién.

- Xtr Iy cac van dé phat hién dugc sau khi kiém tra.
- Nhén x¢ét, danh gia hién trang cua h¢ théng va
dua ra nhiing khuyen nghi, du bao sy ¢6 co thé
xay ra voi hé théng (néu co).

11

Béo tri, bao dudng H¢
thong An ninh (Gom hé
thong camera gidm sat,
may chud camera, h¢
thong tir van tay)

Hé
thong

- Bao tri, bao dwong Camera giam sat:

+ Nghién ctru tai liéu k¥ thuét lién quan dén thiét
bi.

+ Kiém tra chit lugng hinh anh cta Camera.

+ Kiém tra mau sic, do tuong phan, d6 sang, do
trong sudt cua hinh anh.

+ Kiém tra lai cac linh kién cua Camera.

+ Kiém tra Led hong ngoai ciia Camera.

+ V& sinh, lau chui byi dng kinh Camera.

- Bao tri, bio duwdng may chu quan tri camera:
+ Kiém tra hoat dong cua cac module, kiém tra
ché d6 lam viéc cua nguén dién.

+ V¢ sinh may chu camera.

+ Lip dit lai thiét bi, khoi dong thiét bi dwa vé
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STT

Danh muc dich vu

DPon vi
tinh

Noi dung cong viéc

hoat dong binh thuong.

+ Don dep v¢ sinh, ghi nhat ky bao tri.

+ Hoan tt viéc bao tri va ghi nhat ky bao tri, bao
dudng.

- X1r Iy c4c van dé phat hién duogc sau khi kiém
tra.

- Nhan xét, danh gié hién trang cia h¢ théng va
dua ra nhiing khuyén nghi, du bdo su cb c6 thé
x4y ra voi hé théng (néu cb).

12

Béo tri, bao dudng H¢
thong Iuu dién 100kva
thuéc du 4an Chinh
quyén dién tir

Hé
thong

- Cac cong viée bao tri, bio dudng hé thong:

+ V¢ sinh cong nghiép toan bd hé théng dién, luu
dién UPS.

+ Kiém tra tinh trang két ndi vat 1y ctia cac cau
phan trong h¢ thong dién, luu dién UPS.

+ K1em tra, danh gia tinh trang hoat dong ctia cac
cau phan trén luu dién UPS: Bang dién, tu loc, bo
chinh luu, bo nap dién, day cap nguon cap tin
hiéu va cac cau phan khac (néu can th1et)

+ Kiém tra, danh gia tinh trang sir dung dc quy,
thot gian hoat dong khi mét ngudn dau vao.

+ Kiém tra, danh gia tai s dung trén hé thong ta
phan ph01 nguon thuc hién cén lai tai néu can.

+ K1em tra tiép dat cua toan bo luu dién UPS.

+ Dé& xuat, xir ly cac van dé phat hién dugc sau khi
kiém tra hé thong.

+ Nhan xét, danh gia hi¢n trang cua hé théng va
dua ra nhiing khuyén nghi, du bdo su ¢ c6 thé
xay ra voi hé théng (néu co).

13

Béo tri, bao dudng H¢
thong diéu hoa chinh
xac  Phong  Server
Liebert P2060DA
thuéc du 4an Chinh
quyén dién tir

Hé
thong

14

Béo tri, bao dudng H¢
thong diéu hoa chinh
xac Phong Network
Liebert P2040DA
thuéc du 4an Chinh
quyén dién tir

Hé
thong

- Kiém tra hién trang thiét bi trudc khi bao tri.

- Thyc hién cong vi¢c vé€ sinh dan nong béng bom
nudce ap luc cao, may hut bui, dung déng hd do
thir tw phase kiém tra chidu quay ctia dong co quat
dan lanh.

- Dung dong ho do cac thong s dién ap, dong
hoat dong cta dong co quat.

- Kiém tra may nén, klem tra cac duong ng c6 bi
1o i gas, hé thong tao Am.

- Khi may hoat dong can kiém tra va vé sinh
duong nude ngung dam bao khong bi 16 ri.

- Kiém tra cac dau ndi, cac CB, contactor, dau ndi
dam bao khong bi 16ng va gay ra hién tugng danh
Itra khi hoat dong.

- Kiém tra dong hoat dong cua céc thiét bi: may
nén, quat dan lanh, quat dan nong, séy, phun am,
hé thong diéu khién. Role diéu khién, bién thé cap
dién diéu khién (24VACQ).

- Khi thyc hién cong viéc bao tri can tién hanh vé
sinh khay nuéc phun 4m (do dung dén hong ngoai
gia nhi¢t nén c6 hi€n tugng cdn canxi bam trong
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STT Danh muc dich vu Dg::hvl Noi dung cong viéc
mang). Kiém tra va siét lai cac ddu ndi cap nude
phun am, kiém tra vé sinh voi cao su dan hoi
nudce, ché do hoat dong cua role nhiét bdo vé.
- Dung phan mém iCOM service tool kiém tra cac
thong s6 cai dat, firmware caa bd diéu khién va
hiéu chinh céc théng sb.
- V& sinh bo mach diéu khién, sensor nhiét do, do
am, man hinh hién thi; kiém tra cc canh béo, dé
xuat phuong an khic phuc, xu 1y.
- Kiém tra tinh trang hoat dong cua card diéu
khién diéu hoa téi hé thong giam sat quan tri tap
trung.
- Thyc hién cong vi¢c v€ sinh toan by may diéu
hoa, kiém tra va siét lai cac dc bi long.
- Nhan xét, danh gié hién trang cia h¢ théng va
dua ra nhiing khuyén nghi, du bdo su ¢ c6 thé
xay ra voi hé théng (néu co).

I Bio tri, bao dudng céc thiét bi, ha ting k§ thuat, hé thong mang, hé thong an
ninh biao mat

15 | Bao tri, bdao dudng B0 Chay chuong trinh, phan mém kiém tra, danh gia
Core/Aggregation hoat dong, ghi lai tinh trang cua thiét bi trude khi
Switches (Juniper thyuc hién bdo tri, bao dudng.

EX8208 Ethernet - Kiém tra méi truong hoat dong cua cac thiét bi:
Switch) nhiét 46, 46 4m, bui bam. ..

16 | Bao tri, bao dudng Bo - Kiém tra cac cong két ndi, cac gidc cam, cac dén
Access Switch  for bao hi€u bén ngoai, kiém tra tan nhiét, quat lam
Servers 1GE (Juniper mat, dé xuit thay thé sira chira néu can thiét.
EX4200-48T Ethernet - Su dung day cap két nbi gilta may tinh va thiét bi
Switch) dé kiém tra trang thai, hiéu Xuét, cac canh bao cua

17 | Bao tri, bao dudng L2 BO thiét bi, deq xua} thay thé stra chira npu can thiét.
Switch for DMZ - Dung choi mém va may hut bui dé vé sinh cac
Internet/Management thiét l?i, dég bié;t phﬁn nguén cta cac thiét bi va
modules (Juniper cac cong két noi.

EX2200-24T-4G - Kiém tra sao luu.
Ethernet Switch) - Kiémrtra hoat dong cuia cdc module chirc nang

18 | Bao tri, bao dudng| BO cua thiét bi.

Internet Routers - Kiém tra ché d¢ 1am viéc du phong
(Inbound) (Active/standby) cta thiét bi.

19 | Bao tri, bao dudng Bo - Ki@m tra hé thong cap tin hiu input, output.
Wan Router Juniper - Kicf:m tra cac dén bao hién thi trang thai.
MX 5 Router - Kiém tra cac khe cam memory, s6 lugng

20 |Béo tri, bao dudng| Bo | memory, flash.
Firewall/IPS cho - Klem tra ciu hinh log phan climg.
Server Farm - Kiém tra két ndi quan tri phan cimg.
(Checkpoint ~ Firewall - Kiém tra hé théng ngudn vio, cong sut ngudn,
Appliance 12400) cap dién nguon. o )

21 |Bao trl, bao dudng Bo - Kiém tra cac thoi diém tat dot ngét (néu cd).
Thiét bi quan tri - Kiém tra trang thai hoat dong cta céc port, den

Firewall Server (Check

tin hiéu, theo ddi cac thong sb theo timg dong
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DPon vi
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Noi dung cong viéc

Point Smart-1
Appliance —
Checkpoint  Security
Management Device:
Checkpoint SM2507)

22

Béo tri, bao dudng
Firewall cho internet
Inbound (Juniper
SRX650 Services
Gateway)

23

Béo tri, bdo dudng Cap
thiét bji SSL VPN:
(Juniper  MAG6611
Junos Pulse Gateway -
SSL VPN Device)

24

Bao tri, bdo dudng
Thiét bi quan tri
Network & Sercurity
tdp  trung  Juniper
Security NSMXpress
Appliance

25

Bao tri, bdo dudng
Thiét bi Can bang tai va
Application  Security
cho vung Internet: F5
BIG-1P LTM 3900

26

Bao tri, bdo dudng
Thiét bi Can bang tai
cho vung may chu: F5
BIG-IP System 2200S

27

Bao tri, bao dudng
Thiét bi cam bién
MiDFS-IDS

28

Bao tri, bdo dudng
Thiét bi biao mat ving
WAN (Juniper
SRX4200)

Switch cho hé\th(‘)ng
Database bao gom:

29

Bao tri, bdo dudng
Cisco SG300-28 Port
Switch

30

Bao tri, bdo dudng
Cisco 2960G-24 Port
Switch

thiét bi.

- Phat hién kip thoi cac hu hong, biéu hién mét on
dinh hoac qua tai cua thiét bi; Céap nhat tinh trang
thiét bi va dé xut bién phap xir Iy kip thoi.

- Diéu chinh cac thong sb cua thiét bi khi can
thiét.

- Kiém tra version cua hé diéu hanh, firmware,
dua ra danh gia dé xuét.

- Kiém tra lai hoat dong cua thiét bi sau bao tri.

- Danh gia tinh trang d6i v6i nhimng thiét bi da hét
vong doi, ho tro tir hang...

- Hoan tt viéc bao tri va ghi nhat ky toan bd cong
viéc.

- Kiém tra chitrc nang cua giao dién quan tri hé
thong mang, cac phan mém quan tri hé thong mang.
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31 Béor tri, bdo dudng Bo
Thiét bi tuong lvra Co
s dir liéu Imperva
X2520 Database

32 Béor tri, bdo dudng Bo
Thiét bi quan tri tudong
Itra Co s¢ dir liéu M120
Management Server

33 | Béao tri, bao dudng Bo
Thiét bi dinh tuyén
Router Cisco ASR
1001-X

34 Béor tri, béow dudng Bo
Thiét bi chuyén mach
Catalyst 9300-48T-A

III | Bao tri, bao duwdng hé thng may chi

35 | Baotri,baodudngMay | B0 | Nghién ctru tai lidu k§ thudt vé may chu cin
chu co 5o dir ligu: HP duoc bao tri,bao dudng.

DL380G7 - Nghién ctru cu hinh thiét bi, thu thap thong tin
cdu hinh hién tai .
- Kiém tra hién trang may chu truéc khi thyc hién
bao tri.

36 | Bao trl, bao dudng May Bo - Kiém tra hé diéu hanh dang hoat déng va cac
chi tng dung: HP triph ung dung thong qua nh?lt ky su co cﬁa} hé
BL460c G8 diéu hanh (event log) néu thay c6 céac su co lién

— . _ quan dén h¢ diéu hanh véi tan suét lién tuc thi cin

37 | Baotri,bao dudngMay | B | 4i4; hanh cai dit lai hé didu hanh.
chu quan tri, sao luu: K A1 A N £ A
HP BLA60c GS 1ém tra he_:‘ thong nguon vao, cong suat nguon,

cap dién nguon.

38 | Bao i, bao dudng Méy Bo - Kiéj:m tra hé thong cap t1n hi§u input, ogtput.
chit SMS Gateway: HP ' - Kicf:m tra cac deén bao hién thi trang thai.
BL460c G8 - Kiém tra Processor, tan nhiét, quat CPU.

- Kiém tra céc khe cam memory, s6 lugng

39 | Béotri, bdo dudng May B0 memory.

cha Gng dung s6 hoa
van ban: HP BL460c
G8

- Kiém tra trang thai 6 cimg HDD, SSD.

- Kiém tra c4u hinh RAID, log phin ctng.

- Kiém tra Firmware.

- Kiém tra két ndi quan tri phan cung.

- Kiém tra cac thoi diém tit dot ngot (néu cb).

- Lay log phén cimg, phan tich va dua ra khuyén
cao.

- V& sinh bén ngoai may chu bang nudc tiy
chuyén dung va khan lau. Ding chdi mém va may
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hat bui dé vé smh cac thlet bi, ddc blet phan vé
sinh phan ngudn va cac cong két ndi.

- Ghi nhat ky bdo tri.
- Xur 1y cac van dé phat hién dugc sau khi kiém
tra.

40

Bao tri, bido dudng
Khung may chu phién
(Blade chassis): HP
Blade System C7000
Enclosure

- Nghién ciru tai liéu ki thuat vé& may chu can
duoc bdo tri,bao dudng.

- Nghién ctru cau hinh thiét bi, thu thap thong tin
c4u hinh hién tai.

- Kiém tra hién trang may chu truéc khi thyc hién
bao tri.

- Kiém tra hé diéu hanh dang hoat dong va cac
trinh ing dung thong qua nhat ky su ¢6 cta hé
diéu hanh (event log) néu thiy c6 cac su cb lién
quan dén hé diéu hanh véi tan sut lién tuc thi can
tién hanh cai dit lai h¢ diéu hanh.

- Kiém tra hé théng ngudn vao, cong suat nguodn,
cap dién ngudn.

- Kiém tra hé thdng cap tin hiéu input, output.

- Kiém tra cac dén bao hién thi trang thai.

- Kiém tra c4u hinh Interconnect Bays.

- Kiém tra c4u hinh Port Mapping.

- Kiém tra cau hinh Server profile.

- Kiém tra cau hinh ILO.

- Kiém tra cau hinh Shared Uplink Sets.

- Kiém tra cu hinh SAN Fabrics.

- Kiém tra Firmware.

- Klem tra két ndi quan tri phan cung.

- Kiém tra cac thoi diém tat dot ngot (néu cb).

- Lay log phén cimg, phan tich va dua ra khuyén
cdo.

- V¢ sinh bén ngoai may chu bang nudce tay
chuyén dung va khan lau. Dung ch6i mém va may
hat bui dé vé sinh cac thlet bi, déc biét phan vé
sinh phan nguodn va cac cong két ndi.

- Ghi nhét ky bdo tri.

- Xur 1y cac van dé phat hién dugc sau khi kiém
tra

41

Béo tri, bdo dudng May
chu IBM 3650 M4

42

Béo tri, bdo dudng May
chu Blade HP BL460c
G9

- Nghién ciru tai liéu ki thuat vé& may chu can
duoc bdo tri,bao dudng.

- Nghién ctru cau hinh thiét bi, thu thap thong tin
c4u hinh hién tai.
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43 | Béo tri, bao dudng May Bo - Kiém tra hién trang may chu trudce khi thyc hién
chu HP DL580G9 bao tri. ‘
— = - - - Kiém tra hé di¢u hanh dang hoat dong va cac
a4 Ba9 tri, bao dudng May Bo trinh img dung théng qua nhgat ky su cc% cua h¢
chu HP DL380 G9 didu hanh
iéu han (event log) néu thay c6 céc sy cb lién_
45 | Bao tri, bao dudng May BO quan dén hé diéu hanh vai tan suat lién tuc thi can
chu céng thong tin HP tién panh cai dat, lai hé d}eu hanh. , ‘
BL460c G9 - Kiém tra hé thong ngudn vao, cong suat nguodn,
cap dién ngudn.
46 | Baotri,baodudngMay | B0 | _Kiém tra hé thdng cap tin hiéu input, output.
chu cong thong tin HP - Kiém tra cac dén bao hién thi trang thai.
DL380c G9 - Kiém tra Processor, tan nhiét, quat CPU.
47 | Bao tr, bao dudng May Bo - Kiém tra cac khe cim memory, sb luong
chu P& tai khoa hoc memory. o
(micro) - Ky?m tra trang thai 6 cing HDD, SSD.
- Kiém tra cau hinh RAID, log phan cting.
- Kiém tra Firmware
- Klem tra két nbi quan tri phan cung.
- Kiém tra cac thoi diém tit dot ngot (néu cb).
- L4y log phan cimg, phan tich va dua ra khuyén
cdo.
- V& sinh bén ngoai may chu bang nudc tiy
chuyén dung va khan lau. Dung chbi mém va
méy hut bui dé v¢ sinh cac thlet bi, dac biét phan
vé sinh phan ngudn va cac cong két ni.
- Ghi nhét ky bdo tri. .
- Xur 1y cac van dé phat hién duoc sau khi kiém
tra
IV | Bio tri, bao dwdng hé thong sao lwu, lvu triv
48 | Bao tri, bao dudng HP B0 - Nghién ctru tai liéu huéng dan ki thuat.
storeone 3100 - Kiém tra hién trang thiét bi trudc khi bao tri.
- Sao luu cdu hinh hién tai cta cac thiét bi (d6i véi
49 | Béo tri, bao dudng H¢ Bo cac thiét bi st dung cAu hinh mic dinh cua nha san
thdng luu tri: HP xuét thi khong can sa0 luu) ra may tinh bén ngoai
3PAR StoreServ 8400 nham khoi phuc lai néu c6 sy ¢b sau qué trinh bao
Storage tri. ,
50 | Bdo tri, bido dudng BO - Ghi lai toan bg trang thai thiét bi trudc khi thye
SAN Switch: HP 16/24 hién bao tri.
SAN Switch SN3000B - Thyc hién v¢ sinh b nguon bén ngoai thiét bi.
51 | Bao tri, bao dudng Thu B K1em tra cac g1ac cam, klem tra quat lam mat, dé
vién bing tu: HP xuét thay thé su’a chita néu can thiét.
StoreEver MSL4048 - Dung chdi mém va may hut bui dé vé sinh céac
Tape Library thiét 131, dag b1§t phan nguon cta cac thiét bi va
52 | Béo tri, bao dudng H¢ Bo cac cong keét noi.
théng luu trir HP 3PAR - Sur dung cap két ndi sin (kém theo thiét bi) két

StoreServ 7400 Storage

ndi gitra may tinh va thiét bi dé kiém tra ciu hinh
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53 |Bao tri, bao dudng| Bo | hé thdng.
SAN Switch: HP 8/24 - Kiém tra hoat dong ciia cic module chirc ning
SAN Switch ctia thiét bi.

54 | Béo tri, bdo dudng Thu Bo - Kiém tra ché d6 lam viéc dy phong
vién bang tr HP (Active/standby) cua thiét bi.
StoreEver MSL 2024 - Kiém tra hé thdng cap tin hiéu input, output.
Tape Library - Kiém tra céc dén bao hién thi trang thai.

- Kiém tra c4u hinh log phan cing.

- Kiém tra Firmware va update firmware (néu
can).

- Kiém tra két ndi quan tri phan cing.

- Kiém tra hé thong ngudn vio, cong suit ngudn,
cap dién ngudn.

- Kiém tra cac thoi diém tat dot ngot (néu cb).

- Kiém tra trang thai cac Tape, HDD.

- Hoan tit viéc bao tri va ghi nhat ky lai toan bo
cong viéc.

- Xur 1y cac van dé phat hién duogc sau khi kiém
tra

- Nhan xét, danh gié hién trang cia h¢ théng va
dua ra nhiing khuyén nghi, du bdo su ¢ c6 thé
xay ra voi hé théng (néu co).

3.2. Yéu ciu vé dam bao an toan, bao mat thong tin, dir liéu ddi véi nha thiu
trién khai
- Trudce khi bao tri, bao dudng tit ca cac hé thong, cac thiét bi déu duoc kiém tra
can than, danh gia tinh trang cda tung thiét bi, hang muc. Tu do6 dé xuét phuong an bao
tri, bao dudng cu thé, hop 1y ting hang muc.

- Thyc hién bao tri, bao dudng nhung khong dugc lam anh huong téi hoat dong
cac hé théng khac cua don vi.

- Cam két bao mat tuyét d6i va chiu trach nhiém véi cac thong tin duge luu trit trén
6 cting may chu ctia Trung tam THDL tinh khi thyc hién cac thao tac k¥ thuat sira chita,
bao tri, ...

- Gilr bi mat thong tin va s6 lidu lién quan dén su hoat dong cua Trung tam THDL
tinh va cac don vi lién quan dang dat thiét bj tai Trung tam THDL tinh. Néu x4y ra sy
cd vé bao mat, 10 bi mat thong tin nha nudc cia tinh Quang Ninh, Nha thau phai hoan
toan chiu trach nhiém trudc phap luat.

- Nghiém cim sao chép dit liéu ctia Trung tim THDL duéi moi hinh thic.

- Khéng dugc mang cac thiét bi, vat dung, vat tu ra khoi khu vuc cua Trung tam
THDL.

- Thyc hién mot cach chuyén nghiép, co déy da dung cu, thiét bi, may moc phuc
vu cong tac bao tri, bao dudng.
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- Hé thong, thiét bi sau khi bao tri, bao dudng hoat dong tron tru, 6n dinh.

- Hé thong, thiét bi duoc vé sinh sach s&, tuan thu cac tiéu chuan k§y thuat.

- Nhan sy do nha thau dé xuét thuc hién phai chp hanh cac ndi quy, quy dinh cia
Trung tam THDL.

- Sau khi hoan thanh cong tac bao tri, bao dudng cac thiét bi, hé thong, nha thau
c6 trach nhiém 1ap va cung cip bao cdo kém theo cac khuyén nghi ky thuat nham dam
bao thiét bi, hé théng van hanh 6n dinh, t8i vu va giam thiéu rai ro c6 thé phat sinh trong
qua trinh khai thac, st dung.

4. Giai phap va phuwong phap luin:

Nha thau chudn bi dé xudt giai phdp, phwong phdp ludn tong qudt thwce hién dich
vu theo cac ngi dung quy dinh tai Chuwong nay, gom cdc phan nhu sau:

1. Gidi phap va phwong phap lugn;
2. Ké hoach céng tdc.
5. Quy dinh vé kiém tra, nghi¢m thu sin phim:
Céc bao céo, tai lidu nha thiu phai ndp phuc vu cong tac thanh, quyét toan hop dong:
(1) Bién ban kiém tra thiét bi, hé théng trudc khi bao tri, bao dudng.
(2) Bién ban xac nhan thyc hién bao tri, bao dudng dbi véi timg thiét bi, hé thong.
(3) Bién ban nghiém thu van hanh thi thiét bi, hé thong.
(4) Bao céo danh gia hién trang thiét bi, hé théng sau thyc hién bao tri, bao dudng.
(5) Bién ban nghiém thu khéi lugng hoan thanh.



